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PS> whoami

ÅProject Zero @ Google

ÅLow-level security researcher with interest in all sorts of vulnerability 

research and software exploitation

Åhttp://j00ru.vexillium.org/

Å@j00ru

http://j00ru.vexillium.org/
http://twitter.com/j00ru


Agenda

ÅWindows Metafile primer, GDI design, attack vectors.

ÅHacking:

ÅInternet Explorer (GDI)

ÅWindows Kernel (ATMFD.DLL)

ÅMicrosoft Office (GDI+)

ÅVMware virtualization (Print Spooling)

ÅFinal thoughts.



Windows GDI & Metafile primer



Windows GDI

ÅGDI standsfor Graphics Device Interface.

ÅEnablesuser-modeapplicationsto use graphicsand formatted text on video 

displaysand printers.

ÅMajor part of the system API (nearly300 documentedfunctions).

ÅPresentin the OS sincethe verybeginning(Windows 1.0 releasedin 1985).

ÅOne of the oldestsubsystems, with most of its originalcodestill running31 yearslater.

ÅConcidentally(?) alsoone of the most buggy components.



How to draw

1. Grab a handle to a Device Context (HDC).

ÅIdentifies a persistent container of various graphical settings (pens, brushes, 

palettes etc.).

ÅCan be used to draw to a screen (most typically), a printer, or a metafile.

ÅMost trivial example:

HDC hdc = GetDC(NULL);

(obtains a HDC for the entire screen)



How to draw

2. Use a drawingfunction.

Ellipse ( hdc, 100, 100, 500, 300); RoundRect( hdc, 100, 100, 500, 500, 100, 100);



Windows GDI ςsimplified architecture

app1.exe app3.exe app4.exeapp2.exe

GDI+ (gdiplus.dll)

User-mode GDI (gdi32.dll)

Kernel-mode GDI (win32k.sys)

NT OS Kernel Printer Drivers Font DriversDisplay Drivers

ring-3

ring-0



User to kernel API mappings

Most user-mode GDI functions have their direct counterparts in the 

kernel:

GDI32.DLL win32k.sys

AbortDoc NtGdiAbortDoc

AbortPath NtGdiAbortPath

AddFontMemResourceEx NtGdi AddFontMemResourceEx

AddFontResourceW NtGdi AddFontResourceW

AlphaBlend NtGdi AlphaBlend

... ...



Windows Metafiles

Core idea:

Store images as lists of records directly describing GDI calls.



Windows Metafiles

ÅPros:

Årequires little computation work from the rasterizer itself, as it only has to call GDI functions 

with the supplied parameters.

Åprovides an official way of serializing sets of GDI operations into reproducible images.

Åcan work as a vector format, raster, or both.

ÅCons:

Åonly works on Windows, unless full implementation of the supported graphical GDI 

operations is implemented externally.



First version: WMF

ÅThe original metafiles (WMF = Windows MetaFiles).

ÅIntroduced with Windows 3.0 in 1990.

ÅNot as ancient as GDI itself, but almost so.

ÅInitially documented in Windows 3.1 SDK (1994, volume 4).

ÅA revised, more complete specification was released in 2006, and has been 

maintained since then.

ÅA description of all records and structures can be found in the MS-WMF document.



WMF files ς60 supported API functions

AnimatePaletteArc
BitBlt
Chord
CreateBrushIndirect
CreateDIBPatternBrush
CreateFontIndirect
CreatePalette
CreatePatternBrush
CreatePenIndirect
DeleteObject
Ellipse
Escape
ExcludeClipRect
ExtFloodFill
ExtTextOut
FillRgn
FloodFill
FrameRgn
IntersectClipRect
InvertRgn

LineToMoveToEx
OffsetClipRgn
OffsetViewportOrgEx
OffsetWindowOrgEx
PaintRgn
PatBlt
Pie
Polygon
Polyline
PolyPolygon
RealizePalette
Rectangle
ResizePalette
RestoreDC
RoundRect
SaveDC
ScaleViewportExtEx
ScaleWindowExtEx
SelectClipRgn
SelectObject

SelectPaletteSetBkColor
SetBkMode
SetDIBitsToDevice
SetMapMode
SetMapperFlags
SetPaletteEntries
SetPixel
SetPolyFillMode
SetROP2
SetStretchBltMode
SetTextAlign
SetTextCharacterExtra
SetTextColor
SetTextJustification
SetViewportOrgEx
SetWindowExtEx
SetWindowOrgEx
StretchBlt
StretchDIBits
TextOut



Some seemingly interesting ones

AnimatePaletteArc
BitBlt
Chord
CreateBrushIndirect
CreateDIBPatternBrush
CreateFontIndirect
CreatePalette
CreatePatternBrush
CreatePenIndirect
DeleteObject
Ellipse
Escape
ExcludeClipRect
ExtFloodFill
ExtTextOut
FillRgn
FloodFill
FrameRgn
IntersectClipRect
InvertRgn

LineToMoveToEx
OffsetClipRgn
OffsetViewportOrgEx
OffsetWindowOrgEx
PaintRgn
PatBlt
Pie
Polygon
Polyline
PolyPolygon
RealizePalette
Rectangle
ResizePalette
RestoreDC
RoundRect
SaveDC
ScaleViewportExtEx
ScaleWindowExtEx
SelectClipRgn
SelectObject

SelectPaletteSetBkColor
SetBkMode
SetDIBitsToDevice
SetMapMode
SetMapperFlags
SetPaletteEntries
SetPixel
SetPolyFillMode
SetROP2
SetStretchBltMode
SetTextAlign
SetTextCharacterExtra
SetTextColor
SetTextJustification
SetViewportOrgEx
SetWindowExtEx
SetWindowOrgEx
StretchBlt
StretchDIBits
TextOut



²aCΥ ǘƘŜǊŜΩǎ ƳƻǊŜΗ

ÅThe format also supports a number of records which do not directly 

correspond to GDI functions.

ÅHeader with metadata.

ÅEmbedded EMF.

ÅRecords directly interacting with the printer driver / output device.

ÅEnd-of-file marker.

Å...



²aCΥ ǘƘŜǊŜΩǎ ƳƻǊŜΗ

ÅGenerally, the most interesting records can be found in two sections:



Windows Metafile ςexample

...

R0003: [017] META_SETMAPMODE (s=12) {iMode(8=MM_ANISOTROPIC)}

R0004: [011] META_SETVIEWPORTEXTEX (s=16) {szlExtent(1920,1200)}

R0005: [009] META_SETWINDOWEXTEX (s=16) {szlExtent(1920,1200)}

R0006: [010] META_SETWINDOWORGEX (s=16) {ptlOrigin( - 3972,4230)}

R0007: [009] META_SETWINDOWEXTEX (s=16) {szlExtent(7921, - 8462)}

R0008: [049] META_CREATEPALETTE (s=960) {ihPal(1) LOGPAL[ver:768, entries:236]}

R0009: [048] META_SELECTPALETTE (s=12) {ihPal(Table object: 1)}

R0010: [052] META_REALIZEPALETTE (s=8)

R0011: [039] META_CREATEBRUSHINDIRECT(s=24) {ihBrush(2), style(0=BS_SOLID, color:0x00FFFFFF)}

R0012: [037] META_SELECTOBJECT (s=12) {Table object: 2=OBJ_BRUSH.(BS_SOLID)}

R0013: [037] META_SELECTOBJECT (s=12) {Stock object: 8=OBJ_PEN.(PS_NULL)}

R0014: [019] META_SETPOLYFILLMODE (s=12) {iMode(1=ALTERNATE)}

R0015: [086] META_POLYGON16 (s=320) {rclBounds(89,443,237,548), nbPoints:73, P1( - 2993,398) - Pn(- 2993,398)}

R0016: [038] META_CREATEPEN (s=28) {ihPen(3), style(0=PS_SOLID | COSMETIC), width(0), color(0x00000000)}

...



WMF: still very obsolete

Å9ǾŜƴ ǘƘƻǳƎƘ ŀƭǊŜŀŘȅ ǉǳƛǘŜ ŎƻƳǇƭŜȄΣ ǘƘŜ ŦƻǊƳŀǘ ŘƛŘƴΩǘ ǘǳǊƴ ƻǳǘ ǘƻ ōŜ 

very well thought-out for modern usage.

ÅLǘΩǎ ǎǘƛƭƭ ǎǳǇǇƻǊǘŜŘ ōȅ D5LΣ ŀƴŘ ǘƘŜǊŜŦƻǊŜ ǎƻƳŜ ƻŦ ƛǘǎ ŎƭƛŜƴǘǎ όŜΦƎΦ 

Microsoft Office, Paint, some default Windows apps). 

ÅHas been basically forgotten in any real-world use-cases for the last 

decade or more.



WMF: discouragedfrom use

ÅEvenMicrosoft givesa lot of reasonsnot to use it anymore:



Next up: EMF (Enhanced MetaFiles)

ÅAlready in 1993, Microsoft released an improved revision of the image 

format, called EMF.

ÅDocumented in the official MS-EMF specification.

ÅSurpasses WMF in a multitude of ways:

Åuses 32-bit data/offset width, as opposed to just 16 bits.

Ådevice independent.

Åsupports a number of new GDI calls, while maintaining backward compatibility with 

old records.



Enhanced Metafile ςexample

...
R0121: [039] EMR_CREATEBRUSHINDIRECT(s=24) {ihBrush(2), style(1=BS_NULL)}
R0122: [037] EMR_SELECTOBJECT (s=12) {Table object: 2=OBJ_BRUSH.(BS_NULL)}
R0123: [040] EMR_DELETEOBJECT (s=12) {ihObject(1)}
R0124: [090] EMR_POLYPOLYLINE16 (s=44) {rclBounds(128, - 256,130, - 254), nPolys:1, nbPoints:2, P1(386, - 765) - Pn(386, -
765)}
R0125: [019] EMR_SETPOLYFILLMODE (s=12) {iMode(1=ALTERNATE)}
R0126: [039] EMR_CREATEBRUSHINDIRECT(s=24) {ihBrush(1), style(0=BS_SOLID, color:0x00A86508)}
R0127: [037] EMR_SELECTOBJECT (s=12) {Table object: 1=OBJ_BRUSH.(BS_SOLID)}
R0128: [040] EMR_DELETEOBJECT (s=12) {ihObject(2)}
R0129: [058] EMR_SETMITERLIMIT (s=12) {Limit:0.000}
R0130: [091] EMR_POLYPOLYGON16 (s=60) {rclBounds(127, - 259,138, - 251), nPolys:1, nbPoints:6, P1(384, - 765) - Pn(384, -
765)}
R0131: [040] EMR_DELETEOBJECT (s=12) {ihObject(1)}
R0132: [040] EMR_DELETEOBJECT (s=12) {ihObject(3)}
R0133: [014] EMR_EOF (s=20) {nPalEntries:0, offPalEntries:16, nSizeLast:20}
...



EMF: interesting records at first glance



EMF: interesting records at first glance



EMF: interesting records at first glance



EMF: current support

ÅDespite being only 3 years younger than WMF, EMF has remained in 

current usage until today.

ÅNot as a mainstream image format, but still a valid attack vector.

ÅA variety of attack vectors:

ÅWin32 GDI clients ςmost notably Internet Explorer.

ÅGDI+ clients ςmost notably Microsoft Office.

ÅPrinter drivers, including those used in virtualization technology.



Toolset ςexamination (EMFexplorer)



Toolset ςexamination (MetafileExplorer)



Toolset ςreading & writing (pyemf)

#!/usr/bin/env python
import os
import pyemf
import sys

def main( argv ):
if len ( argv ) != 2:

print "Usage: %s /path/to/poc.emf" % argv [ 0]
sys . exit ( 1)

emf = pyemf. EMF( width = 100, height = 100, density = 1)
emf. CreateSolidBrush ( 0x00ff00 )
emf. SelectObject ( 1)
emf. Polygon ([( 0, 0), ( 0, 100), ( 100, 100), ( 100, 0)])

emf. save( argv [ 1])

if __name__ == "__main__" :
main( sys . argv )



The latest: EMF+

ÅGDI hadall the fundamentalprimitives, but lackedmanycomplexfeatures

(anti-aliasing, floatingpoint coords, supportfor JPEG/PNG etc.).

ÅWindows XP introduceda moreadvancedlibrarycalledGDI+ in 2001.

ÅBuilt as a user-modegdiplus.dll library, mostlyon top of regularGDI (gdi32.dll).

ÅProvideshigh-levelinterfacesfor C++ and .NET, therefore ismuch easierto use.

ÅGDI+ itself iswritten in C++, soall the typicalmemorycorruptionbugsstill apply.



The latest: EMF+

ÅSince there is a new interface, there must also be a new image format with its 

serialized calls.

ÅSay hi to EMF+!

ÅBasically same as EMF, but representing GDI+ calls.

ÅCome in two flavours: EMF+ Onlyand EMF+ Dual.

Åαhƴƭȅέ Ŏƻƴǘŀƛƴǎ ŜȄŎƭǳǎƛǾŜƭȅ D5LҌ ǊŜŎƻǊŘǎΣ ŀƴŘ Ŏŀƴ ƻƴƭȅ ōŜ ŘƛǎǇƭŀȅŜŘ ǿƛǘƘ D5LҌΦ

Åα5ǳŀƭέ ǎǘƻǊŜǎ ǘƘŜ ǇƛŎǘǳǊŜ ǿƛǘƘ ǘǿƻ ǎŜǘǎ ƻŦ ǊŜŎƻǊŘǎΣ ŎƻƳǇŀǘƛōƭŜ ǿƛǘƘ ōƻǘƘ D5LκD5LҌ ŎƭƛŜƴǘǎΦ





Formats and implementations in Windows

ÅThree formats in total to consider: WMF, EMF, EMF+.

ÅThree libraries: GDI, GDI+ and MF3216.

ÅMF3216.DLL is a system library with just one meaningful exported function: 

ConvertEmfToWmf.

ÅUsed for the automatic conversion between WMF/EMF formats in the Windows 

clipboard.

Åα{ȅƴǘƘŜǎƛȊŜŘέ ŦƻǊƳŀǘǎ CF_METAFILEPICTand CF_ENHMETAFILE.

ÅNo bugs found there. L



Formats and implementations in Windows

Library Supportedformats

GDI WMF,EMF

GDI+ WMF,EMF, EMF+

MF3216 EMF

In this talk, ǿŜΩƭƭfocuson auditing and exploitingthe EMF parts, as this

iswherethe most (interesting) issueswerediscovered.



Attack scenario

ÅIn all cases, Metafilesareprocessedin the user-modecontextof the rendererprocess, in the 

correspondingDLL.

ÅGDI, GDI+ and MF3216 iterate throughall input recordsand translatethem into GDI/GDI+ calls.

ÅMemory corruptionbugswill result in arbitrarycodeexecutionin that context.

ÅImportant: Metafilesdirectlyoperateon the GDI contextof the renderer.

ÅCancreate, delete, changeand use variousGDI objectson behalfof the process.

ÅIn theory, it shouldonlyhaveaccessto its own objectsand be self-contained.

ÅHowever, anybugsin the implementationcouldenableaccessto externalgraphicsobjectsusedby the 

program.

ÅA peculiarcaseƻŦ αprivilegeescalationέΦ



Attack scenario: GDI context priv. escal.

renderer.exe GDI objects EMF #2 GDI objects EMF #3 GDI objects

EMF #1 file

EMF #1 GDI objects

process GDI context

EMF #2 file EMF #3 file

security boundaries



Attack scenario: GDI context priv. escal.

renderer.exe GDI objects EMF #2 GDI objects EMF #3 GDI objects

EMF #1 file

EMF #1 GDI objects

process GDI context

security boundaries



Types of Metafile bugs

1. Memory corruption bugs

ÅBuffer overflows etc. due to mishandling specific records.

ÅPotentially exploitable in any type of renderer.

ÅImpact: typically RCE.

2. Memory disclosure bugs

ÅRendering uninitialized or out-of-bounds heap memory as image pixels.

ÅExploitable only in contexts where displayed images can be read back (web browsers, remote renderers).

ÅImpact: information disclosure (stealing secret information, defeating ASLR etc.).

3. Invalid interaction with the OS and GDI object mismanagement.

ÅImpact, exploitability = ???, depending on the specific nature of the bug.



[ŜǘΩǎ ƎŜǘ ǎǘŀǊǘŜŘΗ

ÅEarlier this year, I started manually auditing the available EMF implementations.

ÅThis has resulted in 10 CVEs from Microsoft and 3 CVEs from VMware (covering 

several dozen of actual bugs).

Å[ŜǘΩǎ ƭƻƻƪ ƛƴǘƻ ǘƘŜ Ǌƻƻǘ ŎŀǳǎŜǎ ŀƴŘ ŜȄǇƭƻƛǘŀǘƛƻƴ ƻŦ ǘƘŜ Ƴƻǎǘ ƛƴǘŜǊŜǎǘƛƴƎ ƻƴŜǎΦ

ÅExamples are shown based on Windows 7 32-bit, but most of the research applies to both 

bitnesses and versions up to Windows 10.



Auditing GDI



Getting started

ÅTo get some general idea of where the functionality in question is 

implemented and what types of bugs were found in the past, it makes 

sense to check prior art.

Å! αǿƳŦ ǾǳƭƴŜǊŀōƛƭƛǘȅέ ǉǳŜǊȅ ȅƛŜƭŘǎ Ƨǳǎǘ ƻƴŜ ǊŜǎǳƭǘΥ

the SetAbortProc bug!



SetAbortProc WMF bug (CVE-2005-4560)

ÅDiscovered on December 27, 2005. Fixed on January 5, 2006.

ÅCritical bug, allowed 100% reliable RCE while using GDI to display the 

exploit (e.g. in Internet Explorer).

ÅCalled α²ƛƴŘƻǿǎ aŜǘŀŦƛƭŜ ǾǳƭƴŜǊŀōƛƭƛǘȅέ, won Pwnie Award 2007.

ÅNo memory corruption involved, only documented features of WMF.

ÅSo what was the bug?



The GDI API...

function pointer



... and the WMF counterpart



In essence...

... the format itself supportedcalling:

SetAbortProc ( hdc, ( ABORTPROC) " controlled data " ) ;

and havingthe functionpointer calledafterwards.

Codeexecutionby design.



Lessons learned

1. The format may (un)officially proxycalls to interesting / dangerous 

API calls, so the semantics of each function and its parameters 

should be checked for unsafe behavior.

2. The handling of WMF takes place in a giant switch/case in 

gdi32!PlayMetaFileRecord .





What about EMF bugs?

ÅSearchingŦƻǊ αemf vulnerabilityέ yieldsmorediverseresults.

ÅMost recentone: αYet Another Windows GDI Storyέby HosseinLotfi

(@hosselot).

ÅFixedin April 2015 as part of MS15-035, assignedCVE-2015-1645.

ÅA heap-basedbuffer overflowdueto anuncheckedassumptionaboutan

inputαsizeέ ŦƛŜƭŘ ƛƴ ƻƴŜ ƻŦ ǘƘŜ records(SETDIBITSTODEVICE).

ÅIn largepart an inspirationto start lookinginto EMF securitymyself.



Lessons learned

ÅMain function for playing EMF records is 

gdi32!PlayEnhMetaFileRecord .

ÅEach record type has its own class with two methods:

Å::bCheckRecord() ςchecks the internal integrity and correctness of the 

record.

Å::bPlay() ςperforms the actions indicated in the record.



GDI32 ::bCheckRecordarray



GDI32 ::bPlay array



¢ƘŀǘΩǎa startingpoint.



Impact: FileExistence Information Disclosure

Record:
EMR_CREATECOLORSPACE,

EMR_CREATECOLORSPACEW

Exploitable in: Internet Explorer

CVE: CVE-2016-0168

google-security-researchentry: 722

Fixed: MS16-055, 10May 2016

CVE-2016-0168



Minor bug #1 in EMR_CREATECOLORSPACEW

ÅThe qualityof the codecanbe immediatelyrecognizedby observingmanysmall, but 

obviousbugs.

ÅMRCREATECOLORSPACEW::bCheckRecord() checksthat the sizeof the recordisҗ0x50 

byteslong:

.text:7DB01AEF    mov eax, [esi+4]

.text:7DB01AF2    cmp eax, 50h

.text:7DB01AF5    jb short loc_7DB01B1E

ÅThen immediatelyproceedsto reada .cbDatafield at offset 0x25C:

.text:7DB01AF7    mov ecx, [esi +25Ch]

ÅResult: out-of-boundsreadby 0x20C bytes.



Minor bug #2 in EMR_CREATECOLORSPACEW

ÅThen, the . cbData from invalidoffset 0x25C isusedto verify the record

length:
.text:7DB01AF7    mov ecx, [esi+25Ch]

.text:7DB01AFD    add ecx, 263h

.text:7DB01B03    and     ecx, 0FFFFFFFCh

.text:7DB01B06    cmp eax, ecx

.text:7DB01B08    ja      short loc_7DB01B1E

ÅThe abovetranslatesto:
if (... && record . length <= (( record - >cbData + 0x263) & ~3) && ...) {

// Record valid.

}



Minor bug #2 in EMR_CREATECOLORSPACEW

ÅTwo issues here:

1. Obvious integer overflow making a large .cbData pass the check.

2. Why would the record length be smallerthen the data declared within? It 

should be larger!

ÅLǘ ŀƭƭ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊ ŀƴȅǿŀȅΣ ǎƛƴŎŜ ǘƘŜ Řŀǘŀ ƛǎ ƴƻǘ ǳǎŜŘ ƛƴ ŀƴȅ ŦǳǊǘƘŜǊ 
processing.



Minor bug #3 in EMR_CREATECOLORSPACEW

ÅThe .lcsFilename buffer of the user-defined LOGCOLORSPACEW

structure is not verified to be nul-terminated.

ÅMay lead to out-of-bound reads while accessing the string.

ÅAs clearly visible, there are lots of unchecked assumptions in the 

implementation, even though only minor so far.

ÅKeeps our hopes up for something more severe.



The file existence disclosure

ÅBack to the functionality of EMR_CREATECOLORSPACE[W]records: all they 

do is call CreateColorSpace[W] with a fully controlled LOGCOLORSPACE

structure:
typedef struct tagLOGCOLORSPACE {

DWORD         lcsSignature;
DWORD         lcsVersion;
DWORD         lcsSize;
LCSCSTYPE     lcsCSType;
LCSGAMUTMATCH lcsIntent;
CIEXYZTRIPLE  lcsEndpoints;
DWORD         lcsGammaRed;
DWORD         lcsGammaGreen;
DWORD         lcsGammaBlue;
TCHAR         lcsFilename[MAX_PATH];

} LOGCOLORSPACE, *LPLOGCOLORSPACE;



Inside CreateColorSpaceW

ÅThe function builds a color profile file path using internal 

gdi32!BuildIcmProfilePath .

Åif the provided filename is relative, it is appended to a system directory path.

Åotherwise, absolute paths are left as-is.

ÅAll paths are accepted, except for those starting with two "/" or "\ " characters:

if (( pszSrc [ 0] == ' \ \ ' || pszSrc [ 0] == '/' ) &&
( pszSrc [ 1] == ' \ \ ' || pszSrc [ 1] == '/' )) {

// Path denied.
}



Inside CreateColorSpaceW

ÅThisissupposedlyto preventspecifyingremoteUNC pathsstarting

with the "\ \ " prefix, e.g. \ \192.168.1.13\C\Users\ test\profile.icc.

ÅHowever, James Forshawnoted that this checkisnot effective, as the 

prefixcanbe alsorepresentedas "\??\UNC\".

ÅThe checkiseasilybypassablewith:

\??\UNC\192.168.1.13\C\Users\ test\profile.icc



CreateColorSpaceInternalW: last step

ÅAfter the path is formed, but before invoking the NtGdiCreateColorSpace

system call, the function opens the file and immediately closes it to see if it exists:

HANDLEhFile = CreateFileW (&FileName, GENERIC_READ, FILE_SHARE_READ, 0,

OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, 0) ;

if ( hFile == INVALID_HANDLE_VALUE) {

GdiSetLastError ( 2016) ;

return 0;

}

CloseHandle ( hFile ) ;



Consequences

ÅIn result, we can have CreateFileW() called over any chosen path.

ÅIf it succeeds, the color space object is created and the function returns 

success.

ÅIf it fails, the GDI object is not created and the handler returns failure.

ÅSounds like information disclosure potential.

ÅHow do we approach exploitation e.g. in Internet Explorer?



Intuitive way: leaking the return value

ÅSincethe return valueof CreateFileW () determinesthe successof 

the recordprocessing, we couldmaybeleakthis bit?

ÅInitial idea: use EMR_CREATECOLORSPACEas the first record, followedby a 

drawingoperation.

ÅIf the drawingisneverexecuted(whichcanbe determinedwith the <canvas> 

tag), the callfailed.



Intuitive way: leaking the return value

ÅUnfortunately impossible.

ÅThe gdi32!_bInternalPlayEMF function (called by PlayEnhMetaFile

ƛǘǎŜƭŦύ ŘƻŜǎƴΩǘ ŀōƻǊǘ ƛƳŀƎŜ ǇǊƻŎŜǎǎƛƴƎ ǿƘŜƴ ƻƴŜ ǊŜŎƻǊŘ ŦŀƛƭǎΦ

Å! αǎǳŎŎŜǎǎέ ŦƭŀƎ ƛǎ ǎŜǘ ǘƻ C![{9Σ ŀƴŘ ǘƘŜ ŦǳƴŎǘƛƻƴ ǇǊƻŎŜŜŘǎ ǘƻ ŦǳǊǘƘŜǊ ƻǇŜǊŀǘƛƻƴǎΦ

ÅAll records are always executed, and the return value is a flag indicating if 

at least one of the records failed during the process.



/ŀƴΩǘ ǿŜ ƭŜŀƪ ǘƘŜ Ŧƛƴŀƭ ǊŜǘǳǊƴ ǾŀƭǳŜΚ

ÅNo, not really.

ÅThe return value of PlayEnhMetaFile is discarded by Internet 

Explorer in mshtml!CImgTaskEmf::Decode :

.text:64162B49       call    ds:__imp__PlayEnhMetaFile@12

.text:64162B4F       or      dword ptr [ebx+7Ch], 0FFFFFFFFh

.text:64162B53       lea     eax, [esp+4C8h+var_49C]



Other disclosure options

ÅThe other indicator could be the creation of a color space object via  

NtGdiCreateColorSpace .

ÅLeaking it directly is not easy (if at all possible), but maybe there is 

some side channel?



Using the GDI object limit

ÅEveryprocessin Windows is limited to max. 10,000 GDI objectsby default.

ÅThe numbercanbe adjustedin the registry, but ƛǎƴΩǘfor IE.

ÅIf we use 10,000 EMR_CREATECOLORSPACEWrecordswith the file path we want to 

check, then:

ÅIf the file exists, ǿŜΩƭƭhave10,000 colorspaceobjects, reachingthe per-processlimit.

ÅIf itŘƻŜǎƴΩǘ, we ǿƻƴΩǘhaveanycolorspacesat all.

Å²ŜΩǊŜnow either at the limit, or not. If we then createa brush(one moreobject) and try

to paint, then:

ÅIf the file exists, the brushcreationwill fail and the defaultbrushwill be used.

ÅIf itŘƻŜǎƴΩǘ, the brushwill be createdand usedfor paiting.



GDI object limit as oracle illustrated

Bitmap

Font

Palette

Color space

Color space
Color space

Color space

...

Color space

Color space

Color space

Color space

Color space
Color space
Color space

Limit

Brush

Brush

Bitmap

Font

Palette

Brush

Brush

File exists: CƛƭŜ ŘƻŜǎƴΩǘ ŜȄƛǎǘΥ
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Vulnerability impact

ÅArbitrary file existence disclosure, useful for many purposes:

ÅRecognizing specific software (and versions) that the user has installed, for 

targetted attacks.

ÅTracking users (by creating profiles based on existing files).

ÅTracking the opening times of offline documents (e.g. each opening in 

Microsoft Office could trigger a ping to remote server via SMB).

ÅBlindly scanning network shares available to the user.



Impact: Memorydisclosure

Record: Multiple records (10)

Exploitable in: Internet Explorer

CVE: CVE-2016-3216

google-security-researchentry: 757

Fixed: MS16-074, 14 June2016

CVE-2016-3216



Device Independent Bitmaps (DIBs)

In Windows GDI, raster bitmaps are 

usually stored in memory in the form of 

DIBs:

ÅShort header containing basic metadata 

about the image, followed by optional 

palette.

ÅThe image data itself.

BITMAPINFO

BITMAPINFOHEADER

RGBQUAD 
bmiColors[ ... ];

Bitmap data

11142211142211142
21114221114221114
22111422111422111
42211142211142211
14221114221114221
11422111422101321
10132110132110132
11013211013211013
211013210F12200F1
2200F12200F12200F
12200F12200F12200



.BMP files are just DIBs, too.

BITMAPINFO

BITMAPINFOHEADER

RGBQUAD 
bmiColors[ ... ];

Bitmap data

11142211142211142
21114221114221114
22111422111422111
42211142211142211
14221114221114221
11422111422101321
10132110132110132
11013211013211013
211013210F12200F1
2200F12200F12200F
12200F12200F12200

BITMAPFILEHEADER

typedef struct tagBITMAPFILEHEADER {
WORDbfType ;
DWORDbfSize ;
WORDbfReserved1 ;
WORDbfReserved2 ;
DWORDbfOffBits ;

} BITMAPFILEHEADER;

bfOffBits



BITMAPINFOHEADER, the trivial header

typedef struct tagBITMAPINFOHEADER {

DWORDbiSize ;

LONG biWidth ;

LONG biHeight ;

WORDbiPlanes ;

WORDbiBitCount ;

DWORDbiCompression ;

DWORDbiSizeImage ;

LONG  biXPelsPerMeter;

LONG  biYPelsPerMeter;

DWORDbiClrUsed ;

DWORD biClrImportant;

} BITMAPINFOHEADER;

ÅShort and simple structure.

Å40 bytes in length (in typical 

form).

ÅOnly 8 meaningful fields.



Is it really so trivial to handle?

ÅbiSize needsto be sanitized(canonlybe a few validvalues).

ÅbiWidth , biHeight , biPlanes , biBitCount cancauseintegeroverflows(often

multipliedwith eachother).

ÅbiHeight canbe negativeto indicatebottom-up bitmap.

ÅbiPlanes mustbe 1.

ÅbiBitCount mustbe one of {1, 2, 4, 8, 16, 24, 32}.

ÅFor biBitCount < 16, a colorpalettecanbe used.

ÅThe sizeof the colorpalette isalsoinfluencedby biClrUsed .



Is it really so trivial to handle?

ÅbiCompression can be BI_RGB, BI_RLE8, BI_RLE4, BI_BITFIELDS, ...

ÅEach compression scheme must be handled correctly.

ÅbiSizeImage must correspond to the actual image size.

ÅThe palette must be sufficiently large to contain all entries.

ÅThe pixel data buffer must be sufficiently large to describe all pixels.

ÅEncoded pixels must correspond to the values in header (e.g. not exceed 

the palette size etc.).



Many potential problems

1. The decision tree for correctly handling a DIB based on its header is 

very complex.

2. Lots of corner cases to cover and implementation bugs to avoid.

3. A consistent handling across various parts of code is required.



GDI functions operating on DIB (directly)

pointer to image data

pointer to DIB header



GDI functions operating on DIB (indirectly)



Data sanitization responsibility

ÅLƴ ŀƭƭ ŎŀǎŜǎΣ ƛǘ ƛǎ ǘƘŜ !tL ŎŀƭƭŜǊΩǎ ǊŜǎǇƻǎƛōƛƭƛǘȅ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŜ ƘŜŀŘŜǊǎ 

and data are correct and adequate.

ÅPassing in fully user-controlled input data is somewhat problematic, 

ŀǎ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ŎƻŘŜ ǿƻǳƭŘ ƘŀǾŜ ǘƻ αŎƭƻƴŜέ D5LΩǎ 5L. ƘŀƴŘƭƛƴƎΦ

ÅGuess what? EMF supports multiple records which contain embedded 

DIBs.



EMF records containing DIBs

ÅEMR_ALPHABLEND
ÅEMR_BITBLT
ÅEMR_MASKBLT
ÅEMR_PLGBLT
ÅEMR_STRETCHBLT
ÅEMR_TRANSPARENTBLT
ÅEMR_SETDIBITSTODEVICE
ÅEMR_STRETCHDIBITS
ÅEMR_CREATEMONOBRUSH
ÅEMR_EXTCREATEPEN



The common scheme

ÅTwo pairs of (offset, size) for both the header and the bitmap:



Necessary checks in the EMF record handlers

ÅIn each handler dealing with DIBs, there are four necessary 

consistency checks:

1. cbBmiSrc is adequately large for the header to fit in.

2. (offBmiSrc, offBmiSrc + cbBmiSrc) resides fully within the record.

3. cbBitsSrc is adequately large for the bitmap data to fit in.

4. (offBitsSrc, offBitsSrc + cbBitsSrc) resides fully within the record.



Checks were missing in many combinations

Recordhandlers Missingchecks

MRALPHABLEND::bPlay
MRBITBLT::bPlay
MRMASKBLT::bPlay
MRPLGBLT::bPlay
MRSTRETCHBLT::bPlay
MRTRANSPARENTBLT::bPlay

#1, #2

MRSETDIBITSTODEVICE::bPlay #3

MRSTRETCHDIBITS::bPlay #1, #3

MRSTRETCHDIBITS::bPlay 
MRCREATEMONOBRUSH::bPlay 
MREXTCREATEPEN::bPlay

#1, #2, #3, #4

* Thiswas just after a cursorylook; Microsoft might havefixedmore.



The consequence

ÅDue to missing checks, parts of the image description could be loaded from 

other parts of the process address space (e.g. adjacent heap allocations):

ÅDIB header

ÅColor palette

ÅPixel data

ÅUninitialized or out-of-bound heap memory could be disclosed with the 

palette or pixel data.



Proof of concept

ÅI hackedup a PoCfile with anEMR_STRETCHBLTrecord, containingan8-bpp DIB with palette

entriesgoingbeyondthe file.

ÅResult: garbagebytesbeingdisplayedas image pixels.

ÅThe same picturebeingdisplayedthree timesin a row in IE:

ÅThe data canbe readbackusingHTML5, in order to leakmodule addressesand other sensitive

data.



DEMO



Auditing ATMFD.DLL



Looking further into the list of EMF records



NamedEscape?

ÅDrawEscape() and ExtEscape () areboth documentedfunctions.

ÅTheyarealsopretty well exploredand researched.

Å²ƘŀǘΩǎNamedEscape() ?

ÅThe function isexportedfrom gdi32.dll.

ÅHowever, no documentationisprovidedby Microsoft.

ÅInternally, it isa simplewrapperfor win32k!NtGdiExtEscape , the same syscall

that Escape() and ExtEscape () use.

ÅPassesalongtwo input argumentswhichareotherwiseset to 0.



What do the specs say?



Sending data to a driver by name

ÅIn [Ext]Escape() , the driver is identified by the HDC.

ÅIŜǊŜΣ ǿŜ Ŏŀƴ ŘƛǊŜŎǘƭȅ ǎǇŜŎƛŦȅ ǘƘŜ ŘǊƛǾŜǊΩǎ ƴŀƳŜΗ

ÅThe interface is similar to IOCTLs.

ÅEscape code (32-bit value).

ÅInput buffer of controlled size.

ÅOutput buffer of controlled size (missing from EMR_NAMEDESCAPE).

ÅWhat is the actual attack surface?

Å[ŜǘΩǎ ǎŜŀǊŎƘ ƻƴƭƛƴŜ ŦƻǊ αbŀƳŜŘ9ǎŎŀǇŜέΦ



First result



Hacking Team ATMFD.DLL 0-day

ÅDiscoveredin the leakeddata dumpon July7, 2015.

ÅFixedby Microsoft on July14 (MS15-077, CVE-2015-2387).

ÅLocalprivilegeescalationto ring-0 throughvulnerableATMFD.DLL.

ÅBug triggeredthroughNamedEscape("ATMFD.DLL", 0x2514) .

ÅAlsousedin the exploit: NamedEscape("ATMFD.DLL", 0x250A) .

ÅHey, I knowthis driver!



NamedEscape + ATMFD

ÅATMFD.DLL is a very special case for the NamedEscape interface.

ÅIt is one of a few, or perhaps the only driver using this interface for communication.

ÅIt is even specifically checked for in the win32k!GreNamedEscape function:

.text:BF9DC326    cmp     esi, PDEV * gppdevATMFD

.text:BF9DC32C    jnz     short loc_BF9DC33F

.text:BF9DC32E    push    offset aAtmfd_dll ; " atmfd.dll "

.text:BF9DC333    push    ebx             ; wchar_t *

.text:BF9DC334    call    __wcsicmp



Finding the handler function

ÅLocating the escape function within ATMFD.DLL is easy.

ÅJust search for some magic values ςe.g. 0x2514 ςin (hex)decimal in IDA Pro 

or Hex-Rays.

Å̧ ƻǳΩƭƭ ŦƛƴŘ ƛǘ ǊƛƎƘǘ ŀǿŀȅΦ

ÅIn case of the latest Windows 7 32-bit, the address is 0x14654.



A broad control flow graph



What do we learn?

Å13 escape codes supported, each expecting a specific input length:

Escape code Input data length

0x2502 0

0x2509 194

0x250A 12

0x250B 194

0x250C 48

0x250D >88

0x250E 1656

0x250F 0

0x2510 6

0x2511 32

0x2512 1124

0x2513 148

0x2514 җс



Analysis was difficult

ÅSurewe knowthe escapecodesand input data sizes, but:

ÅNo debugsymbolsareavailable, sono functionnames, structures, data typesetc.

ÅUnknownfunctionalityof the codes.

ÅUnknownformat of input and output data.

ÅUnknowninternalstructures.

ÅNo public documentationavailable.

ÅNot the most convenienttarget to look into (veryhigh entry bar).

ÅIntendedto have a deeper look in 2015, but got distractedand gaveup.



Giving it another shot

ÅWhenI noticedthat the functionalitywas alsoreachablefrom within

EMF in 2016, I decidedto giveit anothershot.

ÅWeb browserĄ ring-0 executionpotential?

Å[ŜǘΩǎseewhat other system modulesuse the NamedEscape()

function!





ATMLIB.DLL?



The missing part of ATM

ÅPart of the Adobe Type Managersuite.

ÅFamily of computer programs for rasterizing PostScript fonts (Type 1 and OpenType).

ÅPorted to Windows (3.0, 3.1, 95, 98, Me) by patching into the OS at a very low level.

ÅFirst officially incorporated into Windows in NT 4.0.

ÅATMFD.DLL is the kernel-mode font driver.

ÅATMLIB.DLL is the user-mode counterpart, which provides the ATM API to client 

applications.



Best part about ATMLIB.DLL?

ÅDebug symbols available from the Microsoft servers!







Reverse engineering escape codes

Name Escape code Input data length

ATMProperlyLoaded 0x2502 0

ATMBeginFontChange 0x2503 0

ATMEndFontChange 0x2506 0

ATMFontAvailable, ATMGetPostScriptName 0x2509 194

ATMGetFontBBox 0x250A 12

ATMGetMenuName 0x250B 194

ATMGetGlyphName 0x250C 48

ATMMakePFM 0x250D >88

ATMGetFontPaths 0x250E 1656

ATMGetVersion 0x250F 0

ATMSetFlags 0x2510 6

? 0x2511 32

? 0x2512 1124

ATMGetNtmFields 0x2513 148

ATMGetGlyphList 0x2514 җс

ATMLIB & ATMFD

ATMLIB only

ATMFD only



DƻƻƎƭƛƴƎ ŦƻǊ ǘƘŜ ǎȅƳōƻƭ ƴŀƳŜǎΧ

ÅWe can find three extremely interesting documents:

1. Adobe Type Manager Software API With Multiple Master Fonts: Macintosh, 

Technical Note #5074, 14 February 1992, Adobe Systems Incorporated

2. Adobe Type Manager Software API: Windows, Technical Note #5073, 

24 January 1997, Adobe Systems Incorporated

3. Adobe Type Manager®Software API for Windows®95 and Windows NT® 4, 

Technical Note #5642, 26 June 1998, Adobe Systems Incorporated



CǊƻƳ ǘƘŜǊŜΧ 

ÅFunction declarations.

ÅStructure definitions.

ÅConstant and enumeration names.

ÅOverall overview of various ATM mechanics.



CǊƻƳ ǘƘŜǊŜΧ όŦǳƴŎǘƛƻƴǎύ



CǊƻƳ ǘƘŜǊŜΧ όǎǘǊǳŎǘǳǊŜǎύ



CǊƻƳ ǘƘŜǊŜΧ όŎƻƴǎǘŀƴǘǎύ



Reverse engineering the escape handlers

ÅWith all this, analysis of relevant ATMFD functions becomes much easier.

ÅhǇŜǊŀǘƛƻƴ ƴŀƳŜǎ ŀǊŜ ǊƻǳƎƘƭȅ ƪƴƻǿƴΣ ŀƴŘ ǘƘŜȅ ŎŀǊǊȅ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ŜǎŎŀǇŜΩǎ 

functionality.

ÅSome structures are fully known, other can be recovered through RE of ATMLIB.DLL.

Å¢ƘŜ ǎŜƳŀƴǘƛŎǎ ƻŦ !¢aC5Ωǎ ǊŜǘǳǊƴ ǾŀƭǳŜǎ ŀƴŘ ƻǘƘŜǊ ŜƴǳƳǎ ŀǊŜ ƳǳŎƘ ŎƭŜŀǊŜǊ ƴƻǿΦ

ÅWe can directly call ATMLIB.DLL functions and do run-time debugging.

ÅSome strings in ATMFD.DLL can be helpful, as well.



[ŜǘΩǎ Ƴŀƴǳŀƭƭȅ ŀǳŘƛǘ ŀƭƭ мо ŜǎŎŀǇŜ ŎƻŘŜǎ ƛƳǇƭŜƳŜƴǘŜŘ 

in ATMFD.



Impact: Out-of-boundread

Escapecode 0x2511

CVE: None

google-security-researchentry: 781

Fixed: WontFix

GPZ #781



Escape code 0x2511

ÅThe escape code is not referenced in ATMLIB.

ÅUnknown name or functionality.

ÅRequired input buffer size is 32 bytes:

case 0x2511:
if ( cbInput == 32 ) {

ret = ATMUnspecifiedScramble ( lpBuffer ) ;
goto label_return ;

}
break ;



ATMUnspecifiedScramble

Å5ƻŜǎƴΩǘ ƻǇŜǊŀǘŜ ƻƴ ŀƴȅ Ŧƻƴǘ ƻōƧŜŎǘǎΣ ƻƴƭȅ ǘƘŜ ƛƴǇǳǘ ŘŀǘŀΦ

ÅThe input structure can be reverse engineered to the following:

struct ATM_2511_input {
DWORDdword_0;
DWORDdword_4;
DWORDdword_8;
WORD word_C;
WORD padding ;
DWORDdwords_10[ 4] ;

};



Unknown logic

if (input - >dword_0 <= 1) {
if (input - >dword_8 == 0) {

DWORD value = GetUnspecifiedScrambledValue();
global_dword_1 = input - >dword_8 = value;

}
if (global_dword_1 != 0) {

if ( input - >word_C > 32) {
input - >word_C = 32;

}
for ( WORDi = 0; i < input - >word_C; i ++) {

DWORDvalue = Scramble ( input - >dwords_10[ i ], global_dword_1 ) ;
if (global_dwords_2[i] == 0) {

global_dwords_2[i] = value;
}
global_bools_3[i] = global_dwords_2[i] != value;

}
global_dword_1 = 0;

}
}



Unknown logic

ÅGetUnspecifiedScrambledValue () transforms a static 32-bit integer with 

logic/arithmetic operations and returns it.

ÅScramble(x, y) combines two 32-bit integers into one and returns it.

ÅThe purpose of the logic is undetermined, but also irrelevant.

ÅHave you noticed that:

ÅThe dwords_10 array at the end of the structure only has 4 elements (enforced by the 

required size of the structure).

ÅThe function makes it possible to operate on up to 32 elements of the table!


