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PS> whoami

ÅProject Zero @ Google

ÅLow-level security researcher with interest in all sorts of vulnerability 

research and software exploitation

Åhttp://j00ru.vexillium.org/

Å@j00ru

http://j00ru.vexillium.org/
http://twitter.com/j00ru


Agenda

ÅWindows Metafile primer, GDI design, attackvectors.

ÅHacking:

ÅInternet Explorer (GDI)

ÅWindows Kernel(ATMFD.DLL)

ÅMicrosoft Office (GDI+)

ÅVMwarevirtualization(PrintSpooling)

ÅFinalthoughts.



Windows GDI & Metafile primer



Windows GDI

ÅGDI standsfor Graphics Device Interface.

ÅEnablesuser-modeapplicationsto use graphicsand formatted text on video 

displaysand printers.

ÅMajor part of the system API (nearly300 documentedfunctions).

ÅPresentin the OS sincethe verybeginning (Windows 1.0 releasedin 1985).

ÅOne of the oldestsubsystems, with most of its originalcodestill running31 yearslater.

ÅConcidentally(?) alsoone of the most buggy components.



How to draw

1. Grab a handle to a Device Context (HDC).

ÅIdentifies a persistent container of various graphical settings (pens, brushes, 

palettes etc.).

ÅCan be used to draw to a screen (most typically), a printer, or a metafile.

ÅMost trivial example:

HDC hdc = GetDC(NULL);

(obtains a HDC for the entire screen)



How to draw

2. Use a drawingfunction.

Ellipse ( hdc, 100, 100, 500, 300); RoundRect( hdc, 100, 100, 500, 500, 100, 100);



Windows GDI ςsimplified architecture

app1.exe app3.exe app4.exeapp2.exe

GDI+ (gdiplus.dll)

User-mode GDI (gdi32.dll)

Kernel-mode GDI (win32k.sys)

NT OS Kernel Printer Drivers Font DriversDisplay Drivers

ring-3

ring-0



User to kernel API mappings

Most user-mode GDI functions have their direct counterparts in the 

kernel:

GDI32.DLL win32k.sys

AbortDoc NtGdiAbortDoc

AbortPath NtGdiAbortPath

AddFontMemResourceEx NtGdi AddFontMemResourceEx

AddFontResourceW NtGdi AddFontResourceW

AlphaBlend NtGdi AlphaBlend

... ...



Windows Metafiles

Core idea:

Store images as lists of records directly describing GDI calls.



Windows Metafiles

ÅPros:

Årequires little computation work from the rasterizer itself, as it only has to call GDI functions 

with the supplied parameters.

Åprovides an official way of serializing sets of GDI operations into reproducible images.

Åcan work as a vector format, raster, or both.

ÅCons:

Åonly works on Windows, unless full implementation of the supported graphical GDI 

operations is implemented externally.



First version: WMF

ÅThe original metafiles (WMF = Windows MetaFiles).

ÅIntroduced with Windows 3.0 in 1990.

ÅNot as ancient as GDI itself, but almost so.

ÅInitially documented in Windows 3.1 SDK (1994, volume 4).

ÅA revised, more complete specification was released in 2006, and has been 

maintained since then.

ÅA description of all records and structures can be found in the MS-WMF document.



WMF files ς60 supported API functions

AnimatePaletteArc
BitBlt
Chord
CreateBrushIndirect
CreateDIBPatternBrush
CreateFontIndirect
CreatePalette
CreatePatternBrush
CreatePenIndirect
DeleteObject
Ellipse
Escape
ExcludeClipRect
ExtFloodFill
ExtTextOut
FillRgn
FloodFill
FrameRgn
IntersectClipRect
InvertRgn

LineToMoveToEx
OffsetClipRgn
OffsetViewportOrgEx
OffsetWindowOrgEx
PaintRgn
PatBlt
Pie
Polygon
Polyline
PolyPolygon
RealizePalette
Rectangle
ResizePalette
RestoreDC
RoundRect
SaveDC
ScaleViewportExtEx
ScaleWindowExtEx
SelectClipRgn
SelectObject

SelectPaletteSetBkColor
SetBkMode
SetDIBitsToDevice
SetMapMode
SetMapperFlags
SetPaletteEntries
SetPixel
SetPolyFillMode
SetROP2
SetStretchBltMode
SetTextAlign
SetTextCharacterExtra
SetTextColor
SetTextJustification
SetViewportOrgEx
SetWindowExtEx
SetWindowOrgEx
StretchBlt
StretchDIBits
TextOut



Some seemingly interesting ones

AnimatePaletteArc
BitBlt
Chord
CreateBrushIndirect
CreateDIBPatternBrush
CreateFontIndirect
CreatePalette
CreatePatternBrush
CreatePenIndirect
DeleteObject
Ellipse
Escape
ExcludeClipRect
ExtFloodFill
ExtTextOut
FillRgn
FloodFill
FrameRgn
IntersectClipRect
InvertRgn

LineToMoveToEx
OffsetClipRgn
OffsetViewportOrgEx
OffsetWindowOrgEx
PaintRgn
PatBlt
Pie
Polygon
Polyline
PolyPolygon
RealizePalette
Rectangle
ResizePalette
RestoreDC
RoundRect
SaveDC
ScaleViewportExtEx
ScaleWindowExtEx
SelectClipRgn
SelectObject

SelectPaletteSetBkColor
SetBkMode
SetDIBitsToDevice
SetMapMode
SetMapperFlags
SetPaletteEntries
SetPixel
SetPolyFillMode
SetROP2
SetStretchBltMode
SetTextAlign
SetTextCharacterExtra
SetTextColor
SetTextJustification
SetViewportOrgEx
SetWindowExtEx
SetWindowOrgEx
StretchBlt
StretchDIBits
TextOut



²aCΥ ǘƘŜǊŜΩǎ ƳƻǊŜΗ

ÅThe format also supports a number of records which do not directly 

correspond to GDI functions.

ÅHeader with metadata.

ÅEmbedded EMF.

ÅRecords directly interacting with the printer driver / output device.

ÅEnd-of-file marker.

Å...



²aCΥ ǘƘŜǊŜΩǎ ƳƻǊŜΗ

ÅGenerally, the most interesting records can be found in two sections:



Windows Metafile ςexample

...

R0003: [017] META_SETMAPMODE (s=12) {iMode(8=MM_ANISOTROPIC)}

R0004: [011] META_SETVIEWPORTEXTEX (s=16) {szlExtent(1920,1200)}

R0005: [009] META_SETWINDOWEXTEX (s=16) {szlExtent(1920,1200)}

R0006: [010] META_SETWINDOWORGEX (s=16) {ptlOrigin( - 3972,4230)}

R0007: [009] META_SETWINDOWEXTEX (s=16) {szlExtent(7921, - 8462)}

R0008: [049] META_CREATEPALETTE (s=960) {ihPal(1) LOGPAL[ver:768, entries:236]}

R0009: [048] META_SELECTPALETTE (s=12) {ihPal(Table object: 1)}

R0010: [052] META_REALIZEPALETTE (s=8)

R0011: [039] META_CREATEBRUSHINDIRECT(s=24) {ihBrush(2), style(0=BS_SOLID, color:0x00FFFFFF)}

R0012: [037] META_SELECTOBJECT (s=12) {Table object: 2=OBJ_BRUSH.(BS_SOLID)}

R0013: [037] META_SELECTOBJECT (s=12) {Stock object: 8=OBJ_PEN.(PS_NULL)}

R0014: [019] META_SETPOLYFILLMODE (s=12) {iMode(1=ALTERNATE)}

R0015: [086] META_POLYGON16 (s=320) {rclBounds(89,443,237,548), nbPoints:73, P1( - 2993,398) - Pn(- 2993,398)}

R0016: [038] META_CREATEPEN (s=28) {ihPen(3), style(0=PS_SOLID | COSMETIC), width(0), color(0x00000000)}

...



WMF: still very obsolete

Å9ǾŜƴ ǘƘƻǳƎƘ ŀƭǊŜŀŘȅ ǉǳƛǘŜ ŎƻƳǇƭŜȄΣ ǘƘŜ ŦƻǊƳŀǘ ŘƛŘƴΩǘ ǘǳǊƴ ƻǳǘ ǘƻ ōŜ 

very well thought-out for modern usage.

ÅLǘΩǎ ǎǘƛƭƭ ǎǳǇǇƻǊǘŜŘ ōȅ D5LΣ ŀƴŘ ǘƘŜǊŜŦƻǊŜ ǎƻƳŜ ƻŦ ƛǘǎ ŎƭƛŜƴǘǎ όŜΦƎΦ 

Microsoft Office, Paint, some default Windows apps). 

ÅHas been basically forgotten in any real-world use-cases for the last 

decade or more.



WMF: discouragedfrom use

ÅEvenMicrosoft givesa lot of reasonsnot to use it anymore:



Next up: EMF (Enhanced MetaFiles)

ÅAlready in 1993, Microsoft released an improved revision of the image 

format, called EMF.

ÅDocumented in the official MS-EMF specification.

ÅSurpasses WMF in a multitude of ways:

Åuses 32-bit data/offset width, as opposed to just 16 bits.

Ådevice independent.

Åsupports a number of new GDI calls, while maintaining backward compatibility with 

old records.



Enhanced Metafile ςexample

...
R0121: [039] EMR_CREATEBRUSHINDIRECT(s=24) {ihBrush(2), style(1=BS_NULL)}
R0122: [037] EMR_SELECTOBJECT (s=12) {Table object: 2=OBJ_BRUSH.(BS_NULL)}
R0123: [040] EMR_DELETEOBJECT (s=12) {ihObject(1)}
R0124: [090] EMR_POLYPOLYLINE16 (s=44) {rclBounds(128, - 256,130, - 254), nPolys:1, nbPoints:2, P1(386, - 765) - Pn(386, -
765)}
R0125: [019] EMR_SETPOLYFILLMODE (s=12) {iMode(1=ALTERNATE)}
R0126: [039] EMR_CREATEBRUSHINDIRECT(s=24) {ihBrush(1), style(0=BS_SOLID, color:0x00A86508)}
R0127: [037] EMR_SELECTOBJECT (s=12) {Table object: 1=OBJ_BRUSH.(BS_SOLID)}
R0128: [040] EMR_DELETEOBJECT (s=12) {ihObject(2)}
R0129: [058] EMR_SETMITERLIMIT (s=12) {Limit:0.000}
R0130: [091] EMR_POLYPOLYGON16 (s=60) {rclBounds(127, - 259,138, - 251), nPolys:1, nbPoints:6, P1(384, - 765) - Pn(384, -
765)}
R0131: [040] EMR_DELETEOBJECT (s=12) {ihObject(1)}
R0132: [040] EMR_DELETEOBJECT (s=12) {ihObject(3)}
R0133: [014] EMR_EOF (s=20) {nPalEntries:0, offPalEntries:16, nSizeLast:20}
...



EMF: interesting records at first glance



EMF: interesting records at first glance



EMF: interesting records at first glance



EMF: current support

ÅDespitebeingonly3 yearsyoungerthan WMF, EMF hasremainedin 

currentusageuntil today.

ÅNot as a mainstream image format, but still a validattackvector.

ÅA varietyof attackvectors:

ÅWin32 GDI clientsςmost notablyInternet Explorer.

ÅGDI+ clientsςmost notablyMicrosoft Office.

ÅPrinterdrivers, includingthoseusedin virtualizationtechnology.



Toolset ςexamination (EMFexplorer)


