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Windows GDI & Metafile primer



WindowsGDI

A GDlstandsfor Graphics Device Interface

AEnablesisermodeapplicationsto usegraphicsandformatted text on video

displaysandprinters.
AMajor part of the system APhéarly300documentedfunctions.

APresentin the OSsincethe verybeginning (Window4.0releasedn 1985).

A One of theoldestsubsystemswith most ofits originalcodestill running31 yearslater.

A Concidentally(?)alsoone of the most bugggomponents



How ito draw

1. Grab a handle to a Device ConteXRfX(.

Aldentifies a persistent container of various graphical settings (pens, brushes,

palettes etc.).
ACan be used to draw to a screen (most typically), a printer, or a metafile.

AMost trivial example:

HDC lhdc = GetDC(NULL);

(obtains a HDC for the entire screen)



How ito draw

2. Use adrawingfunction.

Ellipses ( hde, 100910025005300): RoundRect( hde, 100910095005500, 100, 100);
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WindowsGDd¢ simplified-architecture
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| | | |
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Useritolkernel ARPhmappings

Most usermode GDI functions have their direct counterparts in the

kernel:
GDI32.DLL win32Kk.sys
AbortDoc NtGdiAbortDoc
AbortPath NtGdiAbortPath
AddFontMemResourceEx NtGdi AddFontMemResourceEx
AddFontResourceW NtGdi AddFontResourceW

AlphaBlend NtGdi AlphaBlend




Windows \Metafiles

Core idea:

Storeiimages as:lists of records-directly describingcGDBI calls.



Windows \Metafiles

APros:

A requires little computation work from the rasterizer itself, as it only has to call GDI functions
with the supplied parameters.

A provides an official way of serializing sets of GDI operations into reproducible images.

A can work as a vector format, raster, or both.

ACons:

A only works on Windows, unless full implementation of the supported graphical GDI

operations is implemented externally.



First wersiony \WMF

AThe original metafiles (WMFWindowsMetaFles).

Alntroduced with Windows 3.0 in 1990.

A Not as ancient as GDI itself, but almost so.

Alnitially documented in Windows 3.1 SDK (1994, volume 4).

A A revised, more complete specification was released in 2006, and has been

maintained since then.

A A description of all records and structures can be found in the/ & document.



WMFffilesz 60 supported ARl functions

AnimatePaletteArc
BitBIt

Chord
CreateBrushindirect
CreateDIBPatternBrush
CreateFontindirect
CreatePalette
CreatePatternBrush
CreatePenlIndirect
DeleteObject
Ellipse

Escape
ExcludeClipRect
ExtFloodFill
ExtTextOut

FillRgn

FloodFill

FrameRgn
IntersectClipRect
InvertRgn

LineToMoveToEXx
OffsetClipRgn

OffsetViewportOrgEx

OffsetWindowOrgEx
PaintRgn

PatBlt

Pie

Polygon

Polyline
PolyPolygon
RealizePalette
Rectangle
ResizePalette
RestoreDC
RoundRect

SaveDC
ScaleViewportExtEx
ScaleWindowEXxtEx
SelectClipRgn
SelectObject

SelectPaletteSetBkColor
SetBkMode
SetDIBitsToDevice
SetMapMode
SetMapperFlags
SetPaletteEntries
SetPixel
SetPolyFillMode
SetROP2
SetStretchBltMode
SetTextAlign
SetTextCharacterExtra
SetTextColor
SetTextJustification
SetViewportOrgEx
SetWindowEXtEXx
SetWindowOrgEx
StretchBIlt
StretchDIBIts

TextOut



Somesseeminglyinteresting ones

AnimatePaletteArc
BitBIt

Chord
CreateBrushindirect

CreateDIBPatternBrush

CreateFontIindirect
CreatePalette
CreatePatternBrush
CreatePenlIndirect
DeleteObject
Ellipse

Escape
ExcludeClipRect
ExtFloodFill
ExtTextOut

FillRgn

FloodFill
FrameRgn
IntersectClipRect
InvertRgn

LineToMoveToEXx
OffsetClipRgn

OffsetViewportOrgEx

OffsetWindowOrgEx
PaintRgn

PatBlt

Pie

Polygon

Polyline
PolyPolygon
RealizePalette
Rectangle
ResizePalette
RestoreDC
RoundRect

SaveDC
ScaleViewportExtEx
ScaleWindowEXtEx
SelectClipRgn
SelectObject

SelectPaletteSetBkColor
SetBkMode
SetDIBitsToDevice
SetMapMode
SetMapperFlags
SetPaletteEntries
SetPixel
SetPolyFillMode
SetROP2
SetStretchBltMode
SetTextAlign
SetTextCharacterExtra
SetTextColor
SetTextJustification
SetViewportOrgEx
SetWindowEXtEXx
SetWindowOrgEx
StretchBIt
StretchDIBIts

TextOut
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AThe format also supports a number of records which do not directly
correspond to GDI functions.
AHeader with metadata.
AEmbedded EMF.
ARecords directly interacting with the printer driver / output device.
AEndof-file marker.
A..



2@ CitYerc U KOSNBE Qa Y 2 NB H

AGenerally, the most interesting records can be found in two sections:

Name Section Description

Bitmap record types 231 Manage and cutput bitmaps.

Control record types 232 Define the start and end of 3 WMF metafile,
Drawing record types 233 Perform graphics drawing orders,

Object record types 234 Create and manage graphics objects.

State record types 235 Specify and manage the graphics configuration
Escape record types 236 Specify extensions to functionality that are not directly available thre




Windows|Metafitec example

R0003: [017]
R0004: [011]
R0O005: [009]
RO006: [010]
RO007: [009]
RO008: [049]
RO009: [048]
R0010: [052]
R0011: [039]
R0012: [037]
R0013: [037]
R0014: [019]
R0015: [086]
R0016: [038]

META_SETMAPMODE (s=12) {iMode(8=MM_ANISOTROPIC)}
META_SETVIEWPORTEXTEX (s=16) {szIExtent(1920,1200)}

META_SETWINDOWEXTEX  (s=16) {szIExtent(1920,1200)}
META_SETWINDOWORGEX (s=16) {ptlOrigin( - 3972,4230)}
META_SETWINDOWEXTEX  (s=16) {szIExtent(7921, - 8462)}
META_CREATEPALETTE (s=960) {ihPal(1) LOGPAL[ver:768, entries:236]}
META_SELECTPALETTE (s=12) {ihPal(Table object: 1)}

META_REALIZEPALETTE  (s=8)

META_CREATEBRUSHINDIRE@E24) {ihBrush(2), style(0=BS_SOLID, color:0x00FFFFFF)}

META_SELECTOBJECT (s=12) {Table object: 2=0BJ_ BRUSH.(BS_SOLID)}

META SELECTOBJECT (s=12) {Stock object: 8=0BJ PEN.(PS_NULL)}

META_SETPOLYFILLMODE (s=12) {iMode(1=ALTERNATE)}

META POLYGONI16 (s=320) {rclBounds(89,443,237,548), nbPoints:73, P1( -2993,398) - Pn(-2993,398)}
META CREATEPEN (s=28) {ihPen(3), style(0=PS_SOLID | COSMETIC), width(0), color(0x00000000)}



WMF: sstill very obsolete

A dSY (K2dzZaK | f NBFReé [[dzA S O2 YL .
very well thoughtout for modern usage.
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Microsoft Office, Paint, some default Windows apps).

AHas been basically forgotten in any rearld usecases for the last

decade or more.



WMF.discouragedrom use

AEvenMicrosoft givesa lot ofreasonsnot to useit anymore

The following are the limitations of this format:

* A Windows-format metafile is application and device dependent. Changes in the application's
mapping modes or the device resolution affect the appearance of metafiles created in this
format.

* A Windows-format metafile does not contain a comprehensive header that describes the original
picture dimensions, the resolution of the device on which the picture was created, an optional
text description, or an optional palette.

* A Windows-format metafile does not support the new curve, path, and transformation functions.
See the list of supported functions in the table that follows.

e Some Windows-format metafile records cannot be scaled.

* The metafile device context associated with a Windows-format metafile cannot be queried (that
s, an application cannot retrieve device-resolution data, font metrics, and so on).




Next up:"EMAEHhhancedMetaFles)

AAlready in 1993, Microsoft released an improved revision of the image
format, called EMF.

ADocumented in the official MEMF specification.

ASurpasses WMF in a multitude of ways:
A uses 32bit data/offset width, as opposed to just 16 bits.
A device independent.

A supports a number of new GDI calls, while maintaining backward compatibility with
old records.



RO121
RO122
RO123
RO124
765)}

RO125
RO126
RO127
RO128
RO129
R0130
765)}

RO131
R0132
R0133

Enhanced Metafile example

 [039]
 [037]
: [040]
 [090]

: [019]
 [039]
 [037]
: [040]
: [058]
 [091]

: [040]
: [040]
 [014]

EMR_CREATEBRUSHINDIRE@EE24) {ihBrush(2), style(1=BS_NULL)}

EMR_SELECTOBJECT
EMR_DELETEOBJECT
EMR_POLYPOLYLINE16

EMR_SETPOLYFILLMODE

(s=12) {Table object: 2=0BJ_BRUSH.(BS_NULL)}
(s=12) {ihObject(1)}
(s=44) {rcIBounds(128, - 256,130, -254), nPolys:1, nbPoints:2, P1(386,

(s=12) {iMode(1=ALTERNATE)}

EMR_CREATEBRUSHINDIRERE24) {ihBrush(1), style(0=BS_SOLID, color:0x00A86508)}

EMR_SELECTOBJECT
EMR_DELETEOBJECT
EMR_SETMITERLIMIT
EMR_POLYPOLYGON16

EMR_DELETEOBJECT
EMR_DELETEOBJECT
EMR_EOF

(s=12) {Table object: 1=OBJ_BRUSH.(BS_SOLID)}

(s=12) {ihObject(2)}

(s=12) {Limit:0.000}

(s=60) {rcIBounds(127, - 259,138, -251), nPolys:1, nbPoints:6, P1(384,

(s=12) {ihObject(1)}
(s=12) {ihObject(3)}
(s=20) {nPalEntries:0, offPalEntries:16, nSizeLast:20}

-765) - Pn(386, -

-765) - Pn(384, -



EMIF:interesting«records at-first: glance

(@le]palna]=T g ol 2Nl e B 1N o 1=
3.1 EMR_COMMENT RECOM. .ttt ittt e e e e e aaae e
3.2 EMR_COMMENT_EMFPLUS RECOI .. .uiiiiiiiie e ciiee e e ineeneaenneeannennnaenes
3.3 EMR_COMMENT_EMFSPOOL ReCOMd....iiuiiiiiii i e e s
3.4 EMR_COMMENT_PUBLIC ReCOId TYPES .uviiieeeerieeeinneaeinaeearneeeiinaeennneernnes
3.3.4.1 EMR_COMMENT_BEGINGROUP ReCOrd ..ccueeiiiiiiieieiie i eieaees
3.3.4.2 EMR_COMMENT_ENDGROUP ReCOord .....ccovviiiiiiiiiiie i i e aaee s
3 EMR_COMMENT_MULTIFORMATS ReCOrd . .uiiiiiiieieiii i e
4 EMR_COMMENT_WINDOWS_METAFILE Record............ccovviiiiiiniinn.n..




EMIF:interesting«records at-first: glance

2.3.6 ot Tar= 1o = R ae ] gl N 1Y o == 159
2.3.6.1 EMR_DRAWESCAPE RECOIA ..uuiiiiiiiiiie e e e et s e e ieeiaa e ea e nnene e neens 161
2.3.6.2 EMR_EXTESCAPE RECOI .. ettt et et et e e e ana e 161
2.3.6.3 EMR_NAMEDESCAPE RECOIN ..ttt et et et et et eaeaaeainaainaanseansanneans 162




EMIF:interesting«records at-first: glance

2
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2.3
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9.
9.

1
2
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EMR_GLSBOUNDEDRECORD RECOId .. .viiiiiiieitiiie e e et ee e anee s
EMR_GLSRECORD RECOM .uiiitiiiit it et e e ieeesaeeeaesneenaeenaesaeesneanseanaeaneenns




EMF ccurrent support

ADespitebeingonly 3 yearsyoungerthan WMF, EMMasremainedin
currentusageuntil today:

ANot as a mainstream image format, ksiill a valid attackvector.

AA varietyof attackvectors
AWin32 GDtlients¢ mostnotablyInternet Explorer.
A GDl+clients¢ mostnotably Microsoft Office.

APrinterdrivers includingthoseusedin virtualizationtechnology



Toolsetc examination {(EMFEexplorer)



