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WindowsGDI

AGraphics Device Interface
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Rysowanie

1. Pobranieuchwytudo tzw. DeviceContext(HD(.

A Reprezentuje&ontenernagraficzneustawieniaNk 0 yoBigRt&w (pens brushes
palettesitd.).

Aa 2 602dz0 &argsowanianaekranie(typowy scenariusa Dapapierz€ zao
LJ2 | NB R ydiukaikidub o pliku metafile.
ANajprostszy.JNJ &1 OF R
HDChdec = GetDGNULL);

(pobieraHDCdIaO | U &)



Rysowanie

2. ! 0 efok&@iNE adz2nNOS2

Ellipses ( hde, 100910025005300): RoundRect( hde, 100910095005500, 100, 100);
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WindowsGD¢ uproszezonarchitektura

- Sterowniki Sterowniki Sterowniki
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GDItrybu 2 N RwWiid32k.sys)
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GDI+ (gdiplus.dll)

| | |

appl.exe app2.exe app3.exe app4.exe
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GDI32.DLL win32Kk.sys
AbortDoc NtGdiAbortDoc
AbortPath NtGdiAbortPath
AddFontMemResourceEx NtGdi AddFontMemResourceEx
AddFontResourceW NtGdi AddFontResourceW

AlphaBlend NtGdi AlphaBlend
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Windows \Metafiles

AZalety.
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Pierwszaversja WMF

AOryginalnepliki metafile (WMF =WindowsMetaFiles).

AWprowadzonenrazz Windows 3.0x 1990r.

ANied Bk starejaksamoGDI, alerawie.

At 2 Ol N udpokimehtowanav Windows 3.1 SDK (19@4tom 4).

A Poprawionabardziejkompletnaspecyfikacjd 2 & wyd@naw 2006 r.j od tego

czasyest aktualizowana

A Opiswszystkichrekordowi strukturY 2 8 ¥/ V| v 8dkuimencieMSWMF.



AnimatePaletteArc
BitBIt

Chord
CreateBrushindirect
CreateDIBPatternBrush
CreateFontindirect
CreatePalette
CreatePatternBrush
CreatePenlIndirect
DeleteObject
Ellipse

Escape
ExcludeClipRect
ExtFloodFill
ExtTextOut

FillRgn

FloodFill

FrameRgn
IntersectClipRect
InvertRgn

LineToMoveToEXx
OffsetClipRgn

OffsetViewportOrgEx

OffsetWindowOrgEx
PaintRgn

PatBlt

Pie

Polygon

Polyline
PolyPolygon
RealizePalette
Rectangle
ResizePalette
RestoreDC
RoundRect

SaveDC
ScaleViewportExtEx
ScaleWindowEXxtEx
SelectClipRgn
SelectObject

PlikiWMF¢ 60 wspieranychHunkcji AP

SelectPaletteSetBkColor
SetBkMode
SetDIBitsToDevice
SetMapMode
SetMapperFlags
SetPaletteEntries
SetPixel
SetPolyFillMode
SetROP2
SetStretchBltMode
SetTextAlign
SetTextCharacterExtra
SetTextColor
SetTextJustification
SetViewportOrgEx
SetWindowEXtEXx
SetWindowOrgEx
StretchBIlt
StretchDIBIts

TextOut
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DeleteObject
Escape
RestoreDC

SaveDC

SelectObject
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WMF:to nie konied

Pal

A2 At 1 aAly201SONE #ekaRIWT @ © K 1/ I fv Bvwdchsekcjach

Name Section Description

Bitmap record types 231 Manage and cutput bitmaps.

Control record types 232 Define the start and end of 3 WMF metafile,

Drawing record types 233 Perform graphics drawing orders,

Object record types 234 Create and manage graphics objects.

State record types 235 Specify and manage the graphics configuration

Escape record types 236 Specify extensions to functionality that are not directly available thre




WindowsMetafilec LaNd 2@ 1 O R

R0003: [017]
R0004: [011]
R0O005: [009]
RO006: [010]
RO007: [009]
RO008: [049]
RO009: [048]
R0010: [052]
R0011: [039]
R0012: [037]
R0013: [037]
R0014: [019]
R0015: [086]
R0016: [038]

o4

META_SETMAPMODE (s=12) {iMode(8=MM_ANISOTROPIC)}
META_SETVIEWPORTEXTEX (s=16) {szIExtent(1920,1200)}

META_SETWINDOWEXTEX  (s=16) {szIExtent(1920,1200)}
META_SETWINDOWORGEX (s=16) {ptlOrigin( - 3972,4230)}
META_SETWINDOWEXTEX  (s=16) {szIExtent(7921, - 8462)}
META_CREATEPALETTE (s=960) {ihPal(1) LOGPAL[ver:768, entries:236]}
META_SELECTPALETTE (s=12) {ihPal(Table object: 1)}

META_REALIZEPALETTE  (s=8)

META_CREATEBRUSHINDIRE@E24) {ihBrush(2), style(0=BS_SOLID, color:0x00FFFFFF)}

META_SELECTOBJECT (s=12) {Table object: 2=0BJ_ BRUSH.(BS_SOLID)}

META SELECTOBJECT (s=12) {Stock object: 8=0BJ PEN.(PS_NULL)}

META_SETPOLYFILLMODE (s=12) {iMode(1=ALTERNATE)}

META POLYGONI16 (s=320) {rclBounds(89,443,237,548), nbPoints:73, P1( -2993,398) - Pn(-2993,398)}
META CREATEPEN (s=28) {ihPen(3), style(0=PS_SOLID | COSMETIC), width(0), color(0x00000000)}
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ASam Microsofpodajewiele argumentéwzajegoodrzuceniem

The following are the limitations of this format:

* A Windows-format metafile is application and device dependent. Changes in the application's
mapping modes or the device resolution affect the appearance of metafiles created in this
format.

* A Windows-format metafile does not contain a comprehensive header that describes the original
picture dimensions, the resolution of the device on which the picture was created, an optional
text description, or an optional palette.

* A Windows-format metafile does not support the new curve, path, and transformation functions.
See the list of supported functions in the table that follows.

e Some Windows-format metafile records cannot be scaled.

* The metafile device context associated with a Windows-format metafile cannot be queried (that
s, an application cannot retrieve device-resolution data, font metrics, and so on).
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RO121
RO122
RO123
RO124
765)}

RO125
RO126
RO127
RO128
RO129
R0130
765)}

RO131
R0132
R0133

EnhancedMetafilec LaNJ 2@ | O R

 [039]
 [037]
: [040]
 [090]

: [019]
 [039]
 [037]
: [040]
: [058]
 [091]

: [040]
: [040]
 [014]

EMR_CREATEBRUSHINDIRE@EE24) {ihBrush(2), style(1=BS_NULL)}

EMR_SELECTOBJECT
EMR_DELETEOBJECT
EMR_POLYPOLYLINE16

EMR_SETPOLYFILLMODE

(s=12) {Table object: 2=0BJ_BRUSH.(BS_NULL)}
(s=12) {ihObject(1)}
(s=44) {rcIBounds(128, - 256,130, -254), nPolys:1, nbPoints:2, P1(386,

(s=12) {iMode(1=ALTERNATE)}

EMR_CREATEBRUSHINDIRERE24) {ihBrush(1), style(0=BS_SOLID, color:0x00A86508)}

EMR_SELECTOBJECT
EMR_DELETEOBJECT
EMR_SETMITERLIMIT
EMR_POLYPOLYGON16

EMR_DELETEOBJECT
EMR_DELETEOBJECT
EMR_EOF

(s=12) {Table object: 1=OBJ_BRUSH.(BS_SOLID)}

(s=12) {ihObject(2)}

(s=12) {Limit:0.000}

(s=60) {rcIBounds(127, - 259,138, -251), nPolys:1, nbPoints:6, P1(384,

(s=12) {ihObject(1)}
(s=12) {ihObject(3)}
(s=20) {nPalEntries:0, offPalEntries:16, nSizeLast:20}

-765) - Pn(386, -

-765) - Pn(384, -



EMF Ay ik SsNdselioddz N O S

(@le]palna]=T g ol 2Nl e B 1N o 1=
3.1 EMR_COMMENT RECOM. .ttt ittt e e e e e aaae e
3.2 EMR_COMMENT_EMFPLUS RECOI .. .uiiiiiiiie e ciiee e e ineeneaenneeannennnaenes
3.3 EMR_COMMENT_EMFSPOOL ReCOMd....iiuiiiiiii i e e s
3.4 EMR_COMMENT_PUBLIC ReCOId TYPES .uviiieeeerieeeinneaeinaeearneeeiinaeennneernnes
3.3.4.1 EMR_COMMENT_BEGINGROUP ReCOrd ..ccueeiiiiiiieieiie i eieaees
3.3.4.2 EMR_COMMENT_ENDGROUP ReCOord .....ccovviiiiiiiiiiie i i e aaee s
3 EMR_COMMENT_MULTIFORMATS ReCOrd . .uiiiiiiieieiii i e
4 EMR_COMMENT_WINDOWS_METAFILE Record............ccovviiiiiiniinn.n..
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2.3.6 ot Tar= 1o = R ae ] gl N 1Y o == 159
2.3.6.1 EMR_DRAWESCAPE RECOIA ..uuiiiiiiiiiie e e e et s e e ieeiaa e ea e nnene e neens 161
2.3.6.2 EMR_EXTESCAPE RECOI .. ettt et et et e e e ana e 161
2.3.6.3 EMR_NAMEDESCAPE RECOIN ..ttt et et et et et eaeaaeainaainaanseansanneans 162
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2.3.9 (@] 1= a1 € IR =T ale e N I8 0=
2.3.9.1 EMR_GLSBOUNDEDRECORD RECOId .. .viiiiiiieitiiie e e et ee e anee s
2.3.9.2 EMR_GLSRECORD RECOM .uiiitiiiit it et e e ieeesaeeeaesneenaeenaesaeesneanseanaeaneenns




EMF dzisiejszavsparcie
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A Coprawdanie jako powszechnyormat graficzny alejakoistotnaLJO | & | @dk@ 1 y |

AWielewektorow:
A Programydzd & ¢ I'VBn3XEDtwa |l Ol S JlstdrnétEkplorkr.
AProgramydzd & ¢ IGBRQW 1 O1 S IMidrogat Dflick.
A Sterownikidrukarek ¢ O N O Ww to &dp@ciedla drukarekw technologiach
wirtualizacji



-~ NJ 2t GIEzkt(EMFexplorer

B Untitled - [Dotted_Lines.emf] - EMFexplorer B |
Eile Edit Document Tools View Help
D & B = 1 — W Ewidh~|m 4+ | & - < B (@ |[eni| ?
|133;133 |s1 # 81 dpi |‘ID24H?ES Save... | Capy Al | Close |

RO030: [055] EMR_SETMITERLIMIT (5=12] fLimi:0.000} ~

RO071: [90] EMR_POLYPOLYLINE16 [s=44] frelBounds139.-163,699,-161], rPalys:1, rbPairts:2, P1[419,-486] - Pr{2005 -456}

RO032: [195] EMR_EXTCREATEPEN [s=52] {inPen(2], style(73984=P5_SOLID | GEOMETRIC [JOIN_MITER | ENDCAP_SOUARE), width(2), brush(0=B5_S0LID,
elpColor 0x00CBAD AT

R0033: [037] EMR_SELECTOBJECT [5=12) {T able object: 2=0BJ_EXTPEN.[PS_SOLID | GEOMETRIC [JOIN_MITER | ENDCAP_SQUARE]}

R0034: [040] EMR_DELETEOBJECT (5=12] fihObject(1]}

RO035: [055] EMR_SETMITERLIMIT (=12 {Lirnit:0.000}

RO03E: [090] EMR_POLYPOLYLINE16 (s=458) {rclBounds(139,-877 699,-161), nPolys: 38, nbPoirts: 76, P1(2,0) - Pr(419,-492]}

R0037: [019] EMR_SETPOLYFILLMODE (5=12] fiMode(2=WINDING]}

RO038: [039] EWR_CREATEBRUSHINDIRECT  [5=24] {inBrush(1], style{0=E5_S0LID, color. 0x00426503]}

R0033: [037] EMR_SELECTOBJECT (5=12] {T able ohject: 1=0BJ_ERUSH.[BS_S0LID]

R0040: [040] EMR_DELETEOBJECT [s=12] {inObject3)}

RO041: [195] EMR_EXTCREATEPEN (s=52] {inPen(3], style{74240=P5_SOLID | GEOMETRIC [JOIN_MITER | ENDCAP_FLAT), width(3], brush(0=B5_50LID, L
elpColor 0x00CBAD AT 3

R0042: [037] EMR_SELECTOBJECT [s=12) {T able object: 3=0BJ_EXTPEMN.IPS_SOLID | GEOMETRIC |JOIN_MITER | ENDCAR_FLAT)}

R0043: [040] EMR_DELETEOBJECT (5=12] fihDbject2]}

R0044: [055] EMR_SETMITERLIMIT (=12 {Lirnit:0.000}

RO045: [195] EMR_EXTCREATEPEN [5=52] {inPen(2], style{S=PS_MIULL), width(0), brush{0=B5_S0OLID, elpColor 01000000007}

RO046: [037] EMR_SELECTOBJECT [s=12] {Table object: 2=0B._PEM.[P5_MULL)}

R0047: [040] EMR_DELETEOBJECT (s=12] fihObject3]}

RO048: [039] EWR_CREATEBRUSHINDIRECT  [s=24] {ihBrush(3). style{0=B5_S0LID, color:0x00486508]}

R0043: [037] EWR_SELECTOBJECT (s=12] iT able ohject: 3=0BJ_ERUSH.[BS_S0LIDT

RO050: [040] EMR_DELETEOBJECT [s=12] {inObject1]}

RO051: [091] EMR_POLYPOLYGOMN16 [s=44] frclBoundsl1 27.-722,130,-720), nPalys: 1, nbPoints:2, P1(385,-2162] - Pn{386.-2162)}

R0052: [095] EMR_EXTCREATEPEN [5=52] fihPen(1], style(F4240=P5_S0LID | GEOMETRIC [JOIN_MITER | ENDCAP_FLAT], width(3), brush(0=B5_S0OLID,
elpColar: 0x00CBAD AT

R0053: [037] EMR_SELECTOBJECT [5=12] 1T able: object 1=0BJ_EXTPEN.[PS_SOLID | GEOMETRIC |JOIN_MITER | ENDCAP_FLAT]}

RO054: [040] EMR_DELETEOBJECT [5=12] {inObject2)}

RO055: [039] EWR_CREATEBRUSHIMNDIRECT  [5=24] {inBrushi2), style(1=B5_MULLJ}

RO05E: [037] EMR_SELECTOBJECT [s=12] {Table object: 2=0B.J_BRUSH.(BS_NULLJ}

RO057: [040] EMR_DELETEOBJECT (s=12] fihDbject(3]}

RO05%: [90] EMR_POLYPOLYLINE16 [s=44] frclBoundsl1 27.-722.130,-720), nPolys: 1. nbPaints:2, P1(385,-2162) - Pri386,-2162)}

RO053: [0159] EMR_SETPOLYFILLMODE [s=12] liade(1=AL TERMATE]}

RO0GD: [039] EMR_CREATEBRUSHINDIRECT  (s=24] {inBrush(Z), styls{0=E5_S0LID, color.0x00426508]}

RO061: [037] EMR_SELECTOBJECT [s=12) {T able object 3=DBJ_ERUSH.(BS_SOLID] il

RPRONE? MAMFWMBE DFIFTENRIECT [em1 2 SibMbiceH 21
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1r-NJ - & edtziktMetafileExplorey

-

o MetafileExplorer - [Dotted_Lines.emf]

:Eg

File Edit View Window Help

B EIEY

P +BRS 2|
B\

- DWORD iType: 1
- DWORD nSize: 116

- DWORD dSignature: ' EMF'
- DWORD nVersicn: 010000
- DWORD nBytes: 3792

- DWORD nRecords: 133

- WORD nHandles: 4

. WORD sReserved: 0

- DWORD nDescription: 13
- DWORD offDescription: 88
- DWORD nPalEntries: 0

- SIZEL szlDevice: {1024, 768}
- SIZEL szIMillimeters: {320, 240}
=%, EMR_SETMAPMODE

=% EMR_SETBKMODE

.. DWORD iMode: TRANSPARENT
=% EMR_SETWINDOWORGEX

. .. POINTL ptlOrigin: {0, 0}

m@-%, EMR_SETVIEWPORTORGEX

% EMR_SETWINDOWEXTEX

-4, EMR_SETVIEWPORTEXTEX
-4, EMR_SETPOLYFILLMODE

-4, EMR_CREATEBRUSHINDIRECT

Ready

- RECTL rclBounds: {43, -97@, 784, -68}
- RECTL relFrame: {13.44mm, -305.00mm, 245.00mm, -21.-25mm}

... DWORD iMode: MM_ANISOTROPIC

|3

m

—Draw

% Draw al

&
" Single-Step ﬂﬂ

" To Selection

4

1=

—

—Rectangle

* Header

43, 975, 784, -68
" Client

0, 0, 228, 471

™ Header Aspect
741, 908

I 1 =
i
741, 908
" Spedific

»

m

0 | Pan
=
e

14|

(L

|

m

[ [ [scRL 4




b N2 & eEzitilzapis(pyemd)

#!/usr/bin/env python
Import 0s

import pyemf
import  sys

def main(argv ):
if len (argv) 2
print  "Usage: %s /path/to/poc.emf" argv [ O]
sys. exit (1)

emf = pyemf. EMFwidth = 100, height = 100, density = 1)
emf. CreateSolidBrush ( 0x00ffOO )

emf. SelectObject (1)

emf. Polygon ([( O, 0), (0O, 100), (100, 100), (100, 0))

emf. save(argv | 1])

if _ _name_ " _main_ " :
main( sys. argv )



Najnowszateracja ENMF+

A GDIwspierapodstawoweoperacje ale brakujemu wielu zaawansowanycbpcii
(anti-aliasing koordynatyzmiennoprzecinkowe2 6 a WEEGIIPNE.).

AWindows X LINE ¢ W PODIAEardziejl | | ¢ | v 280 yidRaiavse] t
GDI+.
A Techniczni¢r 2 R gidiplus.dlitrybudzd & (0 | 2opayty\olGDI (gdi32.dll).

A Zapewniavysokopoziomowénterfejsydla C++ .NET

A GDI+estnapisanew C++g A R @ (i GgsZalkied O t1 RsA N2 oyaShdz A t O A



Najnowszateracja ENMF+

A Skorojest nowy interfejs, to musiNd ¢ yAAaSidyowy3odmat obrazkéwz jego
zserializowanymg € g 2 OL.Y A | YA

APowitajmyEMF+!
AW zasadzi¢o samocoEMFaleNB LINB | S8 (B2 0m& |

ADwatypy: EMF+Onlyi EMF+Dual
A cOnlye zawierag & O N CekoytGDIHY 2 002D | 6 A Sylkdpzgz@é Y A 0t A 2GSt

A a 5 dzbpfsujeobrazekdwomazestawamrekordow R 1 Actendy 2 0@ 1 g A SOt | y &
przezprogramyoparte o GDI GDI+.



2.3 EMF+ Records

This section specifies the Records, which are grouped into the following categories:

MName

Clipping record types
Comment record types
Control record types
Drawing record types
Object record types
Property record types

State record types

Terminal Server record types

Transform record types

Section

231

23.2

233

234

2.3.5

236

237

2.3.8

239

Description

Specify clipping regions and operations.

Specify arbitrary private data in the EMF+ metafile.

Specify global parameters for EMF+ metafile processing.
Specify graphics output,

Define reusable graphics objects,

Specify properties of the playback device contaxt.

Specify operations on the state of the playback device context.
specify graphics processing on a terminal server,

Specify properties and transforms on coordinate spaces.




Formatyl implementacjany Windows

AW sumietrzy formaty do rozpatrzenia WMF, EMF, EMF+.

ATrzybiblioteki: GDI, GDI#+MF3216

AMF3216.DLlIo bibliotekasystemowaz2 S Ryl D § D& LI2 NF 8z | ©¥BP D
ConvertEmfTo\Wmf

A'! 0 & ¢ HoyiktomatycznekonwersjiY A t RVME a EMF wschowkuwindows.

A eSynchronizowane T 2y IMEBETARILERICTCF [ENMMETAFRILE

A Poszukiwanid Ot Bezézultatow L



Formatyl implementacjany Windows

Biblioteka Wspieraneformaty
GDI WMF,EMF
GDI+ WMF,EMF, EMF+

MF3216 EMF

W tej prelekcjiskupimya mnéwynikachaudytui exploitacjiEMFgdzie
podcza® I RIF I f Wi @SNy OS BB & &8 BO & OK



Scenariusataku

A We wszystkictprzypadkactpliki metafile & Przetwarzanew trybiedzd & G 1 2wy2AaylutS 11 OA S
gel g ASiproc&sPwnsmRiedniejbiblioteceDLL.

A GDI, GDI+MF3216A (i S patke®jaychrekordachg S 21 O A 2 © dz O xabdpowiednies & ¢ 2 VGDYGDI+.
A . OtTREA NiA oyaSUdzMALIZGIA] dpbterdg@nezdalnymwykonaniemkoduwtym 2 Yy 4 S1 1T OA S
A2 | o ylkimetafile2 LIS Nt2d .32 | idp Ry & 8QDIreDdersra

A a2 306 2 Ndz&dzgl | YoA Siyd 12 G ® yoBiekt&w GDItworzonychw imieniulokalnegoprocesu

A Wteorii,{ | doBrazekpowinienY A R& & & & 1IN @d gyO\ S ghée ki

A Zdrugiejstrony, potencjalned O SaRmplementacjiy 2 1.2 | gmaRk 2 & dainbychobiektowdzd & & | pfzéz@isam

program.
A CiekawyprzypadekpodniesieniadzLINI &y A S Z



Scenariusataku

GranlceoSI LIASOT Szalgl

KontekstGDlIprocesu
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Scenariusataku

GranlceoSI LIASOT Szalgl

KontekstGDlIprocesu
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PlikEMF #1




a2 |0vt radaaed! O tWwR 5 &

1. Memory corruption
At NJ S LISHdfgraitp.$powwodowaned Ot R § B Uiggdrychrekordow
A Potencjalniesksploitowalnew dowolnejaplikacii

A Rezultat zazwyczaRCE.

2. UjawnienieLJr YA t OA
A2 &1 & A Snietainigjdliwandpb g & | NJ OporaeufydBoalJl Y Aakdpikseleobrazka

A Eksploitowalne & U N @ikoyitakStachdzY 2 0 f A ¢ ddbz@tdhiekeldddk pikseliz powrotem(np.LINI S3f DRI NJ A
internetowe, zdalnerenderery).

A Rezultat ujawnienieinformaciji(] NJ Rdjnyc8danych pokonanieASLR etc.).

3. b A SLIN} dgidteRaKcRizsystememoperacyjnym
A Rezultat eksploitacje= 2??] | f o8l Dakurykonkretnegod O t. R dz



- A\

Czad:1-0O1 NG

ANaLJ2 Ol Bkuff RS O & R AFGUINISSrT dzRRE2(aAi4’ [Lay” S
ImplementacjeEMFE

ASkutkiemjiest 10 CVEJ Microsoftu oraz3 CVE VMware(co odpowiada
1 Af 1 dzR Fzéc8/&istyrdO tdR 2 Y
APrzyjrzyjmya Apitzyczynom eksploitacjinajciekawszych nich.

At NJ & B OIA R3hddyBtemieWindows 7 3ait, aleg A t 1 & I Rihaz
zastosowaniallawszystkictplatform zWindows 106 O N QT y A S



AudytowanieGDI



Zanimzaczmemy

AAbyl | LJ2 & R B WIY LI S Y S LINIO#IKIEOA Bt R &
znalezionow niej dotychczaswarto & LINJ dvigikibaprzednich
0l RIZ

AzZapytanieavmf vulnerability zwracajedenwynik:

6110 BeRAbortProd



O BeRAbortProeav WMF(CVE20054560)

AOdkryty27 grudnia2005r. Naprawiony5 stycznis2006r.

AKrytycznydo ODIR T ¢ | fnd 1@0m<shdtecznevykonaniekoduw
momenciedzd e @A dog & | ¢ A Seiploiaghp. Winternet Exploreze).

ANazwanyo?inkl oyt Rvietéafide vulnerability, T ¢ & O Pwnie®tard2007.

ABrakmemorycorruption, w dzd & @& @2 Qdoklkehtowana
FTdzy 1 O22MMEE v 21T 6
AW czymg A @i Q dprdbdem?



Funkcja rt. L X

SetAbortProc function

The SetAbortProc function sets the application-defined abort function that allows a print job to be canceled
during spooling.

Syntax

o |

6all hafFaz/l Ot

int SetAbortProc(
In HDC hdc,
I_In_ ABORTPROC lpﬁhnrtPrecI

|




... 1 je] odpowiednikw WMF

2.1.1.17 MetafileEscapes Enumeration

The MetafileEscapes Enumeration specifies printer driver functionality that might not be directly
accessible through WMF records defined in the RecordType Enumeration (section 2.1.1.1).

SETABORTPROC: Sets the application-defined function that allows a print job to be canceled during
printing.




W skrocie..

..formatLJ2 | ghatklécéhiey | a0t LIdz@ @SB Y A |
SetAbortProc (hdc, (ABORTPR@ontrolowane dane");
ay I a i 18y R Sthkydeffhiowanegas & | | TngTadpyt] O2t

Zl | O 2 in&ohdniedowolnegokodu.



Zdobytawiedza

1. FormatY 2 o(se)oficjalnieLINI S1 A SHN@ G2 Gdb W A |
ciekawych' niebezpiecznycfunkcji, ¢ A twadtoR2 { O RY A S
LINJ & 35 ARR & B DIF ¢ &8 znaczenilich argumentéw

2. [ I ®b a UakaldowWMFznajdujea Anmtjednej, ogromnej
funkcjigdiB2!PlayMetakileRecord






Co .20/ O R BYAR

AZapytanieoemf vulnerability zwracag A t WySil@&w

ANajnowszydvret /AnotherWindows GDIStérgutorstwaHosseia
Latfi (@hosselo].
ANaprawionyw kwietniu2015r. w ramachMS15035, CVER20151645.

At NJ S LIS Ebfprara sfekciespowodowaneprzezniezweryfikowane
I | U2 doRgjedrigoz pélw rekordzieSETDIBITSTODEVICE

AW R dzonfte®emojainspiracjadol | 2 & Byinltematem



Zdobytawiedza

AD U 5 duwikcjag & | 2 Yy dddityEMF to
gdi32!PlayEnhMetakileRecord
AY | Orékérdmaa ¢ 2U) 3 ¥ Rrdwbmametodami
A:: -bCheckRecord()) ¢ sprawdzah v U S 3 NUJIZ LN d@ahychrekordu
2 :bPlay/()) ¢ wykonujeg e g 2 Ozdefimolvanew rekordzie



TablicaGDI32 :bCheckRecord

Jtext:7VDAFDEYL dword JDAFDEYY dd 28987089 8h : DATA XREF: IsValidEnhMetaRecord(x,x)+25Tr
text:-7DAFDB7E& int (_  thiscall MR::*const * const afnbMRCheck}({struct tagHAMDLETABLE =) dd offset
-text:7DAFDBTC dd offset MREP::bCheckRecord{tagHANDLETABLE =)

text:7DAFDBEA dd offset HMRBP::bCheckRecord{tagHAHNDLETABLE =}

fext:7DAFDBEY dd offset MREBP::bCheckRecord{tagHANDLETABLE =)

text:7DAFDB8EE dd offset HMRBP::bCheckRecord{tagHANDLETABLE =}

text:7DAFDBEC dd offset MREP::bCheckRecord{tagHANDLETABLE =)

-text:7DAFDE9A dd offset MREPP::bCheckRecord({tagHANDLETABLE =)

text:7DAFDEOY dd offset HRBPP::bCheckRecord{tagHAHDLETABLE =)}

text:7DAFDB98 dd offset MRDD::bCheckRecord{tagHANDLETABLE =)

text:7DAFDB9C dd offset HMRDD::bCheckRecord{tagHAHDLETABLE =}

ftext:7DAFDBAG dd offset MRDD::bCheckRecord{tagHANDLETABLE =)

text:7DAFDBAL dd offset HRDD::bCheckRecord{tagHAHNDLETABLE =}

ftext:7DAFDBAS dd offset MRDD::bCheckRecord{tagHANDLETABLE =)

text:7DAFDB8AC dd offset HMREOF::bCheckRecord({tagHANDLETABLE =)

text:7DAFDBEA dd offset MRSETPIKELU::bCheckRecord{tagHAHDLETABLE ==}
text:7DAFDEBY dd offset MRGDICOMMEMT : :bCheckRecord{tagHANMDLETABLE =)
text:7DAFDBEB dd offset HRGDICOHHEMWT ::bCheckRecord{tagHAHNDLETABLE =)}
text:7DAFDBBC dd offset MRGDICOMMEMNT : :bCheckRecord{tagHANDLETABLE =)
-text:7DAFDECA dd offset MRGDICOMMENT : :bCheckRecord{tagHANDLETABLE =)
text:7DAFDBCY dd offset MRGDICOMMEMNT : :bCheckRecord{tagHANDLETABLE =)
-text:7DAFDECE dd offset MRGDICOMMEMT : :bCheckRecord{tagHANDLETABLE =)
text:7DAFDBCC dd offset MRGDICOMMEMNT : :bCheckRecord{tagHANDLETABLE =)
-text:7DAFDEDA dd offset MRSETCOLORADJUSTHEMT : :bCheckRecord{tagHAMDLETABLE =)
text:7DAFDEDY dd offset HMRGDICOHMHMEHT ::bCheckRecord{tagHANDLETABLE =)}
text:7DAFDEDE dd offset MRGDICOMMEMT : :bCheckRecord{tagHANMDLETABLE =)
text:7DAFDBDC dd offset HMRDD::bCheckRecord{tagHAHDLETABLE =}

-text:7DAFDBEA dd offset MRDD::bCheckRecord{tagHANDLETABLE =)

text:7DAFDBEL dd offset HMR::bCheckRecord{tagHAHDLETABLE =)}

text:7DAFDBES dd offset MRCREATEBRUSHIHWDIRECT: :bCheckRecord{tagHAHNDLETABLE =)
-text:7DAFDBEC dd offset MRCREATEBRUSHIMWDIRECT: :bCheckRecord{tagHANDLETABLE =)
text:7DAFDBFA dd offset MRCREATEBRUSHIHDIRECT: :bCheckRecord{tagHAHNDLETABLE =)

-text:7DAFD8F4 dd offset MRCREATEBRUSHINDIRECT::bCheckRecord{tagHANDLETABLE =)



TablicaGDI32 bPlay

text:7DADKE2C dword 7DADKE2C dd 269898960 ; DATA XREF: PlayEnhnetaFileﬂecurd{x,x,x,x]+321r
text:7DADLREZA int {  thiscall HR::=xconst * const afnbMRPlay){void =, struct tagHAMDLETABLE =, unsigned int)
text:7DADYE3L dd offset MRPOLYBEZIER::bPlay(void =,tagHAMDLETABLE =*,uint)
text:7DADYEZE dd offset MRPOLYGOM::bPlay{void =,tagHANDLETABLE =,uint)
-text:7DAD4EIC dd offset MRPOLYLIME::bPlay{void =,tagHANDLETABLE =,uint)
-text:7DAD4MELA dd offset MRPOLYBEZIERTO::bPlay{void =,tagHAHDLETABLE =,uint})
-text:7DAD4MELY dd offset MRPOLYLIMETO::bPlay(void =,tagHAMDLETABLE =*,uint}
-text:7DAD4ELE dd offset WRPOLYPOLYLIME::bPlay{void =,tagHANDLETABLE =*=,uint)
-text:7DAD4ELC dd offset HRPOLYPOLYGOM::bPlay(void =,tagHAHDLETABLE =*,uint)
text:7DADYESA dd offset HRSETWINDOWEXTEX::bPlay{void =,tagHAHDLETABLE =,uint)
text:7DADYESY dd offset MRSETWINDOWORGES::bPlay{void =,tagHAHMDLETABLE =,uint)
text:7DADYESE dd offset MRSETUVIEWPORTEXTEX::bPlay{void =,tagHANDLETABLE =,uint)
-text:7DADYESC dd offset MRSETUIEWPORTORGEX::bPlay{void =,tagHANDLETABLE =,uint)
text:7DADMEGA dd offset MRSETBRUSHORGEX::bPlay{void =,tagHAHDLETABLE =,uint})
text:7DADLEGY dd offset MREOF::bPlay(void =»,tagHAMDLETABLE =*,uint}

-text:7DAD4EGE dd offset WRSETPIRELU::bPlay{void =,tagHAMDLETABLE #=,uint}
-text:7DAD4EGC dd offset HRSETHAPPERFLAGS: :bPlay{void =,tagHAHDLETABLE =*,uint)
text:7DADYETA dd offset HRSETHAPHODE: :bPlay{void =,tagHAHDLETABLE =*,uint)
text:7DADYETL dd offset HRSETBKHODE::bPlay{void =,tagHAMDLETABLE =,uint})
text:7DADYETE dd offset MRSETPOLYFILLMODE::bPlay{void =,tagHANDLETABLE =,uint)
text:7DADYETFC dd offset MRSETROP2::bPlay{void =,tagHANDLETABLE =,uint)
-text:7DADMERA dd offset MRSETSTRETCHBLTMODE: :bPlay{void =,tagHAMDLETABLE =*,uint}
-text:7DAD4MERY dd offset MRSETTEXTALIGH::bPlay{void =,tagHAHDLETABLE =,uint})
-text:7DADYERS dd offset MRSETCOLORADJUSTHMEMT : :bPlay({void =,tagHAMDLETABLE =*,uint}
-text:7DADYERC dd offset HRSETTERTCOLOR::bPlay{void =,tagHANDLETABLE =*=,uint)
-text:7DADMEDA dd offset HRSETBKCOLOR::bPlay{void =,tagHAHDLETABLE =*,uint)
-text:7DAD4MEDY dd offset HROFFSETCLIPRGH: :bPlay{void =,tagHAMDLETABLE =,uint})
text:7DADYEDSE dd offset MRMOVETOEX::bPlay{void =,tagHANDLETABLE =,uint)
text:7DADYESC dd offset MRSETHMETARGH::bPlay{void =,tagHAMDLETABLE =*,uint}
-text:7DADMEAD dd offset MREXCLUDECLIPRECT::bPlay{void =,tagHAHNDLETABLE =,uint)
-text:7DAD4MEAL dd offset MRIMTERSECTCLIPRECT::bPlay{void =,tagHAMDLETABLE =*,uint}
-text:7DAD4EAR dd offset MRSCALEVIEWPORTEXTEX::bPlay(void =,tagHAMDLETABLE =*,uint}
-text:7DAD4EAC dd offset HRSCALEWINDOWESTEX::bPlay{void =,tagHANDLETABLE #=,uint)

text:-7DADYEBA dd offset MRSAVEDC::bPlay{void =,tagHAHDLETABLE =,uint})
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CVE2016-0168

Skutek
Rekordy

Eksploitowalnyw:
CVE.
google-security-research
Naprawiony.

Ujawnienieinformacjio istnieniu plikow

EMR_CREATECOLORSPACE,
EMR_CREATECOLORSPACEW

Internet Explorer
CVE20160168
722
MS16055, 10maja2016r.



a/kh/©& 1w EMR (CREATECOLORSPACE)

AWl 1 Bduy 2 00SWI Gogehionapo zaobserwowaniwielu drobnych ale

oczywistyctd Ot R5 &

A MREREATECOLORSRACENeckRecord()) sprawdzaczyrozmiarrekorduto conajmniej

0x50bajtow:
text:7DBO1AEF mov eax, [esi+4]
text:7DBO1AF2 cmp eax, 50h
text:7DBO1AF5 jb short loc_7DBO1B1lE

Ab | & { toddsizho8czytujes | NIpald.chbDatapod LINI S & dz@x®R3COA S Y
text:7DBO1AF7 mov ecx, [esi +25CH

A Skutek odczytLJ Y A0¥2QChajtow pozabuforem.



a/ I /©& 2 EMR (CREATECOLORSPACE)

ADalej pole. chData spody A S LINJ ¢ LIND 5 & $0%283e<D A |
dz0 & ¢ dogpsawdzenidk O dzarekbrddA

text:7DBO1AF7 mov ecx, [esi+25Ch]
text:7DBO1AFD add ecx, 263h
text:7DB01B03 and ecx, OFFFFFFFCh
text:7DB01B06 cmp eax, ecx
text:7DB01B08 ja short loc_7DBO1B1lE

V4 \\ VC n s — > \\
At 2 6¢& adUX & ad: &
if (... &&record .length <= (( record - >cbData + 0x263) & ~3) && ...) {
I/ Rekord poprawny.

}



a/ I /©& 2 EMR (CREATECOLORSPACE)

ADwaproblemy.
1. Oczywistyinteger overflowlLJ2 | & | bdrd2dR 02 S ¥biata LINJ S21 &
GSNBEFALF O2t
2. CzemwR O dz3ekdrddY A | (Bl-édddiejszay’ ARXD dzZa&dékiarowanychy
nim danyct? Powinnad 8@A t {lub réWwnal

AW praktycenie ma toznaczeniabo owe danei tak nie & Balej
dzo e g.I Y S



a/ kh/©!& B EMR (CREATECOLORSPACE)

ABraksprawdzeniaczybufor . IcsFilename w kontrolowanej
strukturzeLOGCOLORSPAGESIR 2 Y | yb&jterd Zrowym
Aa 2 OLINE ¢ ld&riepoprawnegmdczytuldl Y ApBdCrA<L 60 & U dz3a A
Ol Z0dzOK |
AJdasnas A R® &odprzyjmujepo cichuwielel | U Z@dddanych
g S el OMezishspdvdzania
ANaraziey A S 3 Naketoytetk adobryg znak




Ujawmnienigstnieniaplikow

A2 NJ OtoRD Q@ | BKordéivEMR (CREATECOLORSPACEMNE ¢ ARt 2 1.
one dog & g 2 UlinkcidreateColorSpacec[W] z1 2 YV U N2 & 2@ Bizy i dzN.T
LOGCOIORSPACE

typedef struct tagLOGCOLORSPAGE

DWORD lcsSignature
DWORD lcsVersion ;
DWORD lcsSize ;
LCSCSTYPE lcsCSType;
LCSGAMUTMATEEIntent ;
CIEXYZTRIPLE IcsEndpoints
DWORD lcsGammaRed
DWORD lcsGammaGreer
DWORD lcsGammaBlue

TCHAR IcsFilename [MAX_PATH];
} LOGCOLORSPACE, *LPLOGCOLORSPACE;



W I NB BratzColorSpaceW

AFunkcjaworzyl O A $li&uiz profilem kolorowprzydzd @ ®3 @zt (§ NI y S 3 2
g e g 2 Ogdig2BlildlcmProfilePath
A2Sd $31T Oaztvaebtg 1 I f tRRYOIN Qektldgpredefiniowanej O A §sienawe;

A w przeciwnymwypadkujest pozostawianav oryginalnejformie.

AWszystkid O A & Bkieptowanezag & 2 N U 1 A0S e vy & BAU@EcIO K
znakow"'/" lub"\":

if (( pszSrc|[ 0] == \\ | pszSrc|[0] == ) &&
(pszSrc| 1] == | pszSrc|1] =" )) {
/I Niedozwolona 1 AEAn EA
}



W I NB BratzColorSpaceW

APrawdopodobniena tonaceluzablokowaniedalnych O A SRGS {
I I Ol &y & »irdend K 192.168111:80\ Userdtest\profile.icc

Adamedorshaw | dzg,Id &BotikaniemasensyboN» 6y 2 g 0 Yy

prefiksemw Windowsiejest"\?AUNG".
Al DDA ¥} B lspealddaéniey 2 ¢S It PRE G LIdz2 N O

\?AUNCG192.16811128C\Userstest\profile.icc



CreateColorSpacelinternaldstatnikrok

A Posformatowaniul O A, &léptzads & ¢ 2 O INyGUiSr¥ateColorSpace ¢, funkcja
probuje2 G ¢ 2 plikiddrazugol I Y {,¥ B & &INJ gcR/iv Agbleistnieje

HANDLEhFile = CreateFileW (&FileName, GENERIC_READFILE_SHARE_READO,
OPEN_EXISTING FILE_ATTRIBUTE_NORMAD) ;

if (hFile == INVALID HANDLE VALUE
GdiSetLastError (2016);
return O;

}
CloseHandle ( hFile );



Konsekweneje

AW rezultacieY 2 0 Sor& g 2 Bdapd CeadrFilewW () nadowolnej
zdefiniowaneprzeznasl OA S0 OS

AWS & & & 2 O3 Ngoiisdzie(plik istnieje), obiekt color spaceostanieutworzonyi

funkcjazwrocisukces

AW przeciwnymwypadkuobiekt GDInie zostanieutworzony afunkcjazwrécio 0.0 R

A2 @& 3 f rapotencjalneujawnienieinformacii

AJakLJ2 R SI@wykorzystanidego zachowanianp. w InternetExplorerze



Intuicyjnie ujawnieniezwracane@ NI 2 1 C

ASkorostatusg & ¢ 2 (flincjidreateFileW () determinuje czy
przetwarzanigekordud ALJ2 ¢ A ZROE2 If A &R2Y &Y A O
APierwszyLJ2 Y BdaENMR CREATECOLORSR#GRierwszegaekordu, za
ktorymy | & ( topekdefafysowania
AWS illydovianienigdynie jestwykonane(coY 2 0 ¥ LINJ éRprzyded & OA dz
tagu<canvas),g & g 2 Ollinkcin® L2 6 A A R D 2



Intuicyjnie ujawnieniezwracane@ NI 2 1 C

ANiestetyy A SY2.0f A g S

AFunkcjagdiB2! | binternalRlayEMF-MF (6 & ¢ 2 O épaeézy |
PlayEnhMetaFile ¢) nie] 2 Z prte®varzaniabrazkaw momencie
problemuzjednymrekordem

A Flagaosukces jestustawiananaC! _, &L (intetpreterakontynuujeR1T A . OF YA S

APoprzetworzeniwvszystkictrekordowflagajest zwracana



Ujawnienielo2-Z2.,0-2 siafududla pliku?

Aws g VWVAASDY 2.0 A 4 S

Az | NJzvladganaunkcji PlayEnhMetafilé e jestignorowanaprzez

Internet Explorer vimshtml!ClmgTaskEmf:: : Decode:

text:64162B49 call ds: _imp__ PlayEnhMetaFile@12

text:64162B4F or dword ptr [ebx+7Ch], OFFFFFFFFh
text:64162B53 lea eax, [esp+4C8h+var_49C]



booli-2 aptje O S

AlnnymindykatoremY 2 003 ubworzenieobiektu color spacerzez
g & ¢ 2 UsysiemdveNtGdiCreateGolorSpace

AUjawnienietegod ST LJ2 | jdsRrRdyie\(@ile w ogoleY 2 O f),mlé S
0 8Y¥52 distieje2 I $ide kchanné



Oc @ Ikt biektdwGDI

AY I dpiroéesw WindowsiejestR 2 Y & Tofraghiczonydo 10,0000biektéw GDI.

A Liczbaa Y 2 d0S2zinienionaw rejestrze alenie jest wprzypadkunternet Explorera

AWS dizd & 218,808rekordOWEMR_CREATECOLORSPASIEW A $li&uiddd
sprawdzeniato:
A WS plik istnieje, wygenerujemyl0,0000biektow color space2 8 A DHE | B O EINT W Ot
A WS hidisinieje, 0 I RdBigkt nie zostanieutworzony
AW tym momenciealboR 2 0 A ©dlimitd,&lbonie. Kiedysprébujemydz(i 6 2 NI BB S f
(kolejnyobiekt) i dzO goodorysowaniato:
A WS plik istnieje, utworzenieLJt R hi€pbwiedzied Aitvostaniedzd &Riay el f y &
A WS hidisinieje LIt R to§dnieutworzonyi wykorzystanydo malowania



Limit obiektowGDljakowyroczniec ilustracja

................................................

Color space

Color space

Color space
Color space
Color space
Color space

Limit

Color space
Plikistnieje Color space Pliknie istnieje
Color space
Color space Brush
Palette Palette
Font Font
Bitmap Bitmap
Brush Brush







A

Skutkibd2:Rib<di Yy 2 1 OA

AUjawnienieinformacjio istnieniuwybranychplikéw, przydatnedo:
A Rozpoznawaniaprogramowanidi jegowersji zainstalowanegma komputerze
ofiary.
Al t SRUOB ¢ A § 2 pypizdzsvarzenieprofili 6 | | dz2riawy&r@yfchplikach.
Al t S R mémeitdtwarciadokumentéwoffline (np. 1 I ® R 2 Ndtwhargies S
dokumentuWordag & & & Ud e&e3pbrsainegoserweraprzydzo € I0@ MBND] A
A Skanowanidk 2 & (i t ragoBoudieciowychR 2 & U t tidfokah&godzd e 1 1 2 6 Y A



CVE20163216

Skutek
Rekordy
Eksploitowalnyw:
CVE.
google-security-research
Naprawiony.

UjawnienieLJ: YA t OA
Wielerekordow(10)
Internet Explorer
CVE20163216
757
MS16074, 14czerwca2016r.



Device independei@itmaps(DIBS

BITMAPINFO Danebitmapy

W Windows GDIhitmapya Bazwyczaj BITMAPINFOHEADEFit

przechowywanev formietzwd® o 5 L .
AKrotkiy | 303 & § 7 S pdstawowve
metadanenatemat obrazka po ktérym
opcjonalniey I & { tpaldtzRoBrow

RGBQUAD

I
I
I
I




Pliki.BMPto N ¢ yDABS 0O

typedef struct tagBITMAPFILEHEADER

WORD bfType ;
DWORDfSize ;
WORD bfReservedl ;
WORD bfReserved? ;
DWORDfOffBits ;

} BITMAPFILEHEADER

BITMAPFILEHEADER

bfOffBits

BITMAPINFO |
BITMAPINFOHEADER

| RGBQUAD 1:
' bmiColors[ ... ]; |
| |
| |
|

Danebitmapy




BITMAPINFOHEADERyialnyy:k 305 ¢ S |

typedef struct tagBITMAPINFOHEADER

DWORDiISize ;

LONG biWidth ; i _

LONG biHeight ; AKrétkai prostastruktura

WORD biPlanes ;

WORD biBitCount A40 bajtéw R U dz3(& typOvie)
DWORDICompression ;

DWORDiISizelmage ; formie).

DWORBICIUsed - ATylko8 istotnychpal.

} BITMAPINFOHEADER



Czyabyna pewnotrywialny?

A biSizee musil 2 & splavidzone

A biWidthh, biHeightt, biRlaness, biBitCountit Y 2 F1L.J2 ¢ 2 RIINA I SLIS®INM A Sy A
OF O 2 6N it EFRzsiebieY y 2 0R V' &

A biHeightt Y 2 002 ujemne cowskazujenad A (i YiI FLIJA di RgBryhogamé &

A biPlaness musio &réwne1l.

A biBitCount\t musiy | f $idzBidru{l, 2, 4, 8, 16, 24, 32}.

A WS biffitGountit < 16,Y 2 ol @ & drd @aldtakolorow.
A NarozmiarpaletykolorowmaN3} & yBALFRole biCliUsed .



Czyabynapewnd?

A biCempressionn musio &réwne Bl RGBBI_RLES Bl_RLE4, Bl _BITFIELDS, ...

AY I daRérytmkompresjimusio épbprawnie2 0 & U dzd 2 y &
AbiSizelmagee musi2 R LJ2 ¢ B IOR I ® Xoandiarosrobrazka

A Paletakolorowmusio 8@é a (i | NR O 428 1D¢ A SvEz@skidotrzebne
elementy

A Danychobrazumusio @@eé & G | NP dzpbP2L Ahsskystkiepiksele

A

A ZakodowaneikseleY dza 2 RLI2 ¢ ¥ I R & EYOAR s @id & &1 NIpaxh I 6
rozmiarpaletyitp.).



Wielepotencjalnychproblemow

1. Drzewodecyzjipoprawnej2 0 a Olixzgdbardzoskomplikowane

2. Istniejewiele przypadkéwbrzegowych o ktérychtrzebaldl YA £ ( | ¢
bydzy A 10yOTF0R 5 &

3. Koniecznaest konsekwencjav sposobieinterpretowaniag NI 2 1 O
wyl 30561 OK



FunkcjeGDI2 kIS NIEeDBO S b 1:321h) NB

int StretchDIBits(
In_ HDC hdc, int SetDIBitsToDevice(
_In_ int XDest, _In_ HDC hdc,
_In_ int YDest, _In_ int XDest,
_In_ int nDestWidth, _In_ int YDest,
_In_ int nDestHeight, _In_ DWORD dwiWidth,
_In_ int XSrc, _In_ DWORD dwHeight,
_In_ int YSrc, _In_ int XSrc,
_In_ int nSrcWidth, . A _In_ int YSrc,
_In_ int nsrcHeight, 4~ 2 @ 1 I hadangbkkmapy \  _1n_ UINT uStartScan,
_In_ const VOID *1pBits, \\\_Iﬂ_ UINT -::Scanll_inesJ
_In_ const BITMAPINFO *lpBitsInFc;\ _i:_ iz:z: :?:EﬁPINFO :ipzﬁfts,
_In_ UINT iUsage, \\\ —in_ pbmi,
_In_ DWORD dwRop 641 hayk 1FROBIB g\‘-I”_ UINT fuColorUse
) ;




FunkcjeGDI2 kIS NIeeDIBAQ. 32

A4

)

_In_

UINT cPlanes,
UINT cBitsPerPel,
const VOID *1lpvBits

BOOL MaskBlt(

_In_ HDC
_In_ int
_In_ int
_In_ int
_In_ int
_In_ HDC
_In_ int
_In_ int

-~:Th:LHBITMAP
_In_ int
_In_ int
_In_ DWORD

)

hdcDest,
nXDest,
nYDest,
nWidth,
nHeight,
hdcSrc,
nxsrc,
nYsrc,
hbmMask,
xMask,
yMask,
dwRop

A\

o4

[N R Y A
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AWewszystkiclprzypadkach?2 R LJ2 ¢ A S Real82 LING 24 YWOATOS 6 | 5
danychspoczywanakodzieg & ¢ 2 O dZ8nRa2APY.

APrzekazywanibitmap wLJS ®ofitkolowanychprzezdzd & (i | Festy A 1 |
problematyczne3 R @yinaga? 0 a4 Wsiadtkichwymienionychg O1 ST y A
przypadkowbrzegowych

AZgadnijmyco? EMFwspieral y | QlAyQ@kardowl I 6 A SNF 2n0é O
osadzonestruktury DIB.



RekordyEMFL 2 1/

AEMR_ALPHABLEND

AEMR BITBLT
AEMR_MASKBLT
AEMR_PLGBLT
AEMR_STRETCHBLT
AEMR_TRANSPARENTBLT
AEMR_SETDIBITSTODEVICE
AEMR_STRETCHDIBITS
AEMR_CREATEMONOBRUSH
AEMR_EXTCREATEPEN

Pal - A\

ASDBZ2NDOS



Wspolnyschemat

ADwiepary (offsetet, sizee) dlay | 3 O sraztldnychbitmapy:

offBmi (4 bytes): A 32-bit unsigned integer that specifies the offset from the start of this record to
the DIB header, if the record contains a DIB.

cbBmi (4 bytes): A 32-bit unsigned integer that specifies the size of the DIB header, if the record
contains a DIB.

offBits (4 bytes): A 32-bit unsigned integer that specifies the offset from the start of this record to
the DIB bits, if the record contains a DIB.

cbBits (4 bytes): A 32-bit unsigned integer that specifies the size of the DIB bits, if the record
contains a DIB.




Rodzajefi A S -0 wergfikesje

AW1{ | dRrRci2 0 & O dz3ekeed2 DIBpBwinnya A ty | tz8eiy o
warunki
1. cbBmiSrc jestodpowiednioR dzall@O I OYWHEROs5 g 1 |
2. (offBmiStcc, offBmiStec + cbBmiSrc) znajdujed AgtS ¢ Vv delonilL
3. cbBitsSte « jestodpowiednioR dzdll&@kompletnychdanychbitmapy:
4

. (offBitsStcrc, offBitsSrcrc + cbBitsSte <) znajdujed MtS ¢ y N G NJ

rekordu



WieledrNJi-1y dz@dduakdvd K

Metody 2 0 & TedtpRlAw . NJ 1 dz&@rihi&i S

MRALPHABLENDPlay
MRBITBLT::bPlay
MRMASKBLToPlay
MRPLGBLTbPlay
MRSTRETCHBLTPlay
MRTRANSPARENTBIRIlay

MRSETDIBITSTODEVICE::bPlay #3
MRSTRETCHDIBITS::bPlay #1, #3

MRSTRETCHDIBITSboPlay
MRCREATEMONOBRWHty #1, #2, #3, #4
MREXTCREATEPEDPIay

#1, #2




Konsekweneje

AWI & A 12D NHz] dzd D @ Riek®2 01 trégodéw2 LIA 4 dz2 N Oé C
obrazeky 2 A2 &l B R 2WA YISNI ¢ OR Oed O K
Ab | 30O DBS |
A Paletakolorow

A Danebitmapy

ANiezainicjalizowankib g & 1 NJ OpodatiforOdpestertyY 2 AR a4 I 6
gel g A WipdstaohiRselinaekranie



Proofofcconcept

AAbyl 6 SNE Fodineiegd D6 2 NprasEREMF zekordemEMR s STRETCHBKIBry
I I & ASONIIE® & O YALIIE Kldréw g & 1 NI Oplodaze G,

ARezulta¥ | A S Qdapetr ® | ¢ A DaekrhniéwpostacikolorowR, G, B.

A Tensamobrazeki | O R #zgdazypbdNJI W RternetExplorerze

A UjawnionedaneY 2 3 12 & ddtz@anez powrotemprzydzd & KrMUOg, weeluzdradzenia
adreséwbazowychobrazéwwykonywalnyctd 1 RdobyciaR 2 & (idd ibdyzhg NI 0 f damyéhO K
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GDl+Hakocelataku

A GDI+wspierazarownoEMFjaki EMF+.
A2 At 1 &odajésty A ST [, dleSwigktorychmiejscachznajdziemyd ST L1221 NBRY A S
2 Rg 2 Ulb @DU.|
AWIT & A Ity diektéred O twREDIY 2 INF ¢ yRA29108 GDI+2 6

Ab I 2 6 I B yKieht8naGDBr YesprawdopodobniepakietMicrosoft Office.

APodobnigakg O1 S JLYNA 23 doaudidvszystkicHunkejiz 0 & 0 dz3 dz2 N O
poszczegolneskordy EMF.



PowierzchniatakuOtl {idg Analezienia

Mames window @

Address Public o

EmfEnumState: CreateBrushIndirect(void) 250408 CE
EmfEnumState: CreateCopyOfCurrentRecord{void) 25041902
EmfEnumState:: CreateDibPatternBrushPtivoid) 25040540
ErnfEnumState: CreateModifiedDib(tagBITMAPINFOHEADER *,uchar const *,uint &,ulong) 2503F495
EmfEnumState: CreatePen(void) 25040671
ErnfEnumState:EmfEnumState(HDC__ * HEMHMETAFILE__ *tagRECT const *,tagRECT const *,intInterpolationMode,DpCont...  25D3FAGC
EmfEnumState: Bt CreateFontIndirect(void) 25D3F71E
EmfEnumState: Bt CreatePenivoid) 2504076C
EmfEnumStatenExtEscape(void] 25D3F9BF
EmfEnumState:BxtFloodFill(void) 25D3FEE9
EmfEnumStates: B TedOutWiveid) 25040984
EmfEnumState: GdiComment(void) 25D3F598
EmfEnumState:;: GetCurrentRecordSizefvoid) 25D45F02
EmfEnumState::Header(void) 25D3FBF3
EmfEnumState:IntersectDestRect(void) 25D3FCAD
EmfEnumsState:MedifyRecordColor(int, ColorAdjustType) 2503F3G6E
ErnfEnumState:PlayRecord(void) 25D3F802
EmfEnumState:ProcessRecord (EmfPlusRecordType,uint,uchar const *) 25D40A5E
ErnfEnumState:Rectangle(void) 25D3FDASB
EmfEnumStates:ResetRecordBounds(void) 25D3FELC
EmfEnumState:RestoreHd c(void) 25D3F913
EmfEnumState:SelectObject{void)] 25D3F7AC
EmfEnumState::SelectPalette(int) 25D3FCTD
EmfEnumState:: SetBkColor{void) 25D3FEBA
EmfEnumState:SetDIBitsToDevice(void) 25040589
EmfEnumState:: SetPicelVivoid) 25D3FET0
EmfEnumState;: SetROP2 (void) 25D3FDaF

EmfEnumState::SetTextColor(void) 25D3FESRB
ErafEnumStatanStratch B nidl 250401 AN

Line 1601 of 9411

=
[=1)
=
m

. I""’*IF’*IF’*IF“'IF’*IF“'IF’*IF"'IF’*IF"‘-IF’*IF’*IF"'IF’*IF“'IF“IF‘"IF“IF‘"IF“IF“IF‘"IF’*IF‘"IF’*IF“'IF’*IF“'I




Powierzchniataku®hAdg Analezienia

Names window @
Mame ° Address Public "
\Fi CEmfPlusEnumState: AbortPath(void) 25042068

CEmfPlusEnumStater AddToCurrentPath(GpPath *) 250418FB
CEmfPlusEnurmStaten Anglefrc(void) 2504521C
CEmfPlusEnum5tate: Arclvoid) 25044 B69
CEmfPlusEnumStates ArcTolvoid) 25044 CDA
CEmfPlusEnumState:BeginPath(void) 25042332
CEmfPlusEnumState:BitBlt{void) 250465 C
CEmfPlusEnumState: CEmfPlusEnumState(HDC__ *, HENHMETAFILE__ *,tagRECT const *,tagRECT const *,int InterpolationMo... 25045C40
CEmfPlusEnumState: Chord{void) 25045096
CEmfPlusEnumState: ConvertPolyPolyToPath(PolyType) 25044687
CEmfPlusEnumState: ConvertPolyToPath(PolyType) 25044348
CEmfPlusEnumState: CreateAndPlayOutputDIBRecord(HDC__ *_RECTL const *,int,int,int,int, int,int,int,int, tagBITMAPINFOHE... 25D45F0E
CEmfPlusEnumState: CreateBrushIndirect(void) 25D46E92
CEmfPlusEnum5tate: CreateDibPatternBrushPt{void) 2504353C
CEmfPlusEnumState: CreateGdipBrushitagLOGERUSH * vaid *,int) 2504692E
CEmfPlusEnum5tate: CreateMonoBrush(void) 25043482
CEmfPlusEnumState:; CreatePen(void) 250435ED
CEmfPlusEnumState:DeleteObject(void) 2504558E
CEmfPlusEnumState:: DiscardPathi{void) 25042358
CEmfPlusEnumState: DrawMaskBrmp(void) 25D428E4
CEmfPlusEnumState: Ellipse{void) 25043D09C
CEmfPlusEnumState: ExcludeClipRect{void) 25D417E3
CEmfPlusEnumState: ExcludeGdiRegion(void) 25041948
CEmfPlusEnum5tate: Bt CreateFontIndirect(void) 25043978
CEmfPlusEnumState: Bt CreateGdipPen{ulong,int tagLOGBRUSH *uleng,ulong const ¥, int) 2504 298F
CEmfPlusEnumState: ExtCreatePen(void) 25043684
CEmfPlusEnurmState: BExtSelectClipRgn(void) 25045808

CEmfPlusEnum5State: Bd TextQutd (void) 25047806
" ErerfDliieE i Gt at co Eat T ok M Wi mi ol EMATALE
Line 247 of 9411
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CVE2016:3301

Skutek
Rekordy
Eksploitowalnyw:
CVE.
google-security-research
Naprawiony.

Write-what-where
Wszystkigekordy? LIS NXz2DmBO S
Microsoft Office
CVE20163301
824
MS16097, 9sierpnia2016r.



Bitmapyskompresowan®LLEw EMF

Adaké Ol S ¥ AR & v MWielerékdtdowEMFzawieraw sobieDIB.

ABitmapyY 2 ForEsompresowan@rzydzd & Kdku piostychalgorytmow

takichjak 4- i 8-bitowe RunLengthEncoding
A Oznaczon@rzez2 R LJ2 ¢ AgS- RNApaIA bizempressionn.

APodczaprzekopywania Mptzezkod handleréwz R 1 NB Bdiv6we RLE

jestwspieraneprzezGDI+.

ADekompresj&RLED & Midtorycznid Nk REBIT Ot BSd LIA SOl S Z




Dotarciedo kodu

CEmfPlusEnumState::PlgBlt

\

W

CEmfPlusEnumsState::RenderBIt

| ==

GpBitmap::

GpBitmap

A

y

CopyOnWriteBi

tmap::Create

A

y

CopyOnWriteBitmap::CopyOnWriteBitmap

A

y

DecodeCompressedRLEBitmap




W DecodeCompressedRLEEBitmaj))

AObliczanei Bwieg I NIr 21 OA
columns = abs( biHeight )

bytess perrroww = abs(biwidth * ((( biPlanes * biBitCount + 31) & OXFFFFFFEOQ) / 8))

ABuforg & 2 1 @koZmidagzecolumns * bytess perrroww jest
alokowanyzessterty.

A5 dz& & 2 kint®EnadrozmiaremobszarJr YAt OA

ARozpoczyna Anterpretacjai awykonani&€ programuRLE



Opkador 9YRne2 F [ A Y SE

APrzesuwas & 1 | buferag & 21 O rdaylSaRinidy $ 2




Opkador 9YRne2 F [ A Y SE

AW GDl4zaimplementowanavy | & U t kpdedld) O &

out_ptr += bytes per_row ;

If (out_ptr > output buffer end ) {
/I " daA

}

AKodsprawdzaczyg & | | diaf A & Kobz@lozwolonymiramami

AFaktycznidr | Aplofdalwniena 64-bitowychplatformach aleczyLJ2 ¢ & d & |

warunekjestnapewnog @ 8 G I NOI | 2noeé



biAVS G & a0 waliddtejd 2 N O

Buforg @ 21 OA 2 g &

Koniecprzestrzeniadresowejprocesu
OXxfffffff
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Trudnaarytmetykaga-{nlkoivy A | 5 2

A Dlabardzoszerokictbitmap,2 Rf SHB ¥ i &akubldymg & 1 | 1 ygAe1eN a2 g & Y
1 2 Z p&eastrzenadresowej)y 2 00SEndniejszay” Ardxmiarwiersza

A2 8N} aSyhrs

out_ptr += bytes per_row ;

Y2 084932 ¢ 2 RANA | LISy & & Y 1A 19 Akdldi zneutralizujesprawdzenie

warunku ktéry ponimy I & (i t LJddze S

AW rezultacieY 2 0 SA¢R( I6@EN & & & & | davezaagznynstopniu]l 2 Y O NB f 2 6 |
g1 NIo2Si1os 1 3ttt Ry R



trNd2@ 1 OF R

Abiwidth =0x05900000

AbiHeight =0x00000017

AbiPlanes =0x0001

AbiBitCount =0x0008

AW rezultaciecolumns =0x17i bytes per row =0x590000

Al | O 2osnkanibé&fora=0x7FF0000(prawie2 GB).

At NJ & | Gtrésl21® @1 #akacjoax7FFFF002@oniec OXFFEF0020



|2 Opkzéstrzenadresowe;]

0x00000000 OXFFFFFFFF

0X7FFPB020



| Opkzéstrzenadresowe(EOL:#1)

0x00000000 OXFFFFFFFF

0x858F0020



|2 Opkzéstrzenadresowe | EOL:#2)

0x00000000 OXFFFFFFFF

0x8B1F0020



)19 Cpkzestrzen 'adrresm\- )

0x00000000 OXFFFFFFFF




