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PS>whoami

AProject Zero @ Google

A Part time developer and frequent user of the fuzzing infrastructure.

ADragon Sector CTF team vice captain.

ALowlevel security researcher with interest in all sorts of vulnerability
research and software exploitation.

Ahttp://j0Oru.vexillium.org/
A@j0Oru



http://j00ru.vexillium.org/
http://twitter.com/j00ru

Agenda

AWhat constitutes realife offensive fuzzing (technigues and mindset).

AHow each of the stages is typically implemented and how to improve
them for maximized effectiveness.
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Fuzzing

Fuzz testingr fuzzingis a software testing technique, often
automated or semautomated, that involves providing
iInvalid, unexpected, or random data to the inputs of a

computer program.

http://en.wikipedia.org/wiki/Fuzz_testing
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ASoftware commonly used programs and libraries, both open and clssedce,

written in native languages (C/C++ etc.), which may be used as targets for

memory corruptionstyle Gday attacks.

AlnputS: files of different (un)documented formats processed by the target

software (e.g. websites, applets, images, videos, documents etc.).
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Keycquestions

A How do we choose the fuzzing target in the first place?

A How are the inputs generated?

A What is the base set of the input samples? Where do we get it from?

A How do we mutate the inputs?

A How do we detect software failures / crashes?
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A How do we minimize the interesting inputs / mutations?

A How do we recognizeniquebugs?

A What if the software requires user interaction and/or displays windows?

A What if the application keeps crashing at a single location due to an easily reachable bug?

A What if the fuzzed file format includes checksums, other consistency checks, compression or encryption?
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to start fuzzing.
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In any programming language.
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There-are turrkey solutions

AAmerican Fuzzy Lop
AHonggfuzz

APeach

ARadamsa
Across_fuzzref fuzz
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The washing machinereffect

american fuzzy lop 0.47b (readpng)

process timing overall results
1 - 0 days, O hrs, 4 min, 43 sec ycles e :
0 days, 0 hrs, 0 min, 26 sec . | paths : 195
none seen yet Ini shes : 0
: niq hat - 0 days, 0 hrs, 1 min, 51 sec ut hangs : 1
cycle progress map coverage
OW p SS1i - 38 (19.49%) lensi1ty 1217 (7.43%)
. me: - 0 (0.00%) ‘age : 2.55 bits/tuple
srage progress fwnd1ngs 1n depth
- interest 32/8 | - 128 (65.64%)
0/9990 (0.00%) w edg ' - 85 (43.59%)
654k ota ' - 0 (0 unique)
- 2306/sec T ng: 1 (1 unique)
fuzz1ng strategy yields path geometry
, 88/14.4k, 6/14.4k, 6/14 .4k ' ‘
0/1804, 0/1786 1/1750 ending : 178
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1/15.8k, 4/65.8k, 6/78.2k importe
34/254k, 0/0
2876 B/931 (61.45% gain)
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AWhat many seem to do:
A Run publiduzzerswith no modifications.
A Use a few random files found online in a quick web search as the input corpus.
A Employ simpléitflipping.
A Testuninstrumentedsoftware.
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A Do it all on a single machine.

AQuestion: can we be better than this?
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Two itramsoof thought/(#1)
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they must have discovered all of them, so there is no point looking into
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Two itramsoof thoughti(#2)
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Choosing/the @pproach

AThe choice of approach obviously depends heavily on the specific

software.

AApproach #1 will never result in finding any bugs.

Abut will also prevent potentially lost time.

AApproach #2 appears to work surprisingly well in practice (in my

experience).



Examplei#1 fonts

A Extremely attractive attack vector
A many different formats.
A extremely complex (both structurally and semantically).
A very difficult to implement fully correctly.
A a majority of parsers written in native programming languages (C/C++).

A remote vector

A documents with embedded fonts

A websites with embedded fonts

A pretty much any program supporting fonts originating from untrusted sources
A easiness of exploitation
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Microsoft Security Bulletin MS06-002 - Critical

This topic has not yet been rated - Rate this topic

Vulnerability in Embedded Web Fonts Could Allow Remote Code Execution (908519)

Published: January 10, 2006

Microsoft Security Bulletin MS09-029 - Critical

This topic has not yet been rated - Rate this topic

Vulnerabilities in the Embedded OpenType Font Engine Could Allow Remote Code Execution (961371)

Published: July 14, 2009 | Updated: August 25, 2009

Microsoft Security Bulletin MS10-001 - Critical

This topic has not yet been rated - Rate this topic

Vulnerability in the Embedded OpenType Font Engine Could Allow Remote Code Execution (972270)

Published: January 12, 2010 | Updated: January 19, 2011

Microsoft Security Bulletin MS10-037 - Important

This topic has not yet been rated - Rate this topic

Vulnerability in the OpenType Compact Font Format (CFF) Driver Could Allow Elevation of Privilege (980218)

o Microsoft Security Bulletin MS10-078 - Important

Microsoft Secu rlty Bulletin MS10-076 - Critical ThIS topIc has not yet been ratec - Rate this topic
Vulnerabilities in the OpenType Font (OTF) Format Driver Could Allow Elevation of Privilege (2279986)

This topic has not yet been rated - Rate this topic
Published: October 12, 2010

Vulnerability in the Embedded OpenType Font Engine Could Allow Remote Code Execution (982132)
Published: October 12, 2010 . . . N
Microsoft Security Bulletin MS10-091 - Critical

This topic has not yet been rated - Rate this topic

Vulnerabilities in the OpenType Font (OTF) Driver Could Allow Remote Code Execution (2296199)

Published: December 14, 2010
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Microsoft Security Bulletin MS11-032 - Critical

Thiz topic has not yet been rated - Rate this topic

Vulnerability in the OpenType Compact Font Format (CFF) Driver Could Allow Remote Code Execution (2507618)

Published: April 12, 2011

Microsoft Security Bulletin MS11-087 - Critical

Thiz topic has not yet been rated - Rate this topic

Vulnerability in Windows Kernel-Mode Drivers Could Allow Remote Code Execution (2639417)

Published: Decernber 13, 2011

Microsoft Security Bulletin MS13-053 - Critical

This topic has not yet been rated - Rate this topic

Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Remote Code Execution (2850851)

Published: July 05, 2013

Microsoft Security Bulletin MS13-054 - Critical

2 out of 3 rated this helpful - Rate this topic

Vulnerability in GDI+ Could Allow Remote Code Execution (2848295)

Published: July 05, 2013 | Updated: December 16, 2013

Microsoft Security Bulletin MS13-060 - Critical

This topic has not yet been rated - Rate this topic

Vulnerability in Unicode Scripts Processor Could Allow Remote Code Execution (2850869)

Published: August 13, 2013

Microsoft Security Bulletin MS13-081 - Critical

0 out of 1 rated this helpful - Rate this topic

Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Remote Code Execution (2870008)

Published: October 08, 2013 | Updated: January 14, 2014
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Microsoft Security Bulletin MS14-045 - Important

This topic has not yet been rated - Rate this topic

Vulnerabilities in Kernel-Mode Drivers Could Allow Elevation of Privilege (2984615)

Pubfizhed: August 12, 2014 | Updzted: August 27, 2014

Microsoft Security Bulletin MS14-058 - Critical

This topic has not yet been rated - Rate this topic

Vulnerabilities in Kernel-Mode Driver Could Allow Remote Code Execution (3000061)

Published: October 14, 2014

Microsoft Security Bulletin MS15-010 - Critical

15 out of 31 rated this helpful - Rate this topic

Vulnerabilities in Windows Kernel-Mode Driver Could Allow Remote Code Execution (3036220)

Published: February 10 2015 | Updated: February 18, 2015






MS15-078 OpenType Font Driver Yulnerability CVE-2015-2426 | Mateusz Jurczyk of Google Project Zero '

MS15-080 CpenType Font Parsing Vulnerability CWE-2015-2432 | Mateusz Jurczyk of Google Project Zero
MS15-080 TrueType Font Parsing Vulnerability CWE-2015-2455 | Mateusz Jurczyk of Google Project Zero
M515-080 TrueType Font Parsing Vulnerability CVE-2015-2456 | Mateusz Jurcz ps15-021 Adobe Font Driver Denial of Service Vulnerability CVE-2015-0074 | Mateusz Jurczyk of Google Project Zero
M515-080 OpenType Font Parsing Vulnerability CVE-2015-2458 | Mateusz Jurcz ps15-021 Adobe Font Driver Information Disclosure CWE-2015-0087 | Mateusz Jurczyk of Google Project Zero
WVulnerability
MS15-080 COpenType Font Parsing Vulnerability CWE-2015-2459 | Mateusz Jurcz
M515-021 Adobe Font Driver Remote Code Execution CWE-2015-0088 | Mateusz Jurczyk of Google Project Zero
MS15-080 CpenType Font Parsing Vulnerability CWE-2015-2460 | Mateusz Jurcz Vulnerability
MS15-080 OpenType Font Parsing Vulnerability CWE-2015-2461 | Mateusz Jurcz MS15-021 Adobe Font Driver Information Disclosure CVE-2015-0089 | Mateusz Jurczyk of Google Project Zero
Yulnerability
MS15-080 COpenType Font Parsing Vulnerability CWE-2015-2462 | Mateusz Jurcz
M515-021 Adobe Font Driver Remote Code Execution CWE-2015-0090 | Mateusz Jurczyk of Google Project Zero
M515-080 TrueType Font Parsing Vulnerability CVE-2015-2463 | Mateusz Jurcz Vulnerability
PMS15-080 TrueType Font Parsing Vulnerability CVE-2015-2464 | Mateusz Jurcz M515-021 Adobe Font Driver Remote Code Execution CVE-2015-0091 Mateusz Jurczyk of Google Project Zero
T — Vulnerabilty
M515-021 Adobe Font Driver Remote Code Execution CWE-2015-0092 | Mateusz Jurczyk of Google Project Zero
Vulnerability
MS15-021 Adobe Font Driver Remote Code Execution CWVE-2015-0093 | Mateusz Jurczyk of Google Project Zero
WVulnerability

M516-026

OpenType Font Parsing Vulnerability

M515-044

OpenType Font Parsing Vulnerability

Mateusz Jurczyk of Google Project Zero

CVE-2016-0120 ‘

M516-026

OpenType Font Parsing Vulnerability

CVE-2016-0121

MS516-039

Graphics Memory Corruption Vulnerability

CVE-2016-0145

Mateusz Jurczyk of Google Project Zero

Mateusz Jurczyk of Google Project Zero

CWE-2015-1670 | Mateusz Jurczyk of Google Project Zero




Windowslkernelfont handhng24 issues

A8 bugsdiscovered during a manual audit.

A16 bugsdiscovered with fuzzing.

A17 bugsin the implementation of Type 1 / OpenType fonts
(.OTF, ATMFD.DLL driver).

A7 bugsin the handling of TrueType fonts (.TTF, win32k.sys driver).



Windowslkernelfont handhng24 issues

A1 collisionwith a vulnerability found in thélacking Tearteak (CVR20152426)
A1 collisionwith a bug used by the Keen Team dunmvgn2own 2015 CVE20152455)

A 2 nominationsfor PwnieAwards 201%BestClientSide BugBest Privilege Escalation
Bug, for CVR20150093 / CVR20153052.

A1 wonPwnieAward 2015 Best ClienSide Bu}y

A1 bugstill to be fixed in an upcoming Patch Tuesday.



A bothering question:
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Date

2011-02-08
19:21

2011-02-10
10:37

2011-02-11...

2011-02-20...

2011-03-18...

2011-04-10...

2012-03-19
19:50

2013-07-07
01:33

2013-07-15 at
19:14

2013-07-21
11:13

2014-01-05 at
01:07

2014-05-09
17:52

Reporter

Stefan Esser

Alin Rad Pop

Masaaki Chida
Masaaki Chida

undisclosed

undisclosed

Greg MacManus

Masaaki Chida

Masaaki Chida

Masaaki Chida

George Hotz

Tadashi Kobayashi

Products

IDA 5.7 and 6.0

IDA 5.7 and 6.0

IDA 5.7 and 6.0
IDA 5.7 and 6.0

IDA 5.7 and 6.0

ID4A 5.7 and 6.0 and

early copies of 6.1

IDA versions up to
6.2

104 versions 6.3
and 6.4

IDA versions up to
6.4

IDA versions up to
6.4

1DA versions up to
8.5

IDA versions up to
0.6

Example#2: HeRRays IDAPro

Description

Vulnerability in Macho-0O
loader

Vulnerability in the
conversion of string
encodings

Multiple vulnerabilities

Multiple vulnerabilities

Plugin autorun vulnerability

WinDbg autorun
vulnerability

Python autorun script
vulnerability

Vulnerability in .net
processor module

Windbg autorun
vulnerability

Vulnerability in hint
calculation

Vulnerability in Mach-O
loader

Vulnerability in til file
loading



Example#2: HeRRays IDAPro

A3 years duration of the bounty program (in 2014).
ALylGdAaGArA@gSte +y aSI aesé
AHigh bounties.

AProminent figures in the Hall of Fame.

hmmmR
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Example#2: HeRRays IDAPro

2014-09-06
12:54

2014-11-19
23:34

2014-11-26
12:07

2014-12-03
01:59

2014-12-19
20:15

2015-01-08
20:48

2015-01-14
12:08

2015-01-27
21:08

2015-11-17
14:36

Mateusz Jurczyk
Robert Swiecki
Mateusz Jurczyk
Robert Swiecki
George Mosenko
Mateusz Jurczyk

Mateusz Jurczyk

Gynvael Coldwind and
Mateusz Jurczyk

Mateusz Jurczyk

IDA versions up to 6.6

IDA versions up to 6.6

IDA versions up to 6.6

IDA versions up to 5.6

IDA versions up to 6.6

IDA versions up to 8.7

IDA versions up to 6.7

IDA versions up to 6.7

IDA versions up to 6.8

Multiple vulnerabilities

Multiple vulnerabilities

Multiple vulnerabilities

Wulnerability in PE loader

Vulnerability in GDB debugger
module

Multiple vulnerabilities

Multiple vulnerabilities

Multiple vulnerabilities

Two vulnerabilities in the PE
lpader



Example#3-Fmped

Al . dzZ3 | dzy, ToBia&RI&in 5 A | NB

AOne of the chaptersiChapter 4: NULL Pointer F&\&l A Bng)iil;mter"s
description of a bug found by the author in tR€mpeg A Guided Tour lel the Wilds
roject. e A

AAfter a quick glance:

A Over 500,000 LOC of opsnurce C/C++/assembly average quality co
A Implements dozens of multimedia containers.

A Implements dozens of audio/video codecs.

A Basically a paradise folaighunter
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$ giit logy | grep j00mu| | wc Z
1493

$
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Gathermg:aninitialccorpus ofiinput-files

A A desired step in a majority of cases:
A Makes it possible to reach some code paths and program states immediately after starting the
fuzzing.

A May contain complex data structures which would be difficult or impossible to generate
organicallyusing just code coverage information, e.g. magic values, correct headers, compression
trees etc.

A Even if the same inputs could be constructed during fuzzing with an empty seed, having them
right at the beginning saves a lot of CPU time.

A Corpora containing files in specific formats may be frequently reused to fuzz various software
projects which handle them.



Gathermg:aninitialccorpus ofiinput-files

AOne downside: potential licensing issues.

Alf the corpus is meant to be published in whole or partially, it might be safest to fully
synthesize it from scratch, instead of utilizing data of an untracked origin and

unchecked contents.

A Fun fact: a considerable portion of samples in some image/multimedia corpora |
have seen contained NSFW content. We frequently had to recreate crashing samples,
AaAYyOS 6S O2dzZ RyQi &aKIFNBkLMzf AaK GKS 2N



Gathering nnputs:ithe: standard-methods

A Opensource projects often include extensive sets of input data for testing, which can be freely
reused as a fuzzing starting point.

A ExampleFFmpedrATEsamples.ffmpeg.orgLots of formats there, which would be otherwise very difficult to

obtain in the wild.
A{2YSUAYSa GKS@QNB y20 LWzt AOte @ Aflo6fS FT2NJ SOSN
someone willing to report bugs in return.

A Many of them also include converters from format X to their own format Y. With a diverse set of
files in format X and/or diverse conversion options, this can also generate a decent corpus.

A Examplecwebp, a converter from PNG/JPEG/TIFF to WEBP images.


samples.ffmpeg.org

Gathering inputs:internet crawling

ADepending on the popularity of the fuzzed file format, Internet crawling is
the most intuitive approach.
A Download files with a specific file extension.

A Download files with specific magic bytes or other signatures.

Alf the format is indeed popular (e.g. DOC, PDF, SWF etc.), you may end up
with many terabytes of data on your disk.

A Not a huge problem, since storage is cheap today, and the corpus can be later
minimized to consume less space while providing equivalent code coverage.



Yourmay: alsosask-what-the program thinks

AThings can get a bit dire if you plan to fuzz a program which supports
dozens of different formats.

ACode coverage analysis is of course a good idea, but it tends to slow down the

process considerably (esp. for clossmlirce software).

AlIn some cases, you can use the target itself to tell you if a given file can be

handled by it or not.

ACase studyiDA RPro



IDAPro supported formats(partial list)

MS DOS, EXE File, MS DOS COM File, MS DOS Driver, New Executable (NE), Linear Executable (LX), Linear
Executable (LE), Portable Executable (PE) (x86, x64, ARM), Windows CE PE3SABMN, SHP S)MachOfor

OS X and iOS (x86, x64, ARM and PrR@)kExecutable (DEX), EPOC (Symbian OS executable), Windows Crash
Dump (DMP), XBOX Executable (XBE), Intel Hex Object File, MOS Technology Hex Object File, Netware Loade
Module (NLM), Common Object File Format (COFF), Binary File, Object Module Format (OMF), OMF library, S
record format, ZIP archive, JAR archive, Executable and Linkable FormawVgtdinDOS32 Extender

(W32RUN), Linux.out (AOUT)PalmPilotprogram file, ADar library (AIAFF), PEF (Mac OS or Be OS

executable), QNX 16 and-Bis, Nintendo (N64), SNES ROM file (SMC), Motorola DSP56000 .LOD, Sony
PlaystationPSX executabldes, object (psyg files, library gsyg files



.
* Load a new file

Load file C:\test.exe as

|Portable executable for 80386 (PE) [pe.ldw]

M5-D05 executable (EXE) [dos.ldw]
Binary file

Options

[ ] Loading optiens
[/] Fill segment gaps
|:| Create segments
Create FLAT group

[ ] Load as code segment

Processor type

| MetaPC (disassemble all opcodes) [metapc] )| st |

Loading segment | 0x00000000 | i |kemel options 1| [kernel options 2|
Enabled

Loading offset | 0x00000000 | Indicator enabled | Processor options |

Load resources
Rename DLL entries
Manual load

Create imports segment

How does it work?




IDAProdoaderrarchitecture

AModular design, with each loader (also disassembler) residing in a separate
module, exporting two functionsiccept_file  andload file

A One file for the 3ait version of IDA ix on Linux) and one file for adit (.I1x64).

$ Is loaders

aif64.1lx64  coff64.11x64 epoc.lix javaldr64.11x64 nlm64.11x64 pilot.lIx snes_spc.lIx
aif.llx coff.lIx expload64.11x64 javaldr.llx nim.lIx psx64.11x64 uimage.py
amiga64.l1x64 dex64.11x64 expload.llx Ix64.11x64 omf64.11x64 psx.lIx w32run64.11x64
amiga.llx dex.lIx geos64.11x64 IX.11x omf.lIx gnx64.11x64 w32run.lIx
aof64.lIx64  dos64.11x64 geos.lIx macho64.l1x64 0s964.11x64 gnx.lix wince.py
aof.lIx dos.lIx hex64.11x64 macho.llx 0s9.1Ix rt1164.11x64  xbe64.11x64

aout64.lIx64  dsp_lod.py hex.lIx mas64.l1x64  pdfldr.py  rtl11.lIx xbe.lIx
aout.llx dump64.1ix64  hppacore.idc mas.lIx pe64.lIx64  sbn64.11x64

bfitldr.py dump.llx hpsom64.11x64 n6464.1Ix64  pef64.lix64 sbn.lIx

bios image.py elf64.1Ix64 hpsom.lIx n64.l1x pef.lIx snes64.l1x64

bochsrc64.11x64 elf.llx intelomf64.11x64 ne64.11x64 pe.lIx snes.lIx

bochsrc.lIx epoc64.11x64 intelomf.llx ne.llx pilot64.11x64 snes_spc64.11x64



IDAProdoaderrarchitecture

int (idaapi * accept file )( linput .t  *li ,
char fileformathame [ MAX_ FILE_ FORMAT_NAME
int n);

void (idaapi * load file )( linput t  *Ii |

ushort neflags ,
const char *fileformatname );

A Theaccept_file  function performs preliminary processing and returns 0 or 1 depending on whether the

given module thinks it can handle the input file dsd its supported formats.

A If so, returns the name of the format in ttigeformatname  argument.
A load_file  performs the regular processing of the file.

A Both functions (and many more required to interact with IDA) are documented in the IDA SDK.



Easy towrite; arnolDAdoader entmerator

$ ./ accept_file  accept_file
[+] 35 loaders found.

[-] 0s9.1Ix: format not recognized.

[-] mas.lIx : format not recognized.
[-] pe.llx :format not recognized.
[-] intelomf.lIx : format not recognized.
[-] macho.llx : format not recognized.
[-] ne.llx :format not recognized.
[-] epoc.llx :format not recognized.
[-] pef.llx :format not recognized.
[-] gnx.llx : format not recognized.
A

[-] amiga.llx : format not recognized.
[-] pilot.lIx : format not recognized.
[-] aof.llx : format not recognized.
[-] javaldr.llx : format not recognized.
[-] n64.1Ix: format not recognized.

[-] aif.llx  : format not recognized.
[-] coff.llx  : format not recognized.
[

+] elfllx : accept_file recognized as "ELF for Intel 386 (Executable)"



Asking the programfor feedback

AThanks to the design, we can determine if a file can be loaded in IDA:
Awith a very high degree of confidence.
A exactly by which loader, and treated as which file format.
A without ever starting IDA, or even requiring any of its files other than the loaders.
A without using any instrumentation, which together with the previous point speeds
things up significantly.
ASimilar technigues could be used for any software which makes it possible
to run some preliminary validation instead of fully fledged processing.



Conpusddistiliation

Aln fuzzing, it is important to get rid of most of the redundancy in the input corpus.

A Both the base one and tHvingone evolving during fuzzing.

A In the context of a single test case, the following should be maximized:

\\\\\

Q¢ nioQa Q
which strives for the highest byt®-programfeature ratio: each portion of a file should

exercise a new functionality, instead of repeating constructs found elsewhere in the sample.



Conpusddistiliation

ALikewise, in the whole corpus, the following should be generally maximized:

\\\\\

SQ¢& nicwa N Qi

CKAAd Syadz2NBa GKFd GKSNB FNBYyQlu 22 YI
functionality (enforces program state diversity while keeping the corpus size

relatively low).



Format-specificccorpus minimization

A If there is too much data to thoroughly process, and the format is easy to parse and
recognize (nof)interesting parts, you can do some cursory filtering to extract unusual
samples or remove dull ones.

A Many formats are structured into chunks with unique identifiers: SWF, PDF, PNG, JPEG, TTF, OTF
etc.

A Such generic parsing may already reveal if a file will be a promising fuzzing candidate or not.
At KS RSSLISNI Ayi(i2 (GKS aLlS0az OKS-effs@ivwt gewbeywidd A &
the general file structure, given other (better) methods of corpus distillation.

A Be careful not to reduce out interesting samples which only appear to be boring at first glance.



How tto define:gprogram stat@

AFile sizes and cardinality (from the previous expressions) are trivial to
measure.

wn

At KSNB R2SayQi SEA 3 progiamzidetesdspecially Yvith
the following characteristics:

A their number should stay within a sane range, e.g. counting all combinations of every
bit in memory cleared/set is not an option.

A they should be meaningful in the context of memory safety.

A they should be easily/quickly determined during process run time.



0 &1/ Q04 ENAQE QI DA O Qi

A Most approximations are currently based on measuring code coverage, and not the
actual memory state.

A Pros:

A Increased code coverage is representative of new program states. In fuzzing, the more tested code is executed,
the higher chance for a bug to be found.

A The sane range requirement is met: code coverage information is typically linear in size in relation to the overall
program size.

A Easily measurable using both compiiedand external instrumentation.

A Cons:

A Constant code coverage does not indicate consg@nit € "Qii @ ab® Asignificant amount of information on
distinct states may be lost when only using this metric.



Currentsstatenofithe art.ccounting: basic blocks

A Basic blocks provide the best granularity.

—— A Smallest coherent units of execution.

; Attributes: bp-based frame

A Measuring just functions loses lots of information on
; int __cdgcl main{int argc, const char =xxargu, const char =xenup)

H
public _main

_main proc near

what goes on inside.
Str= dword ptr -186h

argc= dword ptr &
argv= dword ptr BCh
enup= dword ptr 16h

A Recording specific instructions is generally redundant,

ebp, esp

a sy, EeEET since all of them are guaranteed to execute within the
e, same basic block.
= ' — WEE ' ] _
B e | SIS A Supported in both compilegtovetc.) and

P | external instrumentations (Intel PibynamoRI}

loc_4B13EE:
mov ax, B
leave

- A ldentified by the address of the first instruction.




Basicoblocks: incomplete danformation

[l e =

; Attributes: bp-based frame
. . . H uu%d __cdecl_fuu(int a, int b}
void foo (int a, int b) { P 2araail proc near

|f (a —— 42 || b p— 1337) { a= dword ptr 8

b= dword ptr BCh

1 " n .
printf (" Success! ") ; push  enp
mov ebp, esp
sub esp, 18h
} cmp [ebp+a], 42
jz short loc_u4813D5

}
ol sl =
cmp [ebp+b], 1337
VOid bar () { jnz short locret_4O13E1

vy

foo (0, 1337); e

fOO (42, O) ; ;35_431333;rd ptr [ESP],;D;iS::gEEEEEI:CESS
call _printf
foo (0, 0); T
} [l e 5=

locret_4813E1:
leave
retn
__23foo0ii endp




Basicoblocks: incomplete danformation

void foo (int
if (a
printf
}

a, int b) {
42 || b == 1337) {
(" Success! ") ;

}

void bar() {
foo (0, 1337); <————
foo (42, 0);
foo (0, 0);

LH
Lh
LH
L
L
L
L
.
L
L
"
"
LR
"
LR
.
L

}

M=

; httributes: bp-based frame

; void  cdecl foo{int a, int b)
public _ Z3fooii
__Z23fooii proc near

a= dword ptr 8
b= dword ptr BCh

push ebp
mou ebp, esp
cub esp, 18h
cmp [ebp+a], 42
jz short loc_4813D5
PP "
........... e o
cmp [ebp+b], 1337
jnz short locret_4813E1
b ooooon000! bnnenee PPy .
Yy
FIFE
199_#01305: ; "Succescst”
mou e, | duord ptr [esp], offset aSuccess
call printf

locret_4813E1:
leave
retn
__ 23fFoo0ii endp




Basicoblocks: incomplete danformation

void foo (int
if (a
printf
}

a, int b) {
42 || b == 1337) {
(" Success! ") ;

}

void bar() {

new path

M=

; httributes: bp-based frame

; void  cdecl foo{int a, int b)
public _ Z3fooii
__Z23fooii proc near

a= dword ptr 8
b= dword ptr BCh

push ebp

mou ebp, esp
cub esp, 18h
cmp [ebp+a], 42
jz

short loc_4813D5

il et 5
> cmp
jnz

'

[ebp+b], 1337
short locret_u4813E1

¥y

foo (0, 1337); W =
fOO (42, O) ; _ ;gz_umagi;rd ptr [ESP],;D;iggEEEEE:CESS
call _printf

foo (0, 0);
}

‘3
[ [5=]

locret_4813E1:
leave
retn
__ 23fFoo0ii endp

]




Basicoblocks: incomplete danformation

void foo (int a, int b) {
if (a==42 | b == 1337) {
printf (" Success! ") ;
}
}

void bar() {
foo (0, 1337);
foo (42, 0);
foo (0, 0); ——

}

M=

; httributes: bp-based frame

; void  cdecl foo{int a, int b)
public _ Z3fooii
__Z23fooii proc near

a= dword ptr 8
b= dword ptr BCh

push ebp
mou ebp, esp
cub esp, 18h
cmp [ebp+a], 42
jz short loc_4813D5
- J +.
il e 55
cmp [ebp+b], 1337
jnz short locret_4813E1
| i.i.
M
loc_ 4813D5: ; "Succescst”
mou dword ptr [esp], offset aSuccess
call _printf
‘9
Ll s 5=

locret_4813E1:
leave
retn
__ 23fFoo0ii endp

new path



Basicoblocks: incomplete danformation

AEven though the two lattefoo() calls take different paths in the code, this
Information is not recorded and lost in a simple Benularity system.

A Arguably they constitute newrogram statesvhich could be useful in fuzzing.

AAnother ideac program interpreted as a graph.
A vertices= basic blocks
A edges= transition paths between the basic blocks
Al SGQa NBO2NR SR3ISa NIUGKSNI GKSY GOSN AOS
control flow!



AFEL: the fistdointroduce-and iship<thisat large

AFromf O Y fedz¥ic® &vhitepaper

The instrumentation injected into compiled programs captures bragudpe) coveragealong with coarse branetaken hit counts. The

code injectedht branchpoints is essentially equivalent to:

cur_location  =<COMPILE_TIME_RANDOM>;
shared_menij cur- locationon ~ prew loeation on]++;

prev_location = cur_location >>1;

Thecur_locationvalue is generated randomly to simplify the proagidsnkingcomplex projects and keep the XOR output distributed

uniformly.

Almplemented in theF dzl loBn\Btom instrumentation.


http://lcamtuf.coredump.cx/afl/technical_details.txt

Extending theddea evenrturther

A In a more abstract sense, recording edges is recording the current block + one previous.
A What if we recorded N previous blocks instead of just 1?
A Provides even more context on the program state at a given time, and how execution arrived at that point.
A Another variation would be to record the function call stacks at each basic block.

A We have to be careful: evety p will multiply the required computation / memory / storage resources by
some small factor (depending on the structure of the code).

A Also each further history extension carries less useful information than previous ones.

ALiQa ySOSaalNE (G2 FAYR | 32t RSY YSIy G2 olflyOS o0SiGsSSy i
A In my experience)  p (direct edges) has worked very well, but more experimentation is
required and encouraged.



Counters:anditsets

~

Al SGQa ol yR2Yy (UKS GolaArAo of201¢ GSNY | yR dza S
capturing (functions, basic blocks, edges, etc.).

A In the simplest model, each trace only has a Boolean value assigned in a coverRjsA6HED
or NOTREACHED

A More useful information can be found in the specific, or at least more precise number of times it

has been hit.
A Especially useful in case of loops, whichftiezercould progress through by taking into account the number
of iterations.
A Implemented in AFL, as shown in the previous slide.
A still not perfect, but allows some more granular information relatedjto ¢ "Qii @® abstabe extracted and

used for guiding.



Extracting:all'this information

A For closeesource programs, all aforementioned data can be extracted by some simple
logic implemented on top of Intel Pin &lynamoRIO

A AFL makes use of modifie@mu-userto obtain the necessary data.

A For opensource, thegccand clangcompilers offer some limited support for code
coverage measurement.

A Look upgcevand livm-cov
AL KIR GNRdzot S 3ISGOGAY3T GKSY G2 662N] O2NNBOUGT @&

A ... SanitizerCoverade



http://clang.llvm.org/docs/SanitizerCoverage.html

EnterithesSanitizerCoverage

AAnyone remotely interested in opespurce fuzzing must be familiar with

the mightyAddressSanitizer

A Fast, reliable C/C++ instrumentation for detecting memory safety issues for clang and

gcc(mostly clang).

A Also a ton of other run time sanitizers by the same authblsmorySanitizefuse of
uninitialized memory)ThreadSanitizefrace conditions),

UndefinedBehaviorSanitizdreakSanitizefmemory leaks).

AA definite mustuse tool, compile your targets with it whenever you can.


http://clang.llvm.org/docs/AddressSanitizer.html

EnteritheSanitizerCoverage

AASAN, MSAN and LSAN together \BiémitizerCoveragean now also record and
dump code coverage at a very small overhead, in all the different modes
mentioned before.

A Main author,KostyaSerebryanyis very interested ifuzzing so he also continuously
Improves the project to make it better fit fduzzing

A Thanks to the combination of a sanitizer and coverage recorder, you can have both error
detection and coverage guidance in yduzzingsession at the same time.

ALibFuzzery 2 & Gownfu2Zer also useSanitizerCoveragia the inprocess

programmatic API).


http://llvm.org/docs/LibFuzzer.html

SanitizerCoveragemodes

A -fsanitize - coverage= func
A Functionlevel coverage (very fast)
A - fsanitize - coverage= bb
A Basic blockevel coverage (up to 30% extra slowdown)
A -fsanitize - coverage= edge
A Edgelevel coverage (up to 40% slowdown)
AdoyYdzZ I Sa¢ SR3IS NBO2NRAY3I oeé
A -fsanitize - coverage= indirectct-calls
A Callercalleet S@St O2@SNF ISY aSRISE

AVASNIAY3I Rdzyvye
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SanitizerCoveragemodes

AAdditionally:
A-fsanitize -AT OAOACA” I-éodnteBEAE O

A Aforementioned bitmask, indicating if the trace was executed 1, 2738415, 1631, 32127,
or 128+ times.

AhGKSNI SELISNAYSY (I © 0Y¥ZRISANE GOENISGEDO PG NI O

A Check the official documentation for the current list of options.

A5 dzNA Yy 3 NMXzy GAYSZI UKS O0SKFEOGAZNI Aa O2yiN
e.g. ASANOOPTIONS



SanitizerCoverage usage

% cat -ncov.cc

1 #include < stdio.h >
__attribute_ (( noinline ))
void foo() { printt  ("foo \n");}

int main(int argc, char* argv) {
if ( argc ==2)

foo();

printf  ("main \ n");

O© 0O ~NO Ol WNN

}

% clang++ -gcov.cc -fsanitize =address -fsanitize -coverage =func

% ASAN OPTIOINEoverage =1./ a.out ;Is -I* sancov

main

- TW- [ ----- 1 kcc eng 4 Nov 27 12:21  a.out.22673.sancov
% ASAN OPTIOINNEoverage =1 ./ a.out foo;ls -1* sancov
foo

main

- TW- [ ----- 1 kcc eng 4 Nov 27 12:21 a.out.22673.sancov

- TW- [ ----- 1 kcc eng 8 Nov 27 12:21  a.out.22679.sancov



So, we can measture coverage easily.

AWdza & YSI adzNAy3 O2RS O20SNI IS AayQi
A But still extremely useful, even the simplest implementation is better then no
coverage guidance.

AThere are still many code constructs which are impossible to cross with a
dumb mutationbased fuzzing.

A Oneinstruction comparisons of types larger than a byte (uint32 etc.), especially with
magic values.

A Many-byte comparisons performed in loops, engemcn(p , strcmp () calls etc.



Hard code constructs:examples

uint32_t value = load_from_input () ;
if (value == OxDEADBEBF{

/I Special branch. Comparison with a 3Bit constant value

}

char buffer [32];
load_from_input (buffer , sizeof (buffer )) ;

if (! strcmp (buffer , " Some long expected string ") A Comparison with a long fixed string

I/l Special branch.
}



The problems aressomewhat @approachable

AConstant values and strings being compared against may be hard in a completely
contextfree fuzzing scenario, but are easy to defeat when some program/fermat
specific knowledge is considered.

A. 20K ' C[ FTYR [A06CdzZ I SNJ adzLILI2 NI GRAOUGA2Y I NR
A A dictionary may be created manually by feeding all known format signatures, etc.

A Can be then easily reused for fuzzing another implementation of the same format.

A Can also be generated automatically, e.g. by disassembling the target program and recording
all constants used in instructions such as:

cmp r/m32, imm32



o2 YAt SNIoFethd A& orYd & O

A A somewhat intuitive approach to building the target would be to disable all code optimizations.

A Fewer hacky expressions in assembly, compressed code constructs, folded basic blocks, complicsigd R8SC
instructions etcA more granular coverage information to analyze.

A On the contrarylcamtufdiscoverecdhat usingz0s Zfunroll 1 1-loeps: may result in unrolling short fixestring comparisons
such astremp(buft, “@El tb:e &

cmpb  $0x66,0x200c32(%rip) # A Ep
jne 4004b6
cmpb  $0x6f,0x200c2a(%rip) # AT p
jne 4004b6
cmpb  $0x6f,0x200c22(%rip) # AT p
jne 4004b6
cmpb  $0x0,0x200c1a(%rip) # NUL
jne 4004b6

A 1t is quite unclear which compilation flags are most optimal for covetagéed fuzzing.

A Probably depends heavily on the nature of the tested software, requiringlogsase adjustments.


https://lcamtuf.blogspot.com/2014/11/afl-fuzz-nobody-expects-cdata-sections.html

Pastcencounters

Aln 2009, TavisOrmandy als@resentedsome ways to improve the effectiveness of

coverage guidance by challenging complex logic hidden in single x86 instructions.

A G058 S lad Aha2s@' Subifig Isufirtstruétianipeofiling to calculate a score depending on how
far the instruction progressed into its logic (e.g. how many bydps: empbhas successfully
compared, or how many most significant bits ianap r/m32, . imm322 comparison match).

A Implemented as an external DBI in Intel PIN, working on compiled programs.

A Shown to be sufficiently effective to reconstruct correct crc32 checksums required by PNG
decoders with zero knowledge of the actual algorithm.


http://taviso.decsystem.org/making_software_dumber.pdf

|deal future

AFrom a fuzzing perspective, it would be perfect to have a dedicated
compiler emitting code with the following properties:
A Assembly being maximally simplified (in terms of logic), with just €&
Instructions and as many code branches (corresponding to branches in actual code)
as possible.

A Only enabled optimizations being the fuzzingndly ones, such as loop unrolling.

A Every comparison on a type larger than a byte being split to-tpsgaular
operations.

A{AYATIFINI @& (2 UG2RlFIeé&Qa WLC¢ YAUGAIIGAZ2YaD



|deal future

cmp dword [ ebp+variable |,

jne not_equal

Oxaabbccdd

P

cmp byte [ ebp+variable
jne not_equal
cmp byte [ ebp+variable
jne not_equal
cmp byte [ ebp+variable
jne not_equal
cmp byte [ ebp+variable
jne not_equal

1,

+1],
+2],

+3],

Oxdd

Oxcc

Oxbb

Oxaa



|deal future

AStandard comparison functionsticmp , memcmgptc.) are annoying, as they hide
away all the meaningful state information.

A Potential compilebased solution:

A Use extremely unrolled implementations of these functions, with a separate branch for every
N up to e.g. 4096.

A Compile in a separate instance of them for each call site.

A would require making sure that no generic wrappers exist which hide the real caller.

A still not perfect against functions which just compare memory passed by their callers by design, but a
good step forward nevertheless.



Unsolvable problems

A There are still some simple constructs which cannot be crossed by a simple ceverage
guidedfuzzer
uint32_t value = load from_input () ;

if (value * value == 0x3a883fl1l) {
// Special branch.

}
A Previously discussetkoptimizationsvould be ineffective, since all bytes are dependent

2y S| OK 20 KS Nibrce éhenipnedy gn®)ii o NHzd S
ACKFOQa olFaAaolrffeée gKSNB {a¢ az2zfgay3da 02YSa
J



Wehhavellotsiofiinput filespicompiledatarget and ability

Whatimow?



Corpus managementsystem

AWe would like to have a coveragided corpus management

system, which could be usdfore fuzzing:

Ato minimize an initial corpus of potentially gigantic sizes to a smaller, yet
equally valuable one.

A Input= N input files (for unlimited N)
A Output= M input files and information about their coverage (for a reasonably small M)

A Should be scalable.



Corpus managementsystem

AANd during fuzzing:

Ato decide if a mutated sample should be added to the corpus, and recalculate
it if needed:

A Input = current corpus and its coverage, candidate samples and its coverage.

A Output= new corpus and its coverage (unmodified, or modified to include the candidate

sample).

Ato merge two corpora into a single optimal one.



Prior wotrk

ACorpus distillation resembles ti&etcovep problemf we wanted to find
the smallest sulkzollection of samples with coverage equal to that of the
entire set.

A The exact problem is Nffard, so calculating the optimal solution is beyond possible
for the data we operate on.

A.dzi 6S R2yQi NBIffeé ySSR (02 FTAYR (0KS 2
S R2Yy QU O

A There are polynomial greedy algorithms for findiag, approximates.



Prior wotrk

Example of a simple greedy algorithm:

1. At each point in time, store the current corpus and coverage.

2. For each new sample X, check if it adds at least one new trace to the

coverage. If so, include it in the corpus.

3. (Optional) Periodically check if some samples are redundant and the total
O20OSN} IS R2Say Qi OKIFy3aS gAlK2dzi GK



Prior worke drawbacks

A52Say Qi asamplesnedd to bd ptotessed sequentially.

AThe size and form of the corpus depends on the order in which inputs are
processed.
AWe may end up with some unnecessarily large files in the final set, which is
suboptimal.
AVery little control over the volumgedundancy tradeoff in the output

COrpus.



My proposedidesign

Fundamental principle:

For @ach-execution irace-we know; we storeriN: smallest-samples whichtreach that

trace. The:corpuscconsists of alt files presentinsthecstructure.

In other words, we maintain map<string , set <pair <string , int >>>object:

01 GEHWO( @6 AU QIFR & & HRED QIFRAI ¢ & HRIOH QR 6



Proposedidesignuliustrated-(N=2)

1.pdf (size=10)

a.out+0x1111 a.out+0x1111
a.out+0x2222 a.out+0x2222
a.out+0x3333 a.out+0x4444
a.out+0x4444 a.out+0x6666
a.out+0x7777
2.pdf (size=20)
a.out+0x1111 _
a.out+0x3333 a.out+Ox1111
a.out+0x5555 a.out+0x2222
a.out+0Ox7777 a.out+0Ox7777

a.out+0x1111

1.pdf (size=10)

2.pdf (size=20)

a.out+0x2222

1.pdf (size=10)

a.out+0x3333

1.pdf (size=10)

2.pdf (size=20)

a.out+0x4444

1.pdf (size=10)

a.out+0x5555

2.pdf (size=20)

a.out+0x6666

a.out+Ox7777

2.pdf (size=20)




Key-advantages

1. Can be trivially parallelized and run with any number of machines using the MapReduce model.
2. The extent of redundancy (and thus corpus size) can be directly controlled viaghemeter.
3. During fuzzing, the corpus will evolve to gradually minimize the average sample size by design.

4. There are at leash samples which trigger each trace, which results in a much more uniform coverage
distribution across the entire set, as compared to other simple minimization algorithms.

5.  The upper limit for the number of inputs in the corpugdasé U Q106 "diPs ‘O j but in practice most
common traces will be covered by just a few tiny samples. For example, all program initialization traces
will be covered by the single smallest file in the entire set (typically with size=0).



Some potentialshortcomings

A Due to the fact that each trace has its smallest samples in the corpus, we will most likely end up
GAUK a2YS NBRdAzyRIyiX aAaK2NI FAf{Sa oKAOKph2Y Qf

89504E470D0OA1AO0A PNG.... (just the header)
89504E470D0A1A02 . PNG.. (invalid header)
89504E470DOA1A0AO000001A0A . PNG....... (corrupt chunk header)
89504E470D0OA1A0AOO000A4EDG9545874 . PNG........ ITXt (corrupt chunk with a valid tag)
88504E470D0A1A0A002A000D7343414C . PNG.....*..  sCAL (corrupt chunk with another tag)

A This is considered an acceptable trawfé especially given that having such short inputs may
enable us to discover unexpected behavior in parsing file headers (e.g. undocumented but
supported file formats, new chunk types in the original format, etc.).



A\
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Mag sample_id , data):
Get code coverage provided by "data

foreach trace id
Output( trace_id , (sample id , data.size ()))
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Corpusidistilatioq cw!S R dzOS ¢  LIK |

Reduce(trace_id ,S= (I 0aQQd QNI da@a@t QuNQO
Sort set S by sample size (ascending)

for( 1 <N)&&( I < S.size ()):
Output( sample_id ;)
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Conpusddistiliatiol localpostproecessing
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uniq
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Cornpus-distillatiolr track record

ALQOS &adz00S&aa¥fdzZ f & dza S R-laigpKdata $efs mtd quBlity Kovpora veell fiRfdrdudzing. |

A 1 typically create several corpora with differdnt which can be chosen from depending on available system

resources etc.

A Examples:

A PDF format, based on instrumentpdfium
A 0 p, 1800 samples, 2.6G
A 0 p m12457 samples, 12G
A 0 p miT9912 samples, 81G

A Fonts, based on instrumentdeteeType2
A 0 p, 608 samples, 53M
A 0 p 14405 samples, 526M
A 0 p mm®7813 samples, 3.4G



Corpus -managemetnew candidate

MergeSample sample, sample_coverage ):
candidate_accepted = False

for eachtrace in sample_coverage :

if (trace not in coverage) (sample. size () coverage [ trace |. back(). size ()):
Insert information about sample at the specific trace
Truncate list of samples for the trace to a maximum of N
Set candidate_accepted = True

if candidate_accepted
# If candidate was accepted, perform a second pass to insert the sample in
# traces where its size is not just smaller, but smaller or equal to another
# sample. This is to reduce the total number of samples in the global corpus.
for eachtrace in sample_coverage :
if (sample. size () coverage | trace |. back(). size ())
Insert information about sample at the specific trace
Truncate list of samples for the trace to a maximum of N
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New candidate first pass
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Cornpus management;merging«{wo corpora

Trivial tonimplement by justineltiding the ismhalieghles forneach:trace

fromiloothcorporahemg merged.



Trophyc Wireshark

ALQOS 0SSy TFdza 1l Ay3a 2ANBAKIFIN] a4AyOS b2
A Commandine tsharkutility built with ASAN andsanCoverage
A 35 vulnerabilities discovered, reported and fixed so far.

ALYAOGALFEEt & adl NISR ¢ A0 KSamngeC&tuddageLJt S a
A 297 files 233MB total 803kB averagéile size 9.53kB mediarfile size.

AOver several months of coverageided fuzzing with the discussed algorithms,
the corpus has dramatically evolved.
A 77373 files 355MB total 4.69kB averagdile size 47b mediarfile size.


https://wiki.wireshark.org/SampleCaptures

Trophyc Wireshark

AThe nature of the code base makes it extremely well fit for dumb, coverage
guided fuzzing.
A A vast number of dissectors.
A Mostly written in C.

A Operates on structurally simple data (wire protocols), mostly consecutive bytes read from the
Input stream.

A Makes it easy to brutdorce through the code.

AGenerally great test target for yotuzzer at least the version from a few months
back.J



Trophyc Wireshark
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Type v

Status »
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed
Fixed

Priority

Milestone

Owner

mjurczyki@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyki@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyki@google.com
mjurczyk@google.com
mjurczyk@ooogle.com
mjurczyki@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyki@google.com
mjurczyki@google.com
mjurczyk@google.com
mjurczyk@google.com
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mjurczyki@google.com
mjurczyk@google.com
mjurczyk@ooogle.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com
mjurczyk@google.com

Summary + Labels v

Wireshark stack-based out-of-bounds read in getRate cCProjectZeroMembers

Wireshark stack-based buffer overflow in AirPDcapPacketProcess CoPrjsetZarcMembars

‘Wireshark stack-based out-of-bounds read in find_signature ccrrjectZenMembers

Wireshark stack-based buffer overflow in dissect_diameter_base_framed_ipv6_prefix ¢CrrjeciZercMembers
Wireshark use-after-free in addresses_equal (dissect_rsvp_common) CCPrejectZarcMambars

‘Wireshark static out-of-bounds read in ascend_seek ccPujectZeroMambers

Wireshark heap-based buffer overflow in wvwr_read_s2_s3_W_rec cCPrjsctZeroMembers

Wireshark static out-of-bounds read in dissect_ber_set cCProjectZerolMembers

‘Wireshark static buffer overflow in my_dgt_tbcd_unpack ccrrojsetzernMembers

Wireshark heap-based buffer overflow in iseries_parse_packet CCProjectZeroMembers

Wireshark use-after-free in print_hex_data_buffer / print_packet cCProjeciZercMambers

Wireshark SIGSEGV in dissect_nbap_MACAPDU_Size corFmjectZeroMembers

Wireshark SIGSEGV in memcpy (get_value / dissect_btatt) corrojectzeroMembers

Wireshark static out-of-bounds read in add_ff_vht_compressed_beamforming_report CCProjsctZercMembers

Wireshark stack-based buffer overflow in file_read (wtap_read_bytes_or_sofimp2t_find_next_pcr) cCrrojectZeroMembers

Wireshark static out-of-bounds read in dissect_oml_atirs ccrrjectzeroMambers

Wireshark heap-based out-of-bounds read in AirPDcapDecryptWPABroadcastkKey CCPrjsctZecMembers
Wireshark heap-based out-of-bounds read in infer_pkt_encap ccrrojsetZercMambars

‘Wireshark heap-based out-of-bounds read in dissect_ber_constrained_bitstring ccrrjectzenMembers
Wireshark static out-of-bounds read in digsct_rsi_ipaccess_msg CCProjectZeroMembers

Wireshark static out-of-bounds read in dissect_zcl_pwr_prof_pwrprofstatersp cCProjectZerohembers
Wireshark assertion failure in wmem_alloc cCProjectZenMembers

Wireshark stack-based buffer overflow in dissect_tds7_colmetadata_token coPrjectZeroMembers
Wireshark stack-based out-of-bounds read in netirace_3gpp_32_423_file_open CCProjsetZarcMembars
‘Wireshark static out-of-bounds read in hignet_display_data ccrjectzeroMambers

Wireshark stack-based buffer overflow in dissect_nhdr_extopt GCProjectZeroMembers

Wireshark stack-based out-of-bounds read in iseries_check_file_type coProjectZarcMambars

‘Wireshark use-after-free in wtap_optionblock_free ccrrjectZeroMambers

Wireshark heap-based out-of-bounds read in AirPDcapDecryptWPABroadcastKey coPrjsctZecMembers
Wireshark static out-of-bounds write in dissect_ber_integer cCcPrjsctZercMembars

‘Wireshark heap-based out-of-bounds read in dissect_pktc_rekey ccrrjsetzeroMambers

Wireshark stack-based buffer overflow in dissect_2008_16_security_4 ccrrojectZeroMembers

Wireshark SIGSEGV in erf_meta_read_tag CCProjectZersMambars

Wireshark assertion failure in alloc_address_wmem CCProjectZercMembars
Wireshark static out-of-bounds reads while accessing ett_zbee_zcl_pwr_prof_enphases ccrrjsctZeroMembers



Trophyc AdoberFlash

AHave been fuzzing Flash for many years now (hundreds of
vulnerabilities reported), but only recently started targeting the

ActionScriptLoader() ) class.

AOfficial documentation onlynentionsJPG, PNG, GIF and SWF as

supported input formats:

The Loader class is used to load SWF files or image (JPG, PNG, or GIF) files.



http://help.adobe.com/en_US/FlashPlatform/reference/actionscript/3/flash/display/Loader.html

Trophyc AdoberFlash

A After several hours of fuzzing, | observed two sudden peaks in the number of

covered traces.
AThefuzzerRA 8 O2 USNBR (KS a! ¢Cé |yR aLLé &aa
ATF Adobe TFexture Format fon StageBahd IXRIPEG XRiles!

A Two complex file formats whose support is not documented anywhere, as far as | searched.

A Immediately after, we started to observe tons of interesting crashes to pop up.

A4 vulnerabilities already fixed by Adobe, many more to come.



Conpus-posprocessing

A lf the files in your corpus are stored in a way which makes them difficult to mutate
(compression, encryption etc.), some preprocessing may be in order:

A SWF appletare typically stored in LZM@2 YLINS a8 a8 SR F2NXY oa/ 2{¢ ariy
dzy O2 YLINFAASR (2 2NAIAYLIFE F2N¥Y o6ac2{¢ arayl ddz
A PDF documentsypically have most binary streams compressed with Deflate or other algorithms,

but may be easily decompressed.
pdftk < doc.pdf-outpubdocunc. paf uncompress

ATypelfontd NB I f 6 e8ad aSYONERBLIISRE GAUOK | &aAYLIX S OA
prior to fuzzing.

Al YR a2 2y X



Running the target



Commaneline vscgraphicalapplications

ALY Y& SELISNASYyOSzZ AidQa 3IASYSNIffe LINSTSNN
utility.
A Quite common on Linux, less so on Windows.

A Most opensource libraries ship with ready testing tools, which may provide great or poor
coverage of the interfaces we are interested in fuzzing.

A In case of bad or neaxistent executable tools, it definitely pays off to write a thorough one on your own.
A Much cleanerin terms of interaction, logging, staup time, etc.

A Nothing as annoying as having to develop logic to click through various application prompts, warnings and
errors.

ALQY t221Ay3 0 &2dzZ2 aAONRaA2Fd hFTFFAOSO®



Graphicakapplications on Linux

A On Linux, if you have no other choice but to run the target in graphical mode (most likely-closed
source software, otherwise yaio have a choice), you can uxgfl
A X virtualframebutfer
A Trivial to start the serves Xvib :1

A Equally easy to start the clierft:DISPLAY=:1 /pathito/your/app

A Pro tip: for some applications, the amount of input data processed depends on the amount of
data displayed on the screen.
A The case of Adobe Reader.
A In such cases, make your display as large as possibléth Zscreen08192x8192x24/1

A In command line, set the Reader window geometry to match the display resolution:
$ acrareadd Zgeometry,500x80000.






Graphicabprograms:have -commeane
options, itoo!

$./ acroread -help
Usage: acroread [options] [list of files]
Run' acroread - help' to see a full list of available command line options.

Options:

-- display=<DISPLAY> This option specifies the host and display to use.

-- screen=<SCREEN> X screen to use. Use this options to override the screen part of the DISPLAY environment
variable.

-- sync Make X calls synchronous. This slows down the program co nsiderably.

- geometry [<width>x<height>][{+| -}<x offset>{+|  -}<y offset>] Set the size and/or location of the document windows.

- help Prints the common command - line options.

- iconic Launches in an iconic state on the desktop.

-info Lists out acroread Installation Root, Version number, Language.

- tempFile Indicates files listed on the command line are temporary files and should not be putin
the recent file list.

- tempFileTitle <title> Same as -tempFile , except the title is specified.

- toPostScript Converts the given pdf_files  to PostScript.

- openinNewlnstance It launches a new instance of acroread process.

- openinNewWindow Same as OpeninNewlnstance . But it is recommended to use OpeninNewlInstance . openinNewWindow
will be deprecated.

- installCertificate <server -ip > <server -port> Fetches and installs client - side certificates for authentication to access the server
while creating secured connections.

- installCertificate [ - PEM} DER] <PathName> Installs the certificate in the specified format from the given path to the Adobe Reader
Certificate repository.

-v, -version Print version information and quit.

la Switch used to pass the file open parameters.



WKA S 2t SIQNBierl G ! R20 S

AWe performed lots of Adobe Reader for Linux fuzzing back in 2012 and 2013.
A Dozens of bugs fixed as a result.
Al G 2yS LRAYU ' R20S RA&AO02YUAYdzZSR wSI R
9.5.5 released on 5/10/13.
AlIn 2014, | had a much better PDF corpus and mutation methods than before.

A.dzi AG ¢l a adatt YdzOK SIFaAaASNI F2NJ YS (2 7Tdz

A Could | have any hope that crashes from Reader 9.5.5 for Linux would be reproducible on
Reader X and Xl for Windows / OS X?



766 crashes inmtotal

A11 of them reproduced in thefatest versions of Adobe Reader for
Windows (fixed IlAPSB148, APSB140).

» Mateusz Jurczyk of Google Project Zero and Gynvael Coldwind of Google Security Team (CVE-
2014-8455, CVE-2014-8456, CVE-2014-8457, CVE-2014-5458, CVE-2014-8459, CVE-2014-8460,
CVE-2014-8461, CVE-2014-9158, CVE-2014-9159)

o Mateusz Jurczyk of Google Project Zero and Gynvael Coldwind of Google Security Team (CVE-
2014-9160, CVE-2014-9161)
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AThere are certain behaviors undesired during fuzzing.

A Installation of generic exception handlers, which implement their own logic instead
of letting the application crash normally.

A Attempting to establish network connections.
A Expecting user interaction.

A Expecting specific files to exist in the file system.

AOn Linux, all of the above actions can be easily mitigated with a dedicated
LD PRELOAdhared object]



Disabling customxexception handling

sighandler t signal (int signum, sighandler t handler ) {
return (sighandler t )O;

}

Int sigaction (int signum, const void *act, void *oldact ) {
return O;

}



Disabling networkcconnections

Int socket (int domain, int type, int protocol ) {
if (domain == AF_INET || domain == AF _INETG {
errno = EACCES
return - 1;

return org_socket (domain, type, protocol );
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Fuzzingthe command line

A Some projects may have multiple command line flags which we might want to flip
randomly (but deterministically) during the fuzzing.

AIn opensource projects, logic could be added to commdind parsing to seed the
options from the input file.
A Not very elegant.

A Would have to be maintained and merged with each subsequent fuzzed version.

A Solution:external target Jauncher

A Example: hash the first 4096 bytes of the input file, randomize flags based on that seed, call
execve() .



FEFmpegommand line

$ ffmpeg -y -i /path/to/input/file -f <output format>  /dev/null



FFmpe@vailable formats

$./ ffmpeg Zformats

File formats:
D.
E

Demuxing supported

Muxing supported

D 3dostr 3DO STR

E 392 3GP2 (3GPP2 file format)
E 3gp 3GP (3GPP file format)
D 4xm 4X Technologies

<300 lines omitted >

D xvag Sony PS3 XVAG
D xwma Microsoft xXWMA
D vyop Psygnosis YOP

DE yuv4dmpegpipe YUVAMPEG pipe



FFmpegvrapper!/logic

char * const args|[] = {
ffmpeg_path |,

oy
sample_path ,

g

encoders [ hash % ARRAY_SIZEencoders )],
" /dev/null

NULL

3

execve ( ffmpeg_path , args, envp);
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AFreeType2 has a convenient commadime utility calleditbench

A Runs provided font through 12 tests, exercising various library API interfaces.

A As the name implies, it is designed to perform benchmarking.

AWhen you run it with no special parameters, it takes a while to complete:

$time ftbench /path/to/font
A

reall Om25:071s
user 0m23.513s
sys 0ml1l.522s



HeSNBQ& o)

$ ftbench /path/to/font

ftbench results for font “/path/to/font’

family: Family
style: Regular

number of seconds for each test: 2.000000

executing tests:
Load 50.617 us/op
Load_Advances (Normal) 50.733 us/op
Load_Advances (Fast) 0.248 us/op
Load_Advances (Unscaled) 0.217 us/op

Render 22.751 us/op

Get_Glyph 5.413 us/op
Get_CBox 1.120 us/op
Get_Char_Index 0.326 us/op
Iterate CMap 302.348 us/op
New_Face 392.655 us/op
Embolden 18.072 us/op

Get_BBox 6.832 us/op



L didn RARYQU: lcAstiNA. 1S Y S

A Each test was running for 2 seconds, regardless of how long a single iteration took.

AThe-c 11 flag to the rescue:

number of iterations for each test: at most 1

number of seconds for each test: at most 2.000000
A

real 0ml1.748s

user 0ml1l.522s

Sys 0m0.124s

Al vyR GKI{iQa FT2NJ I O2YLX SE F2yiX GKS alLl

A Still managed to find quite a few bugs with the slow fuzzing.
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ASome fuzzing targets are extremely fast.

A Typically seltontained, opersource libraries with a simple interface, e.g. regex

engines, decompressors, image format implementations etc.

A Each iteration may take much less than 1ms, potentially enabling huge iterations/s
ratios.
Aln these cases, the outf-process mode becomes a major bottleneck, as a
process start up may take several milliseconds, resulting in most time spent

In execve () rather than the tested code itself.



Wy Rieng K Soye o @<2tdzetK I @S |

A Solution #1: the Fork Server, as first introduced by AFL in October 2014, implemedgthby
Horn.

A execve () once to initialize the process address space, then fumk() in a tight loop directly before
main() .

A Detailed description of O Y BlatyF@angandom programs withougxecvé).

A Solution #2: improcessuzzing
A Relatively easy to achieve wiiddressSanitizeBanitizerCoveragand their programmatic API.

A LibFuzzeis a ready to use iprocess, coveragguidedfuzzerdeveloped by the author of the two projects
mentioned above.

A One of the two options is extremely encouraged for very fast targets, as they may easily result in a
speed up of Z 10x and more.


https://lcamtuf.blogspot.com/2014/10/fuzzing-binaries-without-execve.html

Mutating dlata



Mutating iinputs

AObviously highly dependent on the nature of the input data.

ADedicated mutation algorithms may be better then generic ones, if designed
properly.
A Sometimes even required, if the data is structured in a very peculiar format

which gets trivially corrupted by applying random mutations.



Mutating iinputs

Aln most scenarios, however, universal approaches do very well for most
realworld file format parsers.

A As evidenced by hundreds of vulnerabilities discovered by such fuzzers.

A If parts of the format areensitiveor provide a skeleton for the rest of the data, it
might be easier to exclude them from mutations, or perform pasttation fixups.

A Writing a dedicated mutator / protocol specification / etc. also puts us at riskeof
human factorg we may fail to think of some constraints which could trigger crashes.

A Generic, dumb mutations will never fail us: they may not hit a specific condition due to
probability, but surely not because of our stupidity.



Mutating iinputsc algorithms

A1 have dield-testedset of mutators which appear to be quite effective for binary blobs, especially
In combination with coverage guidance.
A bitflipping ¢ flipping between 1 and 4 consecutive bits in a specific byte.
A byteflipping ¢ completely replacing a specific byte with a random one.
A specialintscA Y ASNIOA2Y 2F aodlLJSOA HNT MNINTSBOND i difefent 9 A ROK H |
endianness.
A add subtract binaryc binary addition and subtraction of random values at random offsets in the stream.
A chunk spewc taking a data chunk from one location in the input and inserting it into another one.

A append / truncatec appending data (random or based on existing input) at the end of the sample, or
truncating it to a specific size.



Mutating inputsc algorithms

Alt still pays off to have some tespecific mutators in your arsenal, too.

Aflip numbersc increasing, decreasing, or completely replacing textual numbers

found in the input stream.

A attribute mangle ¢ automaticallydetectingthe structure of tags and attributes in the

Input stream, andemovingthem orshufflingaround.

A Both above algorithms work great e.g. with PDF files (together with regular mutators

to flip bits in the embedded binary streams).

Al YR 2F O2dzNBS f SU QaRagamsmutBtBrNAE S G | 0 2



Mutation ratios

ALFT ¢S R2y QU YI1S 2N SYF2NOS lyé | aadzYLIiA2ya
VdzYOo SN 2F Ydzil 6A2ya&a R2SayQi az2dzyR ftA1S I 3INE
A Modifying 4 bytes out of 16 obviously has a completely different impact than changing 4 in 1048576 (one
megabyte).
A Instead, a percentage amount of data can be malformed, which makes the number of mutations
proportional to the input size.

A As anything in fuzzing, havifigedratios is also not a great idea.
A Various file formats have various structures, data densities, metadata/data ratios etc.
A Various software have various tolerance towards faults in the processed input.

A As a result, | believe mutation ratios should be adjusted paraalgorithm, per-target and per-format basis.



Mutation ratios

ATo give the fuzzer even more freedom (and potentially trigger more
AYVOSNBAGAYI LINRPINFY adlFidisSaos GKS N
{algorithm, target, format}.

AWe can just decide on a range of ratios to pick from during each iteration.

AFurthermore, we can allow the chaining of different mutation algorithms,

and have a list of all the different chains.

Al SGQa Ottt UKA&a 20SNYff ALISOATAOI



Whenissarmutationtstrategy dsoptimal?

ABased on experimental data and experience, | believe that a mutation
strategy Is most optimal if the target succeeds to fully process the

mutated data~50%of the time, and likewise fails50%of the time.

AThis means that that mutated samples ame the vergeof being correct,
GKAOK aSSya G2 06S 0KS NARIKUG oFflyoOsS
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Automaticrmutation-evaluation

AWith the help of code coverage guidance, the need for manual mutation
strategy configuration could be completely avoided.

A The fuzzer could autonomously determine the most effective algorithms, ratios and

their chainings.

A Together with portions of the input most useful to mutdtethe first placeas an
SEGlSyan2y Aiit@naticaly infeiridgTil© syntax withfl-analyze

A This would massively simplify the fuzzing process for regular users, and also reduce

out one morehuman factorfrom the pipeline.


http://lcamtuf.blogspot.com/2016/02/say-hello-to-afl-analyze.html

Detecting-and handling crashes



Bugdetection

A2 SOQNB t2y3 LI ad GKS SN 2F 2dzad o1
bug.
A Most software misbehaviors are much more subtle then very explicit access
violations.
Alnstead of passively waiting for one of the default indicators to show up,
we should actively seek ways to improve the detection ratio.

A Some seemingly harmless conditions might represent serious problems, others not,
6dzi AGQ&a RSTAYAUGSteée J22R G2 1y2gé | 02dz



Bugdetectiorc Linux (Valgrind)

AMost obvious choice which has been around since evaigrind

A Detects memory oubf-bounds reads and writes, and use of uninitialized memory.
A Extremely slow, often beyond practical usability in fuzzing (just crash triage).

A Mostly just focuses on the heaperror detection on stack and in static memory is

weak to nonexistent.

A May still turn out to be useful for Lintonly, closeasource software (quite an

oxymorond ).



Bugdetectiore Linux (custom lallocators)

ALT &2dzONB 02 y-ehthd/bEyR a tust@rdaliocatoSnlith
your desired properties is not too difficult to write.

A malloec hookk, freechookk, reallocohaokok etc.J

AEnables you to decide about the overhead/features ratio with a very high

accuracy, depending on system resources available.

AAt the very least, usBIALILOC.ICHECK, which enables additional

heap consistency checks in the default ifnplementation



Bugdetectiore Linux (ASAN)

A Your best choice currentlddressSanitizeisince around 2011).
A Runtime instrumentation added to binary at compile time (clang, gcc).
A Low overhead (CPU ~2x, memory ~3Xx).

A Detects almost all imaginable types of memory errors
A out-of-bounds reads and writes to and from stack, heap, static and other memory regions.
A useafter-free, doublefree and other heap mismanagements.

A useafter-return.

A Provides verbose error reports.

A Easily controllable with a set of flags in tA&AN 0OPTIONSvironment variable.
A Makes it pluggable into an automated fuzzing infrastructure.

A Provides a programmatic API, e.g. a callback on process crash, to save the faulty test case.

A Facilitates ifprocess fuzzing.



Bugdetectiore Linux (ASAN)

$ .Ja.out
==5587==ERROR: AddressSanitizer: heap - use- after -free on address 0x61400000fe44 at pc 0x47b55f bp 0x7ffc36028200 sp 0x7ffc36b281f
READ of size 4 at 0x61400000fe44 thread TO

#0 0x47b55e in main /home/test/example_UseAfterFree.cc:7

#1 Ox7f15cfe71bl4 in __libc_start_main (/lib64/libc.s0.6+0x21b14)

#2 0x47b44c in _start (/root/a.out+0x47b44c)

0x61400000fe44 is located 4 bytes inside of 400 - byte region [0x61400000fe40,0x61400000ffd0)
freed by thread TO here:

#0 0x465da9 in operator delete[](void*) (/root/a.out+0x465da9)

#1 0x47b529 in main /home/test/example_UseAfterFree.cc:6

previously allocated by thread TO here:
#0 Ox465aa9 in operator new[](unsigned long) (/root/a.out+0x465aa9)
#1 0x47b51e in main /home/test/example_UseAfterFree.cc:5

SUMMARY: AddressSanitizer: heap - use- after - free /home/test/example_UseAfterFree.cc:7 main
Shadow bytes around the buggy address:

0x0c287fffof70: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c287fffof80: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c287fffofo0: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c287fffofa0: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c287fffofb0: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa
=>0x0c287fffofcO: fa fa fa fa fa fa fa fa [fd]fd fd fd fd fd fd fd

0x0c287fffofd0: fd fd fd fd fd fd fd fd fd fd fd fd fd fd fd fd



Bugdetectiorc Linux (KASAN)

BUG: AddressSanitizer: out of bounds access in kmalloc_oob_right+0x65/0x75 [test_kasan] at addr ffff8800693bc5d3
Write of size 1 by task modprobe/1689

BUG kmalloc - 128 (Not tainted): kasan error

Disabling lock debugging due to kernel taint
INFO: Allocated in kmalloc_oob_right+0x3d/0x75 [test_kasan] age=0 cpu=0 pid=1689
__slab_alloc+0x4b4/0x4f0
kmem_cache_alloc_trace+0x10b/0x190
kmalloc_oob_right+0x3d/0x75 [test_kasan]
init_module+0x9/0x47 [test_kasan]
do_one_initcall+0x99/0x200
load_module+0x2ch3/0x3b20
SyS_finit_module+0x76/0x80
system_call_fastpath+0x12/0x17
INFO: Slab 0xffffea0001a4ef00 objects=17 used=7 fp=0xffff8800693bd728 flags=0x100000000004080
INFO: Object 0xffff8800693bc558 @offset=1368 fp=0xffff8800693bc720

Call Trace:
[<ffffffff8 Llcc68ae>] dump_stack+0x46/0x58
[<ffffffff811fd848>] print_trailer+0xf8/0x160



Bugdetectiort Linux( (MSAN,SFSAN; UBSAN)

A Lots of other Sanitizers from the same family to choose from:
A MSAN use of uninitialized memory
A TSANdata races related to threading
A UBSANdetection of undefined behavior in C/C++

A MSAN and TSAN potentially useful in security.

A Especially MSAN, which may indicate information disclosure issues in critical software which should not leak data (image
parsers, SSL libraries).

A UBSAN probably less so, as the naissignal rate is very high, but it may still point out fragile code areas
for further investigation.

A There are also other error detection tools suchDasMemory but | have very little experience with them, so
g2y QG 0SS 3JA2Ay3 Ayid2 RSOGlIAfao®



Bugdetectiorc Windows

AUsermode: Page-Heafpart of Application Verifiex

AKernelmode: SpecialPPool@art of Driver Verifiey.

ATo my knowledge, currently the most efficient ways to detect subtle errors
on the heaps / pools.

A Main overhead related to memory usage (two pages per each single allocation).

A Make sure you have enough RAM on your test machine.



Bugdetectiore Windows!kernel

A One type of errors difficult to detect are invalid accesses to-usele memory in the
Windows kernel.

A Most userfacing kernel code (system call handlers etc.) expect such invalid accesses to
happen.

A Instead of expensive memory locking, all code operating on input data is wiayifiea generic
try{}catch(){} exception handler.

A Often covers othenearbycode areas, nohaving anything to do with user pointers.
A Reverts back any state changes and returns with an error code.

A May mask many legitimate bugs which manifest through accessing invalignaster memory
(NULL pointer dereferences, overwritten / uninitialized pointers etc.).



Bugdetectiore Windows!kernel

AThe situation is not as bad / hopeless as it may seem.

ANot all code locations are wrapped with the generic handler.

ABad accesses to keraglode or noncanonical addresses cannot be handled
gracefully.

A If the error condition results e.g. in an overwritten data pointer, we can hope that

eventuallythe MSB bit (or one of the 16, in casex64) will be set, leading to a crash.



Bugdetectiore Windows!kernel

AA quick and dirty hack is to patch theSEH rproleg4 calls in the kernel
Y2ZRdzf S& @2dzOQNB AYUSNBaUSR Ay o
A On disk or preferably in memory.

A push offsetet except chandlen 4 A push Oxaablbecdd

AYou have to be very careful with your interactions with the kernel then, as any invalid
pointer passed to it will immediately result in system bugcheck.

AAnother, perhapsnorea St Sl yié¢ az2ftdziazy Aa SE
Implemented in theoctlfuzzer project



https://code.google.com/archive/p/ioctlfuzzer/

Crashideduplication

AConsidering we have a crash with a correctly unwinded stack trace,

how do we deduplicate it from other crashes we already khow
Al SGQa 02y IS NIoa@tKyS2(yON,dvHich @dichndiga G 2

use as a unigue identifier.



Canonicalstacktracerform
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00000401213
00000401213
00000401e81
Tfffebcdfll
00000401213
00000401e81
Tfffebcdfll
000004016be
7fffebcd3d1
7fffebcd5f5
7fffebcd3d1
7fffebcd5f5
7fffebcd1d7
7fffebcd6e3
00000401fe5
7fffebcdd87



Stagell:extractronly:page offséts\(low 12 bits

00000401213
00000401213
00000401e81
7fffebcd 11
00000401213
00000401e81
7fffebcd 11
000004016be
7fffebcd 3d1
7fffebcd 5f5
7fffebcd 3d1
7fffebcd 55
7fffebcd 1d7
7fffebcd 6e3
00000401fe5
7fffebcd d87

© © N o g bk~ 0D RE

e e~ e o e =
©o o &~ 0 N P O



Stagell:extractronly:page offséts\(low 12 bits

1. 213
2. 213
3. e8l
4. f11
5. 213
6. e8l
7. fl1
8. ©6be
9. 3d1
10. 5f5
11. 3d1
12. 5f5
13. 1d7
14. 6e3
15. feb5

16. d87



Stage 2:dold all-repetitions ofilength 1.2 N/2

1. 213
2. 213
3. e8l
4. f11
5. 213
6. e8l
7. fl1
8. ©6be
9. 3d1
10. 5f5
11. 3d1
12. 5f5
13. 1d7
14. 6e3
15. feb5

16. d87



Stage 2:dold all-repetitions ofilength 1.2 N/2

1. 213
2. e81
3. fi1
4. 213
5. e81
6. fl1
7. 6be
8. 3d1
9. 5f5
10. 3d1
11. 5f5
12. 1d7
13. 6e3
14. feb5

15. d87



Stage 2:dold all-repetitions ofilength 1.2 N/2

213
e8l
f11

213
e8l
f11

6be

© N O K~ NP

3d1
9. b5f5
10. 1d7
11. 6e3
12. feb
13. d87



Stage 2:dold all-repetitions ofilength 1.2 N/2

213
edl
f11
6be
3d1
5f5
1d7
6e3
fe5
10. d87

© © N o a0 bk~ WD PRE

Final unique ID:

| Ass { I stcAR s Astskz AA A sls Abased3bd2dct5a7AdS#8 AN S5 49107




Canonicalistack:tracerform

A The compression can be implemented in €¢me, or O(A) with hashing / smarter algorithm.
As52Say Qi NBlLFfte YFGGSNI Fa adal o1 GNXOSa KIF@S GeLhol

A Pros:
A Universal, foolLIN2 2 ¥ | LILINR I OKZ R2Say Qi NBIldzANBE lye (1yz2¢6fSR

A Very good at deduplicating deep recursions and highly nested traces with recurring patterns.

A Cons:

A Loses some information by not considering the executable image, or exact offset within it (only the page

offset of each address).
A Fails deduplicating two exact traces with minimally different call sites.
A52Say Qi dzaS (0KS 22Ay( | ¢ehtoddSdegicatiorfethddirelies éniihle O1 G NJ O

unigueness of the generated identifier.



The Windoﬁel foflzzing



