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User ҭ kernel communication



OS design fundamentals

ÅUser applications run independently of other programs / the kernel.

ÅWhenever they want to interact with the system, they call into the 

kernel.

ÅRing-3 memory is the i/o data exchange channel.

ÅAlso registers to a small extent.



Life of a system call

User-mode Program
Shared Memory

(user-mode)
System Kernel

Write input data

Invoke system call

Read input data

Write output data

Return to user space

Read output data

Syscall logic
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In a perfect world...

ÅWithin the scope of a single system call, each memory unit is:

1. Read from at most once, securely.

... then ...

2. Written to at most once, securely, only with data intended for user-mode.



In reality (double fetches)

Read from at most once, securely.

ÅSubject of the original Bochspwnstudy in 2013 with Gynvael Coldwind.

ÅPossible violation: double(or multiple) fetches, may allow race conditions 

to break code assumptions Ҧbuffer overflows, write-what-where

conditions, arbitrary reads, other badness.

ÅDozens (40+) vulnerabilities reported and fixed in Windows.

ÅA few more just recently (CVE-2017-0058, CVE-2017-0175).



Kernel double fetches



In reality (unprotected accesses)

Read from/written to at most once, securely.

ÅThe kernel can almost never know if a user pointer is valid before actually 

operating on it.

ÅAll accesses must be guarded with try/except blocks.

ÅThis is well documented and understood, but...

ÅFailure to set up exception handling Ҧunhandled exception Ҧsystem 

crash.

ÅLocal authenticated DoS condition only, not fixed in bulletins by Microsoft.



Exception handler record

struct _EH3_EXCEPTION_REGISTRATION

{

struct _EH3_EXCEPTION_REGISTRATION * Next ;

PVOID ExceptionHandler ;

PSCOPETABLE_ENTRY ScopeTable;

DWORDTryLevel ;

};



Microsoft C/C++ Compiler exception handling

PAGE:00671CF3 mov     [ebp+ms_exc.registration. TryLevel ], 1

PAGE:00671CFA mov     eax, [ebp+var_2C]

PAGE:00671CFD mov     ecx, [ebp+arg_14]

PAGE:00671D00 mov     [ecx], eax

PAGE:00671D02 mov     [ebp+ms_exc.registration. TryLevel ], 0FFFFFFFEh

Exception handler #1 
active

Exception handler 
disabled

Write to user memory



SEH chains on the stack

nt!SeCaptureSecurityDescriptor

nt!ObpCaptureObjectCreateInformation

nt!ObCreateObject

nt!AlpcpCreateConnectionPort

nt!NtAlpcCreatePort

nt!KiSystemServicePostCall

TryLevel=1

TryLevel=0

TryLevel=0xFFFFFFFE

fs:[0]

ÅIf there are no positive TryLevel in the SEH chain at the time of a user-

mode memory access, it may be used to trigger a BSoD.



Actual bugs found and documented



In reality (PreviousMode)

Read from/written to at most once, securely.

ÅThere is a global variable in Windows called PreviousMode .

ÅIndicates if the current kernel service was invoked from user-mode 

(UserMode) or the kernel (KernelMode ).

ÅAccesses to user-mode memory while PreviousMode=KernelMode

can indicate bugs.

ÅKernel code may trust data/pointers that should not be trusted.



In reality (double writes)

Written to at most once, securely, ...

ÅWhy would the kernel write to a specific address more than once?

Å/ƻŘŜ ƴƻǘ ǊŜŀƭƛȊƛƴƎ ƛǘΩǎ ƻǇŜǊŀǘƛƴƎ ƻƴ ǳǎŜǊ ǇƻƛƴǘŜǊ ŀƴŘ ǳǎƛƴƎ ƛǘ ŦƻǊ ǘŜƳǇƻǊŀǊȅ ǎǘƻǊŀƎŜΚ

ÅWhat is stored in memory before the final write?

ÅA normal synchronous user-mode client would never see that data.

ÅMay indicate some strange/fishy behavior for follow-up analysis.



In reality (read-after-write)

Read from [...] then written to [...]

ÅReading from user-space after already having written to it.

ÅAgain, why? Kernel code mistreating pointer as trusted / exclusive?

ÅWhat happens if we change it in between? Does the function make 

any assumptions?

ÅAnother good indicator of interesting or sensitive areas of code.



In reality (other heuristics)

ÅUser-mode accesses with very deep callstacks.

ÅSuch reads/writes should mostly occur in top-level syscall handlers.

ÅThe more nested the callstack, the less the code expects to be operating on ring-3 memory.

ÅUser-mode accesses with the first enabled exception handler very high up the callstack.

ÅIndicator of very broad try/except blocks.

ÅJumping across a number of functions back to the exception handler may leave dangling state in any 

of them.

ÅListing all user-mode accesses in general.

ÅEnumerating new attack surface.

ÅPotentially useful in aiding other methods of bughunting, e.g. static analysis.



The subject of this talk

Written to at most once, securely,

only with data intended for user-mode



Writing data to ring-3

ÅSystem calls

ÅAlmost every single one on any system.

ÅIOCTLs

ÅA special case of syscalls, but often have dedicated output mechanisms.

ÅUser-mode callbacks

ÅSpecific to the graphical win32k.sys subsystem on Windows.

ÅException handling

ÅBuilding exception records on the user-mode stack.



The easy problem ςprimitive types

NTSTATUS NtMultiplyByTwo ( DWORDInputValue , LPDWORDOutputPointer ) {

DWORDOutputValue ;

if ( InputValue != 0) {

OutputValue = InputValue * 2;

}

* OutputPointer = OutputValue ;

return STATUS_SUCCESS;

}

Uninitialized if 
InputValue == 0



The easy problem ςprimitive types

ÅDisclosure of uninitialized data via basic types can and will occur, but:

Åis not a trivial bug for developers to make,

Åcompilers will often warn about instances of such issues,

Åleaks only a limited amount of data at once (max 4 or 8 bytes on x86),

Åmay be detected during development or testing, since they can be functional 

bugs.

ÅNot an inherent problem to kernel security.



The hard problem ςstructures and unions

typedef struct _SYSCALL_OUTPUT {

DWORDSum;

DWORDProduct ;

DWORDReserved ;

} SYSCALL_OUTPUT, * PSYSCALL_OUTPUT;

NTSTATUS NtArithOperations ( DWORDInputValue , PSYSCALL_OUTPUT OutputPointer) {

SYSCALL_OUTPUT OutputStruct;

OutputStruct . Sum = InputValue + 2;

OutputStruct . Product = InputValue * 2;

RtlCopyMemory( OutputPointer , &OutputStruct , sizeof ( SYSCALL_OUTPUT)) ;

return STATUS_SUCCESS;

}

Never initialized 
ōŜŎŀǳǎŜ αǊŜǎŜǊǾŜŘέ



The hard problem ςstructures and unions

typedef union _SYSCALL_OUTPUT {

DWORDSum;

QWORD LargeSum;

} SYSCALL_OUTPUT, * PSYSCALL_OUTPUT;

NTSTATUS NtSmallSum( DWORDInputValue , PSYSCALL_OUTPUT OutputPointer) {

SYSCALL_OUTPUT OutputUnion;

OutputUnion . Sum = InputValue + 2;

RtlCopyMemory( OutputPointer , &OutputUnion , sizeof ( SYSCALL_OUTPUT)) ;

return STATUS_SUCCESS;

}

3B 05 00 00

?? ?? ?? ??

Sum
LargeSum

High 32 bits 
uninitialized because 

never used



The hard problem ςstructures and unions

typedef struct _SYSCALL_OUTPUT {

DWORDSum;

QWORD LargeSum;

} SYSCALL_OUTPUT, * PSYSCALL_OUTPUT;

NTSTATUS NtSmallSum( DWORDInputValue , PSYSCALL_OUTPUT OutputPointer) {

SYSCALL_OUTPUT OutputStruct;

OutputStruct . Sum = InputValue + 2;

OutputStruct . LargeSum = 0;

RtlCopyMemory( OutputPointer , &OutputStruct , sizeof ( SYSCALL_OUTPUT)) ;

return STATUS_SUCCESS;

}

3B 05 00 00

00 00 00 00 00 00 00 00

Sum Padding

LargeSum

?? ?? ?? ??

Uninitialized 
structure alignment



The hard problem ςstructures and unions

ÅStructures and unions are almost always copied in memory entirely.

Å²ƛǘƘ Ƴŀƴȅ ŦƛŜƭŘǎΣ ƛǘΩǎ Ŝŀǎȅ ǘƻ ŦƻǊƎŜǘ ǘƻ ǎŜǘ ǎƻƳŜ ƻŦ ǘƘŜƳΦ

Åor they could be uninitialized by design.

ÅUnions introduce holes for data types of different sizes.

ÅCompilers introduce padding holes to align fields in memory properly.

ÅCompilers have little insight into structures (essentially data blobs):

Ådynamically allocated from heap / pools.

Åcopied in memory with memcpy() etc.



?? ?? ?? ?? ?? ??

The hard problem ςfixed-size arrays

NTSTATUS NtGetSystemPath( PCHAROutputPath ) {

CHARSystemPath[ MAX_PATH] = " C:\ \ Windows\ \ System32" ;

RtlCopyMemory( OutputPath , SystemPath, sizeof ( SystemPath)) ;

return STATUS_SUCCESS;

}

?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ??

?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ??

?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ??

43 3A 5C 57 69 6E 64 6F 77 73 5C 53 79 73 74 65 6D 33 32 00

Uninitialized unused 
region of array



The hard problem ςfixed-size arrays

ÅMany instances of long fixed-size buffers used in user ҭ kernel data exchange.

ÅPaths, names, identifiers etc.

ÅWhile container size is fixed, the content length is usually variable, and most storage ends up 

unused.

ÅFrequently part of structures, which makes it even harder to only copy the 

relevant part to user-mode.

ÅMay disclose huge continuous portions of uninitialized memory at once.



The hard problem ςarbitrary request sizes

NTSTATUS NtMagicValues( LPDWORDOutputPointer , DWORDOutputLength ) {

if ( OutputLength < 3 * sizeof ( DWORD)) {

return STATUS_BUFFER_TOO_SMALL;

}

LPDWORDKernelBuffer = Allocate ( OutputLength ) ;

KernelBuffer [ 0] = 0xdeadbeef ;

KernelBuffer [ 1] = 0xbadc0ffe ;

KernelBuffer [ 2] = 0xcafed00d ;

RtlCopyMemory( OutputPointer , KernelBuffer , OutputLength ) ;

Free ( KernelBuffer ) ;

return STATUS_SUCCESS;

}

EF BE AD DE

FE 0F DC BA

0D D0 FE CA

?? ?? ?? ??

?? ?? ?? ??

?? ?? ?? ??

?? ?? ?? ??

?? ?? ?? ??

?? ?? ?? ??

Uninitialized data in 
reduntant array 

entries



The hard problem ςarbitrary request sizes

ÅCommon scheme in Windows ςmaking allocations with user-controlled size and 

passing them back fully regardless of the amount of relevant data inside.

ÅMay enable disclosure from both stack/heap in the same affected code.

ÅKernel often relies on stack memory for small buffers and falls back to pools for large ones.

ÅOften leads to large leaks of a controlled number of bytes.

ÅFacilitates aligning heap allocation sizes to trigger collisions with specific objects in memory.

ÅGives significantly more power to the attacker in comparison to other bugs.



Extra factors: no automatic initialization

ÅNeither Windows nor Linux pre-initialize allocations (stack or heap) by 

default.

ÅExceptions from the rule mostly found in Linux: kzalloc() , __GFP_ZERO, 

PAX_MEMORY_STACKLEAKetc.

ÅBuffered IOCTL I/O buffer is now always cleared in Windows since June 2017 (new!)

ÅResulting regions have old, leftover garbage bytes set by their last user.

ÅFrom MSDN:



Extra factors: no visible consequences

Å/κ/ҌҌ ŘƻƴΩǘ ƳŀƪŜ ƛǘ Ŝŀǎȅ ǘƻ ŎƻǇȅ Řŀǘŀ ǎŜŎǳǊŜƭȅ ōŜǘǿŜŜƴ ŘƛŦŦŜǊŜƴǘ 

ǎŜŎǳǊƛǘȅ ŘƻƳŀƛƴǎΣ ōǳǘ ǘƘŜǊŜΩǎ ŀƭǎƻ ƘŀǊŘƭȅ ŀƴȅ ǇǳƴƛǎƘƳŜƴǘΦ

ÅIf the kernel discloses a few uninitialized bytes here and there, nothing will 

crash and likely no one will ever know (until now J).

ÅIf a kernel developer is not aware of the bug class and not actively 

ǘǊȅƛƴƎ ǘƻ ǇǊŜǾŜƴǘ ƛǘΣ ƘŜΩƭƭ ǇǊƻōŀōƭȅ ƴŜǾŜǊ ŦƛƴŘ ƻǳǘ ōȅ ŀŎŎƛŘŜƴǘΦ



Extra factors: leaks hidden behind system API

User-mode Program User-Mode System API System Kernel

Call API function

Convert arguments and invoke syscall

Syscall logic

Write output with leaks and return

Return the specific requested values

Extract 
meaningful data

Disclosed 
memory lost 

here



Severity and considerations

ÅαWǳǎǘέ ƭƻŎŀƭ ƛƴŦƻ ƭŜŀƪǎΣ ƴƻ ƳŜƳƻǊȅ ŎƻǊǊǳǇǘƛƻƴ ƻǊ ǊŜƳƻǘŜ ŜȄǇƭƻƛǘŀǘƛƻƴ 

involved by nature.

ÅActual severity depends on what we manage to leak out of the kernel.

ÅOn the upside, most disclosures are silent / transparent, so we can 

trigger the bugs indefinitely without ever worrying about system 

stability.



Severity and considerations

ÅMostly useful as a single link in a LPE exploit chain.

ÅEspecially with the amount of effort put into KASLR and protecting information about 

the kernel address space.

ÅOne real-life example is a Windows kernel exploit found in the 

HackingTeam dump in July 2015 (CVE-2015-2433, MS15-080).

ÅPool memory disclosure leaking base address of win32k.sys.

ÅIndependently discovered by Matt Tait at P0, Issue #480.

https://bugs.chromium.org/p/project-zero/issues/detail?id=480


Stack disclosure benefits

ÅConsistent, immediately useful values, but with limited variety and 

potential to leak anything else:

ÅAddresses of kernel stack, heap (pools), and executable images.

Å/GS stack cookies.

ÅSyscall-specific data used by services previously invoked in the same thread.

ÅPotentially data of interrupt handlers, if they so happen to trigger in the 

context of the exploit thread.



Heap disclosure benefits

ÅLess obvious memory, but with more potential to collide with 

miscellaneoussensitive information:

ÅAddresses of heap, potentially executable images.

ÅPossibly data of any active kernel module (disk, network, video, peripheral 

drivers).

ÅDepending on heap type, allocation size and system activity.



Prior work (Windows)

1. P0 Issue #480 (win32k!NtGdiGetTextMetrics , CVE-2015-2433), Matt Tait, July 2015

2. Leaking Windows Kernel Pointers, Wandering Glitch, RuxCon, October 2016

ÅEight kernel uninitialized memory disclosure bugs fixed in 2015.

3. Win32k Dark Composition: Attacking the Shadow Part of Graphic Subsystem,

Peng Qiuand SheFangZhong, CanSecWest, March 2017

ÅHints about multiple infoleaks in win32k.sys user-mode callbacks, no specific details.

4. Automatically Discovering Windows Kernel Information Leak Vulnerabilities,

fanxiaocaoand pjf of IceSwordLab (Qihoo360), June 2017



Prior work (Linux)

ÅIn 2010, Dan Rosenbergwent on a rampage and killed 20+ info leaks in various 

subsystems.

ÅSome of the work mentioned in Stackjacking and Other Kernel Nonsense, presented by Dan 

Rosenberg and Jon Oberheide in 2011.

ÅA number of patches submitted throughout the years by various researchers: 

Salva Peiró, Clément Lecigne, Marcel Holtmann, Kees Cook, Jeff Mahoney, to 

name a few.

ÅThe problem seems to be known and well understood in Linux.



Bochspwn Reloaded design



ÅBochs is a full IA-32 and AMD64 PC emulator.

ÅCPU plus all basic peripherals, i.e. a whole emulated computer.

ÅWritten in C++.

ÅSupports all latest CPUs and their advanced features.

ÅSSE, SSE2, SSE3, SSSE3, SSE4, AVX, AVX2, AVX512, SVM / VT-x etc.

ÅCorrectly hosts all common operating systems.

ÅProvides an extensive instrumentation API.



Performance (short story)



Performance (long story)

ÅOn a modern PC, non-instrumented guests run at up to 80-100M IPS.

ÅSufficient to boot up a system in reasonable time (<5 minutes).

ÅEnvironment fairly responsive, at between 1-5 frames per second.

ÅInstrumentation incurs a severe overhead.

ÅPerformance can drop to 30-40M IPS.

Åstill acceptable for research purposes.

ÅSimple logic and optimal implementation is the key to success.



Bochs instrumentation support

ÅInstrumentation written in the form of callback functions plugged into Bochs through 

BX_INSTRmacros, statically built into bochs.exe.

ÅRich variety of event callbacks:

Åinit, shutdown, before/after instruction, linear/physical memory access, exception, interrupt, ...

ÅEnables developing virtually any logic to examine or steer the whole operating system 

execution.

Åcounting statistics, tracing instructions or memory accesses, adding metadata, altering instruction 

behavior, adding new instructions, ...



Bochs instrumentation callbacks

Å BX_INSTR_INIT_ENV

Å BX_INSTR_EXIT_ENV

ÅBX_INSTR_INITIALIZE

Å BX_INSTR_EXIT

Å BX_INSTR_RESET

Å BX_INSTR_HLT

Å BX_INSTR_MWAIT

Å BX_INSTR_DEBUG_PROMPT

Å BX_INSTR_DEBUG_CMD

Å BX_INSTR_CNEAR_BRANCH_TAKEN

Å BX_INSTR_CNEAR_BRANCH_NOT_TAKEN

Å BX_INSTR_UCNEAR_BRANCH

Å BX_INSTR_FAR_BRANCH

Å BX_INSTR_OPCODE

Å BX_INSTR_EXCEPTION

Å BX_INSTR_INTERRUPT

ÅBX_INSTR_HWINTERRUPT

ÅBX_INSTR_CLFLUSH

ÅBX_INSTR_CACHE_CNTRL

ÅBX_INSTR_TLB_CNTRL

ÅBX_INSTR_PREFETCH_HINT

ÅBX_INSTR_BEFORE_EXECUTION

ÅBX_INSTR_AFTER_EXECUTION

ÅBX_INSTR_REPEAT_ITERATION

ÅBX_INSTR_LIN_ACCESS

ÅBX_INSTR_PHY_ACCESS

ÅBX_INSTR_INP

ÅBX_INSTR_INP2

ÅBX_INSTR_OUTP

ÅBX_INSTR_WRMSR

ÅBX_INSTR_VMEXIT



Core logic

ÅTaint tracking for the entire kernel address space.

ÅRequired functionality:

1. Set taint on new allocations (stack and heap).

2. Remove taint on free (heap-only).

3. Propagate taint in memory.

4. Detect copying of tainted memory to user-mode.



Ancillary functionality

ÅKeep track of loaded guest kernel modules.

ÅRead stack traces on error to deduplicate bugs.

ÅSymbolize callstacks to prettify reports.

ÅBreak into kernel debugger (attached to guest) on error.



Shadow memory representation

Guest OS memory

Kernel land

Shadow memory 

(metadata)

Bochs.exe memory

Å bool   tainted

Å uint32 alloc_size

Å uint32 alloc_base_addr

Å uint32 alloc_tag/flags

Å uint32 alloc_origin

Memory unit descriptor

User land



Shadow memory representation

ÅLinear in relation to the size of the guest kernel address space.

ÅOnly 32-bit guests supported at the moment.

ÅSome information stored at 1-byte granularity, some at 8-byte granularity.

ÅStores extra metadata useful for bug reports in addition to taint.

ÅMax shadow memory consumption:

ÅWindows (2 GB kernel space) ς6 GB

ÅLinux (1 GB kernel space) ς3 GB

ÅEasily managable with sufficient RAM on the host.



Double-tainting

ÅEvery time a region is tainted, corresponding guest memory is also 

padded with a special marker byte.

Å0xAAfor heap and 0xBBfor stack areas.

ÅMay trigger use-of-uninit-memory bugs other than just info leaks.

ÅProvides evidence that a bug indicated by shadow memory is real.

ÅEliminates all false-positives, guarantees ~100% true-positive ratio.



Setting taint on stack

ÅCross-platform, universal.

ÅDetect instructions modifying the ESPregister:

ADD ESP, ... SUB ESP, ... AND ESP, ...

ÅAfter execution, if ESP decreased, call:

set_taint(ESP old , ESP new)

ÅRelies on the guest behaving properly, but both Windows and Linux do.



Setting taint on heap/pools (simplified)

ÅVery system specific.

ÅRequires knowledge of both the allocated address and request (size, 

tag / flags, origin etc.) at the same time.

ÅThen:

set_taint( address , address + size)



Removing taint on heap free

ÅBreak on free() function prologue.

ÅLook up allocation size from shadow memory.

ÅClear all taint and metadata for the whole region.



Taint propagation

ÅThe hard part ςdetecting data transfers.

ÅBochspwn only propagates taint for <REP> MOVS{B,D}instructions.

ÅTypically used by memcpy() and its inlined versions across drivers.

ÅBoth source (ESI) and destination (EDI) addresses conveniently known at the same time.

ÅWe mostly care about copies of large memory blobs, anyway.

ÅBest effort approach

ÅMoving taint across registers would require instrumenting dozens or hundreds of instructions 

instead of one, incurring a very significant CPU overhead for arguably little benefit.



Taint propagation

ÅIf a memory access is not a result of <REP> MOVS{B,D}:

ÅOn write, clear the taint on the memory area (mark initialized).

ÅOn read, check taint. If shadow memory indicates uninitialized read, verify it 

with guest memory.

ÅIn case of mismatch (byte is not equal to the marker for whatever reason), clear taint.

ÅLŦ ƛǘΩǎ ŀ ǊŜŀƭ ǳƴƛƴƛǘƛŀƭƛȊŜŘ ǊŜŀŘΣ ǿŜ Ƴŀȅ ǊŜǇƻǊǘ ƛǘ ŀǎ ŀ ōǳƎ ƛŦ ǊǳƴƴƛƴƎ ƛƴ αǎǘǊƛŎǘ ƳƻŘŜέΦ



Bug detection

ÅActivated on <REP> MOVS{B,D}when ESI is in kernel-mode and EDI

is in user-mode.

ÅCopying an output data blob to user land.

ÅIf there is any tainted byte in the source memory region, report a bug.



[ŜǘΩǎ Ǌǳƴ ƛǘ ŀƎŀƛƴǎǘ ǎƻƳŜ ǊŜŀƭ ǎȅǎǘŜƳǎ



Bochspwn vs. Windows



(Un)tainting pool allocations

ÅA number of pool allocation routines in the kernel:

ÅExAllocatePool , ExAllocatePoolEx , ExAllocatePoolWithTag , 

ExAllocatePoolWithQuotaTag , ExAllocatePoolWithTagPriority

ÅAll eventually call into one: ExAllocatePoolWithTag .

ÅSTDCALL calling convention: arguments on stack, return value in EAX.

ÅBoth request (origin, size, tag) and output (allocated address) available at the same time.

ÅSimilar for untaining freed regions.

ÅExtremely convenient for instrumentation.



ExAllocatePoolWithTag

Callers

ExAllocatePool
ExAllocatePoolEx

ExAllocatePoolWithQuotaTag

ExAllocatePoolWithPriority

EAX allocated address

[ESP] allocation origin

[ESP+4] requested size

[ESP+8] allocation tag



Callers

ExFreePoolExExFreePool

ExFreePoolWithTag

[ESP+4] freed region



Optimized, specialized allocators

Åwin32k!AllocFreeTmpBuffer first tries to return a cached memory region 

(win32k!gpTmpGlobalFree ) for allocations of Җ4096 bytes.

ÅCalled from ~55 locations, many syscall handlers.

ÅCan be easily patched out to always use the system allocator.



Propagating taint and detecting bugs

ÅThe standalone memcpy() function in drivers is implemented mostly as

rep movs .

ÅStill some optimizations left which transfer data through registers.

ÅAll instances of memcpy() have the same signature ςthey can be patched to only use

rep movs on disk or at run time in kernel debugger.

ÅInlined memory copy is typically also compiled to rep movs .

Å!ǎ ŀ ǊŜǎǳƭǘΣ ǘǊŀŎƪƛƴƎ Ƴƻǎǘ ǘǊŀƴǎŦŜǊǎ ƻŦ ƭŀǊƎŜ Řŀǘŀ ōƭƻōǎ ǿƻǊƪǎ ǿƛǘƘ .ƻŎƘǎǇǿƴΩǎ 

universal approach.



Windows 7 memory taint layout

0x80000000

0xffffffff

40 minutes of run time, 20s. interval, boot + initial ReactOS testsstack pages pool pages



Windows 10 memory taint layout

0x80000000

0xffffffff

120 minutes of run time, 60s. interval, boot + initial ReactOS testsstack pages pool pages



Keeping track of processes/threads

ÅSimple traversal of a kernel 

linked-list in guest virtual 

memory.

ÅUnchanged since original 

Bochspwn from 2013.



Keeping track of loaded kernel modules

ÅSimple traversal of a kernel 

linked-list in guest virtual 

memory.

ÅUnchanged since original 

Bochspwn from 2013.



Bochspwn report

------------------------------ found uninit - access of address 94447d04

[pid/tid: 000006f0/00000740] {    explorer.exe}

READ of 94447d04 (4 bytes, kernel --- >user), pc = 902df30f

[ rep movsd dword ptr es:[edi], dword ptr ds:[esi] ]

[ Pool a llocation not recognized]

Allocation origin: 0x90334988 ((000c4988) win32k.sys!__SEH_prolog4+00000018)

Destination address: 1b9d380

Shadow bytes : 00 ff ff ff Guest b ytes: 00 bb bb bb 

Stack trace:

#0  0x902df30f ((0006f30f) win32k.sys!NtGdiGetRealizationInfo+0000005e)

#1  0x8288cdb6 ((0003ddb6) ntoskrnl.exe!KiSystemServicePostCall+00000000)



Kernel debugger support

ÅTextual Bochspwn reports are quite verbose, but not always sufficient to 

reproduce bugs.

ÅEspecially for IOCTL / other complex cases, where function arguments need to be 

deeply inspected, kernel objects examined etc.

ÅSolution ςattach WinDbg to the emulated guest kernel!

ÅEasily configured, Bochs has support for redirecting COM ports to Windows pipes.

ÅOf course slow, as everything working on top of Bochs, but workable. J



Breaking on bugs

Å!ǘǘŀŎƘŜŘ ŘŜōǳƎƎŜǊ ƛǎ ƴƻǘ ƻŦ ƳǳŎƘ ǳǎŜ ƛŦ ǿŜ ŎŀƴΩǘ ŘŜōǳƎ ǘƘŜ ǎȅǎǘŜƳ ŀǘ 

the very moment of the infoleak.

ÅHence: after the bug is logged to file, Bochspwn injects an INT3 

exception in the emulator.

ÅWinDbg stops directly after the offending rep movs instruction.

ÅOverall feels quite magical. J





Testing performed

ÅInstrumentation run on both Windows 7 and 10.

ÅExecuted actions:

ÅSystem boot up.

ÅStarting a few default apps ςInternet Explorer, Wordpad, Registry Editor, Control Panel, 

games etc.

ÅGenerating some network traffic.

ÅRunning ~800 ReactOS unit tests(largely improved since 2013).

ÅKernel code coverage still a major roadblock for effective usage of full-system 

instrumentation.



Results!





Summary of the results so far

ÅA total of 29 vulnerabilitiesfixed by Microsoft in the last months 

(mostly June).

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

Stack

Pools

Information disclosure by memory type



Summary ςpool disclosures
Issue # CVE Component Fixed in Root cause Numberof leaked bytes

1144 CVE-2017-8484 win32k!NtGdiGetOutlineTextMetricsInternalW June 2017 Structure alignment 5

1145 CVE-2017-0258 nt!SepInitSystemDacls May 2017 Structure size miscalculation 8

1147 CVE-2017-8487 \Device\KsecDD, IOCTL 0x390400 June 2017 Unicode string alignment 6

1150 CVE-2017-8488 Mountmgr, IOCTL_MOUNTMGR_QUERY_POINTS June 2017 Structure alignment 14

1152 CVE-2017-8489 WMIDataDevice, IOCTL 0x224000 (WmiQueryAllData) June 2017
Structure alignment,
Uninitialized fields

72

1153 CVE-2017-8490 win32k!NtGdiEnumFonts June 2017
Fixed-size string buffers,

Structure alignment,
Uninitialized fields

6672

1154 CVE-2017-8491 Volmgr, IOCTL_VOLUME_GET_VOLUME_DISK_EXTENTS June 2017 Structure alignment 8

1156 CVE-2017-8492 Partmgr, IOCTL_DISK_GET_DRIVE_GEOMETRY_EX June 2017 Structure alignment 4

1159 CVE-2017-8469 Partmgr, IOCTL_DISK_GET_DRIVE_LAYOUT_EX June 2017
Structure alignment,

Different-size union overlap
484

1161 CVE-2017-0259 nt!NtTraceControl (EtwpSetProviderTraits) May 2017 ? 60

1166 CVE-2017-8462 nt!NtQueryVolumeInformationFile (FileFsVolumeInformation) June 2017 Structure alignment 1

1169 CVE-2017-0299 nt!NtNotifyChangeDirectoryFile June 2017 Unicode string alignment 2



Summary ςstack disclosures

Issue # CVE Component Fixed in Root cause Numberof leaked bytes

1177 CVE-2017-8482 nt!KiDispatchException June 2017 Uninitialized fields 32

1178 CVE-2017-8470 win32k!NtGdiExtGetObjectW June 2017 Fixed-size string buffer 50

1179 CVE-2017-8471 win32k!NtGdiGetOutlineTextMetricsInternalW June 2017 Uninitialized field 4

1180 CVE-2017-8472 win32k!NtGdiGetTextMetricsW June 2017
Structure alignment,

Uninitialized field
7

1181 CVE-2017-8473 win32k!NtGdiGetRealizationInfo June 2017 Uninitialized fields 8

1182 CVE-2017-0245 win32k!xxxClientLpkDrawTextEx May 2017 ? 4

1183 CVE-2017-8474
DeviceApi (PiDqIrpQueryGetResult, PiDqIrpQueryCreate, 

PiDqQueryCompletePendedIrp)
June 2017 Uninitialized fields 8

1186 CVE-2017-8475 win32k!ClientPrinterThunk June 2017 ? 20

1189 CVE-2017-8485
nt!NtQueryInformationJobObject (BasicLimitInformation, 

ExtendedLimitInformation)
June 2017 Structure alignment 8

1190 CVE-2017-8476 nt!NtQueryInformationProcess (ProcessVmCounters) June 2017 Structure alignment 4

1191 CVE-2017-8477 win32k!NtGdiMakeFontDir June 2017 Uninitialized fields 104

1192 CVE-2017-0167 win32kfull!SfnINLPUAHDRAWMENUITEM April 2017 ? 20

1193 CVE-2017-8478 nt!NtQueryInformationJobObject (information class 12) June 2017 ? 4

1194 CVE-2017-8479 nt!NtQueryInformationJobObject (information class 28) June 2017 ? 16

1196 CVE-2017-8480 nt!NtQueryInformationTransaction (information class 1) June 2017 ? 6

1207 CVE-2017-8481 nt!NtQueryInformationResourceManager (information class 0) June 2017 ? 2

1214 CVE-2017-0300 nt!NtQueryInformationWorkerFactory (WorkerFactoryBasicInformation) June 2017 ? 5



Pool infoleak reproduction

ÅUse a regular VM with guest Windows.

ÅFind out which driver makes the allocation leaked to user-mode

(e.g. win32k.sys).

ÅEnable Special Poolsfor that module, reboot.

ÅStart PoC twice, observe a repeated marker byte where data is leaked 

(changes between runs).



D:\ >VolumeDiskExtents.exe

00000000: 01 00 00 00 39 39 39 39 .... 9999

00000008: 00 00 00 00 39 39 39 39 .... 9999

00000010: 00 00 50 06 00 00 00 00 ..P.....

00000018: 00 00 a0 f9 09 00 00 00 ........



D:\ >VolumeDiskExtents.exe

00000000: 01 00 00 00 2f 2f 2f 2f .... ////

00000008: 00 00 00 00 2f 2f 2f 2f .... ////

00000010: 00 00 50 06 00 00 00 00 ..P.....

00000018: 00 00 a0 f9 09 00 00 00 ........



Stack infoleak reproduction

ÅMore difficult, there is no official / documented way of padding stack allocations 

with marker bytes.

ÅIn a typical scenario, it may not be obvious that/which specific bytes are leaked.

ÅNon-volatile, non-interesting values (e.g. zeros) often occupy a large portion of the stack.

ÅhōǎŜǊǾŀǘƛƻƴǎ ŎƻǳƭŘ ŘƛŦŦŜǊ ƛƴ aƛŎǊƻǎƻŦǘΩǎ ǘŜǎǘ ŜƴǾƛǊƻƴƳŜƴǘΦ

ÅReliable proof of concept programs are highly desired.

ÅTo fully ensure that a bug is real also outside of Bochspwn environment.

Å¢ƻ ƳŀƪŜ ǘƘŜ ǾŜƴŘƻǊΩǎ ƭƛŦŜ ŜŀǎƛŜǊ ǿƛǘƘ ŀƴŀƭȅǎƛǎΦ



Stack spraying to the rescue

ÅA number of primitives exist in the Windows kernel to fill the kernel stack 

with controlled data.

ÅThanks to optimizations ςƭƻŎŀƭ ōǳŦŦŜǊǎ ǳǎŜŘ ŦƻǊ αǎƳŀƭƭέ ǊŜǉǳŜǎǘǎ ƛƴ Ƴŀƴȅ ǎȅǎŎŀƭƭǎΦ

ÅEasy to identify: look for Nt* functions with large stack frames in IDA.

ÅMy favorite: nt! NtMapUserPhysicalPages

ÅSprays up to 4096 bytes on x86 and 8192 bytes on x86-64.

Å5ƻŎǳƳŜƴǘŜŘ ƛƴ αnt!NtMapUserPhysicalPages and Kernel Stack-Spraying Techniquesέ 

blog post in 2011.



Kernel stack

41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41  
41 41 41 41 41 41
41 41 41 41 41 41

Kernel stack

41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41
41 41 41 41 41 41

00 50 A8 00

9B 01 00 00

00 00 19 00 48 45 
00 00 98 44 00 00 
30 0A 00 00 00 05

00 00

00 00

User-mode memory

41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41 
41 41 41 41 41 41

00 50 A8 00

9B 01 00 00

00 00 19 00 48 45 
00 00 98 44 00 00 
30 0A 00 00 00 05

00 00

00 00

1. Spray the kernel stack with
an easily recognizable pattern.

2. Trigger the bug directly after, and observe the marker bytes at
uninitialized offsets.



D:\ >NtGdiGetRealizationInfo.exe

00000000: 10 00 00 00 03 01 00 00 ........

00000008: 2e 00 00 00 69 00 00 46 ....i..F

00000010: 41 41 41 41 41 41 41 41 AAAAAAAA



Quick digression: bugs without Bochspwn

ÅIf memory markingcan be used for bug demonstration, it can be used for 

discovery too.

ÅBasic idea:

ÅEnable Special Pools for all common kernel modules.

ÅInvoke tested system call twice, pre-spraying the kernel stack with a different byte 

each time.

ÅCompare output in search of repeated patterns of differing bytes at common offsets.



Perfect candidate: NtQueryInformation*

NTSTATUS

NTAPI

NtQueryInformationProcess (

IN HANDLEProcessHandle,

IN PROCESSINFOCLASSProcessInformationClass,

OUTPVOID ProcessInformation,

IN ULONGProcessInformationLength,

OUTPULONGReturnLength OPTIONAL

);

Manually created

Brute-forced 0..255

Brute-forced 1..255



Fruitful idea



Infoleak demos



Sniffing on hardware activity

ÅOn Windows 7, hardware interrupt handlers operate on the kernel stack of 

the currently active thread.

ÅThe handlers may leave traces of sensitive data of what is going on in the 

system.

ÅFor example, characteristics of the actions performed by other users.

ÅThe information could be subsequently leaked with a stack disclosure vulnerability.

ÅbƻǊƳŀƭƭȅ ǇǊŜǘǘȅ ǳƴƭƛƪŜƭȅ ǘƻ ƘŀǇǇŜƴΣ ōǳǘΧ CPU Time Spraying!



while (1) { }

CPU execution flow

Thread quantum

Attacker 
thread

Scheduler

System 
thread

Program 
thread #1

Program 
thread #2





while (1) { }

CPU execution flow

Interrupt Interrupt Interrupt Interrupt Interrupt Interrupt



Exploitation algorithm

1. Clear the kernel stack (pad with zeros) with a stack-spraying primitive.

2. Actively consume some number of CPU cycles.

ÅJust for (int i = 0; i < N; i++) { } for a well-adjusted N.

3. Disclose kernel stack memory with an infoleak bug.

4. Analyze the data for specific patterns and extract relevant information.



What interrupt should we target?



Scan code saved 
on the stack

i8042prt!I8042KeyboardInterruptService



Keyboard sniffing obstacles

ÅThe i8042prt.sysdriver stores the detected scancode in several places on 

the stack in the interrupt handling code.

ÅHowever, all these locations seem to be overwritten later on (e.g. by 

hal! HalEndSystemInterrupt ). L

ÅEven still, certain patterns can be recognized on the stack to identify the 

general key (un)press event.

ÅWindows 7 with a single CPU used in demo for simplicity.



Keyboard sniffing demo



Windows infoleak summary

ÅThe problem seems to have remained almost completely 

unrecognized until just now (with a few exceptions).

ÅThe invisibilityand non-obviousness of this bug class and no notion of 

ǇǊƛǾƛƭŜƎŜ ǎŜǇŀǊŀǘƛƻƴ ƛƴ /κ/ҌҌ ŘƻŜǎƴΩǘ ǊŜŀƭƭȅ ƘŜƭǇΦ

ÅLǘΩǎ ŀ ŦǳƴŘŀƳŜƴǘŀƭ ƛǎǎǳŜΣ ǘǊƛǾƛŀƭ ǘƻ ƻǾŜǊƭƻƻƪ ōǳǘ ǾŜǊȅ ŘƛŦŦƛŎǳƭǘ ǘƻ ƎŜǘ ǊƛƎƘǘ ƛƴ ǘƘŜ 

code.



Windows infoleak summary

ÅWindows has a very loose approach to kernelҦuser data transfers.

ÅTip of the iceberg, there may be many more instances of the bug 

lurking in the codebase.

ÅHundreds of memcpy() calls to user-mode exist, every one of them is a 

potential disclosure.

ÅEspecially those where size is user-controlled, but the amount of relevant 

data is fixed or otherwise limited.



Mitigation ideas (generic)

ÅFully bug-proof: memset all stack and pool allocations when they are 

made/requested.

ÅWould pretty much make the problem go away without any actual bug-fixing. 

ÅEasily implemented, but the overhead is probably too large?

Åaƻǎǘ ƪŜǊƴŜƭ ŀƭƭƻŎŀǘƛƻƴǎ ŘƻƴΩǘ ŜƴŘ ǳǇ ŎƻǇƛŜŘ ǘƻ ǳǎŜǊ-mode, anyway.



That was fast!



Mitigation ideas (generic)

ÅMore realistic:

ÅClear the kernel stack post-syscall (a.k.a. PAX_MEMORY_STACKLEAK).

ÅPrevents cross-syscall leaks, which are probably the majority.

ÅAdd a new allocator function clearingreturned memory regions.

ÅDetect which allocations end up copied to user-mode and clear only those 

(automatically or by adding memset() calls in code manually).



Mitigation ideas (bug-specific)

ÅWith Windows source code, Microsoft could take the whole 

Bochspwn idea to the next level:

Å!ŘŘƛƴƎ ƛƴǎǘǊǳƳŜƴǘŀǘƛƻƴ ŀǘ ŎƻƳǇƛƭŜ ǘƛƳŜ Ҧ ŀŎŎŜǎǎ ǘƻ ƳǳŎƘ ƳƻǊŜ ǎŜƳŀƴǘƛŎ 

information, e.g. better taint propagation (full vs. just memcpy).

ÅaƻǊŜ ŎƻŘŜ ŎƻǾŜǊŀƎŜ Ҧ ƳƻǊŜ ōǳƎǎ ŦƻǳƴŘΦ

ÅStatic analysis easier to use to guide dynamic approaches and vice versa.



Closing remarks

ÅThe Bochspwn approach can be also used to detect regularuse of 

uninitialized memory, but the results are much harder to triage:

ÅLOTS of false positives.

ÅLack of source code makes it very difficult to determine if an access is a bug 

and what its impact is.

ÅLeaking specific sensitive data from pool disclosures seems like an 

interesting subject and still needs research. J



Bochspwn vs. Linux



Tainting heap allocations

ÅMUCH more complex than on Windows:

ÅA number of allocators, public and internal, with many variants: kmalloc , vmalloc , 

kmem_cache_alloc .

ÅAllocator functions have different declarations.

ÅPassing arguments via registers (regparm=3) means request information is not available on RET 

instruction.

ÅƪƳŜƳψŎŀŎƘŜΩǎ ƘŀǾŜ ŀƭƭƻŎŀǘƛƻƴ ǎƛȊŜǎ ǎǇŜŎƛŦƛŜŘ ŘǳǊƛƴƎ ŎŀŎƘŜ ŎǊŜŀǘƛƻƴΦ

ÅƪƳŜƳψŎŀŎƘŜΩǎ Ƴŀȅ ƘŀǾŜ ŎƻƴǎǘǊǳŎǘƻǊǎ όǘŀƛƴǘƛƴƎ ŀǘ ŀ ŘƛŦŦŜǊŜƴǘ ǘƛƳŜ ǘƘŜƴ ǊŜǘǳǊƴƛƴƎ ǊŜƎƛƻƴ ǘƻ ŎŀƭƭŜǊύΦ

ÅAllocators may return pointers Җ0x10 (not just NULL).



void * kmalloc ( size_t , gfp_t ) ;

void * __kmalloc ( size_t , gfp_t ) ;

void * kmalloc_order ( size_t , gfp_t , unsigned int ) ;

void * kmalloc_order_trace ( size_t , gfp_t , unsigned int ) ;

void * kmalloc_large ( size_t , gfp_t ) ;

void * kzalloc ( size_t , gfp_t ) ;

struct kmem_cache * kmem_cache_create( const char *, size_t , size_t ,

unsigned long , void (*)( void *)) ;

void * kmem_cache_alloc ( struct kmem_cache *, gfp_t ) ;

void * kmem_cache_alloc_trace ( struct kmem_cache *, gfp_t , size_t ) ;

Variety of allocators (kmalloc/kmem_cache)



Variety of allocators (vmalloc)

void * vmalloc ( unsigned long ) ;

void * vzalloc ( unsigned long ) ;

void * vmalloc_user ( unsigned long ) ;

void * vmalloc_node ( unsigned long , int ) ;

void * vzalloc_node ( unsigned long , int ) ;

void * vmalloc_exec ( unsigned long ) ;

void * vmalloc_32 ( unsigned long ) ;

void * vmalloc_32_user ( unsigned long ) ;

void * __vmalloc ( unsigned long , gfp_t , pgprot_t ) ;

void * __vmalloc_node_range ( unsigned long , unsigned long , unsigned long , unsigned long , gfp_t ,

pgprot_t , unsigned long , int , const void *) ;



Variety of allocators

ÅOf course many of them call into each other, but in the end, we still had to hook into:

Å__kmalloc

Åkmalloc_order

Å__kmalloc_track_caller

Å__vmalloc_node

Åkmem_cache_create

Åkmem_cache_alloc

Åkmem_cache_alloc_trace

Å... and the corresponding free() routines, too.



regparm=3

ÅFirst three arguments to functions are passed through EAX, EDX, ECX.

ÅTried compiling the kernel without the option, but failed to boot. L

ÅInformation about the allocation request and result is not available at 

the same time.

ÅNecessary to intercept execution twice: in the prologue and epilogue 

of the allocator.



Allocator logic

requests[ESP][ " size " ] = EAX
requests[ESP][ " flags " ] = ECX

set_taint(EAX, EAX + requests[ESP][ " size " ])



kmem_cache_{create,alloc}

ÅDedicated mechanism for quick allocation of fixed-sized memory regions (e.g. structs).

Åkmem_cache_create creates a cache object (receives size, flags, constructor).

Åkmem_cache_alloc allocates memory from cache.

Åkmem_cache_free frees a memory region from cache.

Åkmem_cache_destroy destroys the cache object.

ÅWe need to:

ÅMaintain an up-to-date list of currently active caches.

ÅBreak on cache constructors to set taint on memory.

Å.ǊŜŀƪ ƻƴ ŀƭƭƻŎŀǘƻǊǎ ǘƻ ǎŜǘ ƻǘƘŜǊ ƳŜǘŀŘŀǘŀ όŜΦƎΦ ŎŀƭƭŜǊΩǎ 9LtύΦ



Propagating taint

ÅCONFIG_X86_GENERIC=yand CONFIG_X86_USE_3DNOW=nsufficient to 

compile memcpy() into a combination of rep movs{d,b} .



Ubuntu 16.04 memory taint layout

0xc0000000

0xffffffff

60 minutes of run time, 20s. interval, boot + trinity fuzzer + linux test projectstack pages heap pages



Other useful CONFIG options

ÅCONFIG_DEBUG_INFO=yto enable debugging symbols.

ÅCONFIG_VMSPLIT_3G=yto use the 3G/1G user/kernel split.

ÅCONFIG_RANDOMIZE_BASE=nto disable kernel ASLR.

ÅCONFIG_X86_SMAP=nto disable SMAP.

ÅCONFIG_HARDENED_USERCOPY=nto disable sanity checks unnecessary 

during instrumentation.



Detecting bugs ςcopy_to_user

ÅSet CONFIG_X86_INTEL_USERCOPY=nto have copy_to_user() compiled to

rep movs{d,b} instead of a sequence of mov.



Detecting bugs ςput_user

ÅLinux has a macro to write values of primitive types to userland memory.

ÅNo internal memcpy()Σ ǎƻ ǎǳŎƘ ƭŜŀƪǎ ǿƻǳƭŘƴΩǘ ƴƻǊƳŀƭƭȅ ƎŜǘ ŘŜǘŜŎǘŜŘΦ

ÅEach architecture has its own version of the macro, x86 too.

ÅVery difficult to modify the source to convert it to Bochspwn-compatible 

rep movs .

ÅVarious constructs passed as argument: constants, variables, structure fields, 

function return values etc.



The solution ςtemporary strict mode

#define __put_user ( x, ptr ) \

({ \

__typeof__ (*( ptr )) __x; \

...

__asm( " prefetcht1 ( %eax) " ); \

__x = ( x); \

__asm( " prefetcht2 ( %eax) " ); \

...

1. Enable strict mode
(for current ESP)

3. Disable strict mode

2. Evaluate expression 
written to userland



Strict mode

ÅPREFETCH{1,2}instructions are effectively NOPs in Bochs.

Å/ŀƴ ōŜ ǳǎŜŘ ŀǎ ƳŀǊƪŜǊǎ ƛƴ ǘƘŜ ŎƻŘŜΣ ƻǊ αƘȅǇŜǊŎŀƭƭǎέΦ

ÅIn between PREFETCH1and PREFETCH2, all reads of uninitialized memory 

are reported as kernelҦuser leaks, if ESP is unchanged.

ÅThe code block only contains evaluation of the expression being written to ring-3.

ÅVerifying ESP prevents polluting logs with reports from function calls, thread 

preemptions etc.

Å365such constructs added to the vmlinux used by Bochspwn.



Strict mode as seen in IDA

Sanitized

Sanitized

Sanitized



Keeping track of modules, symbolization etc.

Again, simple logic 

unchanged since the 

2013 Bochspwn.



Bochspwn report

------------------------------ found uninit - access of address f5733f38

========== READ of f5733f38 (4 bytes, kernel --- >kernel), pc = f8aaf5c5

[ mov edi, dword ptr ds:[ebx+84] ]

[ Heap allocation not recognized]

Allocation origin: 0xc16b40bc: SYSC_connect at net/socket.c:1524

Shadow bytes : ff ff ff ff Guest b ytes: bb bb bb bb

Stack trace:

#0 0xf8aaf5c5: llcp_sock_connect at net/nfc/llcp_sock.c:668

#1 0xc16b4141: SYSC_connect at net/socket.c:1536

#2 0xc16b4b26: SyS_connect at net/socket.c:1517

#3 0xc100375d: do_syscall_32_irqs_on at arch/x86/entry/common.c:330

(inlined by) do_fast_syscall_32 at arch/x86/entry/common.c:392



Kernel debugging


